NEWS

8/14/2016
A LRl b Sk Nl & et e e a
{ .
(e Mt
Y w"tz, UNITED STATES
| F NUCLEAR REGULATORY COMMISSION
i £ 2 WASHINGTON, b. £, 20858
2
kN j Dctober 15, 2001
LIt |
| CHAIFMAN

The Honorable Edward J. Markey
United Stales House of Reprasentatives
Washington, 0.C. 20615-2107

Dear Congressman Markey:

On behalf of the Commisslon, | am responding to your letter of September 20, 2001
regarding the actions of the U.S. Nuclear Regulstory Gommission (NRC) and the nuclear
industry in response to the terrorist attacks on September 11, 2001, and your concems
regarding security at nunlaurpm_m_r plants. Although nuclear power plants are ameng the mast
hardened and secure chilian facilities in the United States, the recent attacks have focused
attention on the need to review policies and practices related to saf i
security measures for chillan nuclear tacifiies. S v

Immediately following the terrarist attacks on the World Trade Center and the Pentagon
tha NRC advised nuclear power plant licensees to go lo the highest level of security, and all
promptly did so. With continued uncertainty about the possibility of additional terrarist activities
the Nation’s nuclear power plants remaln at the highast lavel of sacurity and the NBC continues
to monitor the situation. For the longer term, I, with the full support of the Commission, have
directed the NRC staff to thoroughly reevaluate the NRC's safequards and physical securlty
PrOgrams. nhmwmmmrmnmmmmmmwﬂmafm
Agency's safeguards and physical security programs.

Given the nature of the attacks on September 11, the identification of any
adjustments to the saleguards and physical security measuras for civillan nuclear facililies
involve censultation and coordination with other U.S, national security erganizations. The N“;‘iu;l
Is eurrently inferacting with the Federal Bureau of Investigation, other intelliganee and faw
enforcement agenclas, and Ifhelu Department of Defense to ensure any changes 1o the NRC's
programs are informed by pertinent information from cther relevant U.S, agencies.

Because the NRC's resvaluation is engolng, the enclosed answers 18 vour quass
feunded on the information that is available at this time. The Commission appyr?daq;!zss;:gl.l“rs e
concern. If you have further comments or questions, pleass feel free to contact me.

rely,

Richard A, Mesarve

Enclosure: Hesponses 1o Questions

https://web.archive.org/web/20041205002253/http://www.nci.org/01INCI/10/nrc-reply-markey.htm 112
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Enclosure 1

RESPONSES TO QUESTIONS

Question 1: Wy did NAC choose fo issue a “recommendation” [per Threar Advisory
on September 11, 2007, and Informaticn Notice 88-35] instead of an
“order®?

Answer;

All licensees have a continuing regulatory obligation to be able to defend against the Design
Basis Threat. A Threat Advisory does not change this fundamental abligation, but merely
prowides a vehicle to advisa licensees to b especially vigilant. Information Notice 98-35,
"Threat Assessmants and Consideration of Heightened Physical Protection Measures,” issued
on September 4, 1998, provides Information to licensees as to how to respond to a NAG
designation of a particular security level In a Threat Advisory. In essence, the Information
Noliee and a Threat Advisory provida a vehicle to facilitale communication between the NRG
and its ficensees when rapid actions are required. Forwarding the Threat Advisory on
September 11, 2001, and refering to the Security Level 3 measures in the already-distributed
Information Motice, allowed quick action on the part of the licensees to respond o the threat

environmant.

A Threat Advisory serves a different purpose than an ordoer. |ssuing an order, rather than a
Threat Advisory, would have consumed time and resources and would have been no more
effective in achieving the desired result. Nonetheless, the NRC retains the authority to lssue
orders requiring specific actions by all, or some, of ts censees. The staff has roviewed the
actions taken by the licansees as a result of tha Threat Advisory of September 11 and
concluded that no additional actions were necessary at that lime,

Question 2: How many plants acted to implement the increase 1o the highest leval of
security that you recommended? Which plants? What steps did thay
take? How long do they plan fo maintain the elevated level of security?
Which plants did not choose o go to the highest level of securlty and
why?

Answer

All relevant NAC licensees implemented a heightened sacurily stance, as the NRC advised,
The steps generally inciuded increased patrols, augmented security forces and A
additional security posts, heightened coordination with law enforcement and military autharities,
and limited access of personnel and vehicles fo the site, amang olher measures. On Octobar
B, the NRC issued a safeguards advisory delineating certaln prompt and longer-term additional
actions to strengthen licensee capability to respend 1o a terrerist attack al or beyond the design
basis lhreat. Licensees are currently implementing those actions.

All relavant licensees remain at an elavated security posture. Tha NRG s coordinating with the
Fedaral Bureau of Investigation, other inteligence and law enforcement agencies, and the
Department of Defensa o continue to assess the threats and ensure that licensees maintain

https://web.archive.org/web/20041205002253/http://www.nci.org/01N CI/10/nrc-reply-markey.htm
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the appropriate security lavel, The results of the ongoing assessments will Inform NRC's
declsions regarding adjuestments In the recommended lavel of security.

Cuestion 3: Is the NRC considening mandating changes in security at nuclear power
plarts? If not, why not? If yes, what will these changes be? Will these
mmm or will they be in piace for a fimited period of

Answer

! In light of the attacks on September 11, and in response to a tasking meme from the Chairman

o the Executive Director for Operations, the staff w[l undertake a comprehensiva review of the
NRC’s existing regulations and proposed revisions and provide additional recommendations to
the Commission. It is premature to predic! what changes will be proposed.

Question 4fa): Did the Canadian and Russian response fo the events of September 11,
2001, [ralative to their nuclaar power plants] constitite a greater or lesser
increase in securily than the measures recommended by the NAGC for
Amaerican nuclesr power plants?

The Commissian beli that the baseline security level at L.S. commercial nuclsar reactors is

very hﬁgh mmﬂd with most other nations. indeed, many foreign regulators often comment

on the impressive security measures and large guard forces evident when they visit our nuclear
power plants. WEamamafmaﬁmmgdalumsﬁamﬁcﬂymnmsm

Inspections nvolving force-on-forcs exercises, We understand the Canadian facilties insfituted

a number of measures in light of the September 11 atlacks. Speeific detalis concerming
security at Canadian power reactor faciiities constitule sensitive infarmation,

The NAC has not exchanged information with the Russian govermnment that would enable an
assessment of the security at Russian nuclear power plants,

Question 4(b): What iz the expected time duration of the Canadian and Bussian
measures?

Answor:

Woe do nat know the duration of heightened securily measures in Canada and Russia,

Quaesticn 5: Would the NRC seek lo mocdify the design-basis threat assumpfions fo

include adversaries willing fo commit suicide in thelr attack?

Answer:

The NRC has routinely monitored the threat environment since the creation of the d basi
esign hasis
threat (DBT) statements in the late 1970s, The wilingness of terrorists, of others, o commit

https://web.archive.org/web/20041205002253/http://www.nci.org/01N CI/10/nrc-reply-markey.htm
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sulcide In the courss of some criminal act, is an underlying assumption of the DBT and this is
nat considered to be a new adversary characteristic. The working assumption described in the
DET is that the adversary force is wiling to kill or be killed in an attempt to complete fts aftack,
Howaver, tha NRC will consider the information developed as a result of the Septembar 11,
2001, event in datermining potential adjustments to the DBT.

Guestion &(a): = the NRC going to reconsider plans to replace the OSRE program with
a muclear industry-designad and managed program to fest the adequacy
of securily measures at individual power plants?

Answer:

The NRC has net made a decision to terminate the OSRE program. Before September 11, the
Commission agreed to a pilot of the industry-designed Safeguards Performance Assessment
{SPA) program. That pilet, which is subject to NRG oversight, would be evalusted after one

year.

During the conduct of the SPA pilot, the NRC would continua OSRE inspections at a rate of six
par year, which would ba combined with eight MRG-evaluated SPA inspections. A final
Commission decision regarding the method of conducting forea-an-fores testing would follow
formal evaluation of lessons leamed during the pilot program and the continuing OSRE
program. As a result of the Chalrman's tasking memorandum following the Septamber 11
attacks, the entirety of the inspection program will be reexamined.

Question &(b]: Instead of eliminating the OSRE program, will the NAC consider making
OSAE fests:more igorous, wilh attacking feams more heavily armed
than the specifications fisted under 10 CFR 73.17

Anzwer:

As directed by the Chairman's tasking memarandum, bath the Design Basis Thraat and the
inspection program will be reaxamined,

Question 7: A quick ssarch of the Web turned up a guideling from the Swiss Federal
Nuclear Safety Inspecterate (HSK), Guidslina HSK-R-102, “Design
Criteria for the Protection of Safety Equipment in Nuclear Power Stations
Against the Consequences of Airplane Crash.” Does the NRG have arny
design criteria for protection against airplane crashes? If not, whiy not? If
50, does it apply only at plants located within a cartain range from
airports? If 20, why was it not appliad to plants all over the country? 4
recent press report mentioned in passing that nuclear power prant
containment vessals are "designed to survive the crash of a falling 747"
Where can this specification be found?

https://web.archive.org/web/20041205002253/http://www.nci.org/01N CI/10/nrc-reply-markey.htm
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Answer;

The Swiss guideline requires that “nuclear power stations shall be protocted against the
consequences of an aiplane crash.” The intent is 10 ensura that "the radiation exposure of the
public shall not exceed the imits specified.” We understand that the Swizs guideline reflacts
the heavy density of airine traffic over Switzerand.

The NRC has not routinely required all plants to be designed to withstand a particular aircraft
crash, but such considerations have entered into siting evaliations, Those evaluations have
considered the probabiity of accidental air crashes as a screening criterion to determing
whather further evaluation is required. Specifically, 10 CFR 100,10, *Faclors To Be Considared
When Evalualing Sites,” requires, In pan, that "reactors will reflect through their design,
construction, and operation an extremaly low probabilty for accidents that could rasult in
release of significant quantities of radioactive fisslon products.® In addition, for applications
after January 10, 1227, 10 CFR 100.20(b) requires that “the nature and proximity of man-
related hazards (e.g., airports, dams, transportation routes, military and chemical facilities) must
bo evaluated io establish site parameters for use in determining whether a plant design can
accommodate commonly eccurring hazards, and whether the risk of ather hazards is very low.”

The NRC issued NUREG-0800, “Standard Review Plan for the Review of Safety Analysis
Reports for Nuclaar Power Plants,” Seclion 3,5.1.6, "Ajreraft Hazards” (dated July 1981) that
defines the Agency's acceptance criteria for siting nuclear power plants near afrporis and/or
alrways. The probability of an accldental aircraft crash resulting in radiological CONSBqUEnces
greater than the exposure guidelines defined by 10 GFR Part 100 is considerad to be
acceptably low if the plant mests specified criteria regarding distance from sirparts, halding
palterns, and approach pattemns, as well as eriteria regarding volumes of alr traffic. If the plant
does not meet these criterla, a detailed review of accidental aircraft hazards must be
performed. If that detailed hazard review cannot demonstrate an acceptably low probability of
an aireraft aceldent resulling In radiclogleal consequences greater than the exposure guidefines
defined by 10 CFR Part 100, enginesring analyses of aircraft impacts are required. The
probability is considered to be acceptably low if the probabiity, based on a realistic assessment,
Is less than about 107 per year (or 10* per year given a conservative assessment).

If the plant cannot mest the probability criterda; the plant's structures, systems, and companents
must be designed to withstand the effects of tha postulated aircraft impacts and fires without
loss of safe shuidown capability, and without a release of radivactivity that would exceed the

exposure guidefines defined by 10 CFH Part 100.

The NRC has no criterion that requires nuclear power plant containment vessels fo be designed
to survive the crash of a faling Boging 747,

Cusestion 8: A probabilistic risk assessment in the joumal Nuclaar Safety of afrplane
impacts on nuclear pawer plants yislded a very small probability (4.6 x
107 %) for the impact of a large alplane (graater than 12,500 Ibs) anto a
p.hn.l't?!atfsmura Hmn.‘imﬂs.!rawayfmanm'rpam ut this is assuming
an accidental impact. in ight of the events on September 11, It is claar
that deliberate impacts must be considersd. With a capable pifot
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the probability of impact is 100%, What would be the result of & Boaing
F&7 with a full tank making a direct impact onlo a miclear power plant at
full speed? What would be the result of other aireraft, larger or smalfer,
impacting a nuclear powar plant af full speed? Flease fully assess the
different circumstances of aireraft impacting the containment vessel as
well as other reaclor suppert facilities, and consider such factors as full or
emply fuel tanks and large or small alreraft.

Angwer,

Nuclear power plants have an inherent capability to protect public kealth and safety through
such features as robust containment buildings, redundant safely systams, highly trained
operators. These plants are among the most hardened structures in the country and are
designed 1o withstand extreme events, such as huricanes, tomadoes, and earthquakes. In
addition, all MAC licensees with significant radiological material have emergency response
plans to mitigate impacts on the public in the event of a release. However, the NAG did not
specifically consider attacks by alrcraft such as Baeing 757s or 767s, and nuclear power plants
wera not specifically designed to withstand such crashes. The NRC has not yet performed
detarled engineering analyses of a large airfiner crash; and thus cannot, at this paint, provide an
assessment of the likely consequences of such an attack.

The MAC staff is evaluating strategiss to assess the effects of a deliberate alreraflt impact and
the resuilting fire and explosion on the reactor containment bullding and other reactor Support

facilities. Varables considered in the analyses will include alrcralt size and speed, as wall as

the amount of fuesl.

Question 8: Wil the NRC ravise its estimates of the lieliheod of attacks by aircraft
hitting nuclear waste transportation containers or nuclear wasta storage
facifities, and require licensees 1o undertake further preparations for such
alfacks?

Answer:

As discussed In response to Question 7, above, the previous MAG estimates were based on an
accidental airplane crash, nat an intertional crash. In response to the terrorist attack of
September 11, 2001, the NRC has bagun a thorough review of the safeguards and physical
security programs. This effort will include Input from the national security arganizations, the
FBI, intelligence and law enforcement agencies, the Department of Defenze and others to
evaluate the leval of threat to which chillan nuclear facilitias must be abls to respond. [t will
also consider tha results of discussions with these agencies on how to deal with threats beyond
the design basis, such as enemy-of-the-state threats,

https://web.archive.org/web/20041205002253/http://www.nci.org/01INCI/10/nrc-reply-markey.htm 6/12
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Question 10{a): What would happen to spent fusl storage casks if they were subjected
& fire for a full day? - =

Answer;

The capacity of spent fuel dry storage casks to withstand a fire for extended lime, such as 24
haurs, has not been anzlyzed, given the very low probability that firefighting parsonnel would be
_unable to respond within 24 hours. However, previous studies have analyzed worst case
impact conditions for aircraft accidents, and these studies have found that most of the alrerait

fuel would be dispersed and will burn off in a matter of minutes. Thus, if impacted by a large

commercial alreraft, a spent fuel storage cask would not be expected to be appreciably affocted
by a fire. However, if, as a result of tha NRC's review of the terrorist events of September 11,

2001, the NRC determines that additional or revised safety or physical profection actions
requirements need to be taken at independent spent fusl storage instaliations, the NAC u:
take appropriate actions to implament thosa measures,

Question 10(b): HﬂmmmwmwMWamx wial would
happen to the fuel inside 7

Answar:

The concrete andfor steel prolective coverings are nat readily flammable and will not be burmed
l away. Therefore, the staff balieves that a fire will not result in failure of the Inner canister. As

I Indicated above, if, as a result of the NRC's review of the terrorist everits of September 11,

l 2001, tha NRC determines that additional or revised safety or physical protection actions ar
rﬂqLﬁrmlsl need to be taken at independent spent fuel starage installations, the NRC will
take appropriate actions to implerment those measures,

Duestion 10{c): Could we have a Chemobyl-siyle accident, where the fire carried
radioaciive materials info the air [from a spent fugl storage cask]?

| Answer:

| Nao. Even if a spant fuel storage cask were Impacted and penetrated by a commercial aireratt,
the resultant effects could never be equivalent to a Chermobyl-type accident because the
amcunt of redicactive material contained within the cask Is orders of magnitude less than in an

| oparating reactor, and the mechanlems for disparsal of the material are fewer than wers

present during the Chemobyl accident. In the event of a crash of a large commercial aircralt,

and if the cask were breached, we could not exclude the passibllity of locallzed impacts.

Quastion 10(d) Will there be & redesign of spent fuel casks? Why or why not?

Answer

As previously stated, il, as & result of the NRC's review of the terrorist events of September 11
2001, the NRG determines that additional or ravised safaty or physical protection actiens nasd
| ta be taken or new requirements implemented at independant spent fuel storage installations,

https://web.archive.org/web/20041205002253/http://www.nci.org/01N CI/10/nrc-reply-markey.htm
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Including the design requirements for spent fuel casks, the NRC will take opra
implement those measuras, e th actione o

Ouestion 11: mapmhmw;amahmgeutBMammanmmwm
has been considered in the past. As discussed above, passive barriers In
mmgmmwmmmmrwsm Were the
mmwmmmwamﬁwaﬁmmnm
What changss will you make to the langth of time that ive
barrfers noed [o resist a fire? s

Answer:

The abjective of the NRC's current fire protection raquirements is 1o ensurs that a sinale
Internal fire event does not adversely affect the ablity of the plant to achisve and rrwjngtaln safe
shutdown. Fkabamumamonhrmofmamanylhmmhﬂfhduhnudn-dapmpﬂndph
that is applied (o nuclear power plant fire protection; therefors, licensees do not eodely rely on
installed fire barriers to achieve and maintain safe shutdown. The specifications for the
qualifications of fire barriers installed in nuclear power plants to meet the NRC's abjective are
founded on the testing pmlocddmlbadhyﬁmhnaﬁ:answhtynlhdhgmmﬁ&la
Standard Test Methodis for Fire Tests of Building Construction and Materiais (ASTM E-119)
This standard is used fo measure and describe the propertics of fire barrier matsrials under
controlled laboratory conditions. This standard is widely used a5 the basis for rating the fire
barriers that are used in many typas of industrial facllities besides nuclear power plants.
Increasing the length of time required for passive barrers instafled at a nuciear power plant o
resist a laboratory fire would not ensure that tha fire barriers would be able to pratect impartant
safety systems, because the scenario in which a commercial airliner impacts and penetrates a
structure would likely alse damage the fire barriers as a result of the impact of debris from the
aireraft of the damaged structure. Thersfore, changes to the length of time that passive
barriars need to resist a fire would not, by themsalves, be an effective means of addressing the

aircraft crash threat,

Question 12: wyrhmmrmmwmﬁcmmmmmmm
available to communities surrounding nuclear pewer plants, so that in the
evenl of a successiul terrorist attack against a LS. nuclear faclily, it
coud be quickly distributed to local populations? What is the NAC doing
to axpedite the distibution of sufficient stockples of polassium odide?

Answer:

In January 2001, the NRC revised a portion of its emergency response regulations to requ;
that consideration be given to including potassium lodide (Kl) as a parntﬂ:ﬂgvu measure E 'H'r:
general public to supplement eheltering and evacuation in the event of a severe nuslear power
plant aceident. In doing so, the Commission found that Kl is a reasonable, prudent, and
inexpensive supplement to evacuation and sheltering for specific local conditions Tha-
Commission left it to the States to make a final decision on the use of Kl as a El-rp;plemanlal
measure. But the Commission decided to fund the initial purchases of KI for any State making

https://web.archive.org/web/20041205002253/http://www.nci.org/01N CI/10/nrc-reply-markey.htm
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2 decision o steckpile KI. NRC set aside $400,000 in FY 2001 and has requested similar
funding In FY 2002 to purchasa K.

Togather with the Federal Emergency Management Agency (FEMA), the NRC has formed a
subcommitiee to develop and implement a program to distrbute potassium lodide (Ki) to States
which decide to include KI in their range of public protective actions. The use of Kl would
supplement other protective measures, such as evacuation and shelterng. The NRC/FEMA K
subcommittee has been meating approximately monthly since January 2001 to develop
procedures, processes, and guidance for Kl program implementation. Presently, the
subcommitiee fs awaiting the ssuance of final Food and Drug Administration (FDA) guidance
on dosage and Intervantion levels, which are needed to complete the NRG KI distribation
program. FDA published its drafi guidance in January 2001,

The NRG formally requested that a Federal Radiclogleal Protection Coordinating Commitise
(FRPCC) subcommiltes on KI be formed with representatives from the FDA and the
Environmental Protection Agency (EPA), as well as the NRC and FEMA. The purpose of the
FRPCC K subcommittes is to expedite review and revision of the Federal K policy, encourage
the finalization of FDA guidance, and coordinate Ki implementation issues. That subcammiltee
had its initial meeting on September 25, 2001. Additionally, as the NAC requested through the
FRPCC, FEMA Directar Allbaugh sent a letter to the U.S, Department of Heaith and Human i
Services (HHS) Secretary Thompson requesting expedited review of the FDA guidance on the
use of Kl

The FRPCC Ki subcommittes is baing used as a forum to discuss and develop
recommendations for consideration by the membear agenciss regarding the impact of the
September 11 evenis on the Federal Kl policy, and K1 stockpiling and distribution issues, At
present, the NRC intends to proceed with implementing its KI distribution program for States
that decide ta include Kl In their range of public protective actions once the FDA guidance is

finalized,

Question 13: in light of last week's avents, will the NRC now reconsider iis pravious
support for allowing forsign entities fo acquire niiclear power plant
operating licenses? Does the NRC foreses any increase in prospeciive
Ssecunlly risks associaled with having forelgn entities own or control a
nuglear facility? If nal, why not?

Answer:

The reasons that the NAC has given Congress lor removing the statutery ban on foreign
ownership of nuclear power operating licenses remain scund in our view. The cusrent ban in
Sections 103d and 104d of the Atomic Energy Act of 1354 (AEA) is ungualifisd, It applies to all
foreign entities, making no distinction between friend, such as tha United Kingdom, and fos,
such as Iraq. Moreover, the ban falls to accomplish its primary geal of preventing transfer of
nuclear power lechnology becauss, unlike In 1946 when the statitory ban want into affect,
nuslear power technalogy s well known abroad. In the absance of the ban, there would =4l be
ample protection against an inappropriate licensee because the Commisaion wauld 2till be
prohibited from issuing any operating license to a foreign entity if the foreign ownership would

https://web.archive.org/web/20041205002253/http://www.nci.org/01N CI/10/nrc-reply-markey.htm
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be inimical to the comman defense and security or the health and safety of the public, Before
making such a determination, the Commission would be able to obtain the views of the

Executive Branch.

Cuestion 14{a): What action, if any, has the NRC taken to evaluate the possibility of
“insider threals" to nuclear power plants by members of any terrorist

organizations?

Answer:

Since September 11, 2007, the FBI has provided to the NRC frequently updated Fsts of
individuals who may have ties or infarmation related to terrorist activities, At the request of the
Fa.l.mﬂmmmmummmmmummmumrmmwm.
dacommissioning plants, and selected fuel faciities to be checkad against ulility employment
and visitor records. The Muclear Ensrgy Institute has also been provided the lists 1o ba
checked against a database of temporary nuclear ulifity workers. All regulis are being provided
by NAC to the FBI for resclution. To date, all potential matches have been resobved through
the FBI.

CQuastion 14(b): Wha can wark at nuclsar powar plants?

Answer:

In order to be authorized for unescorted access at a nuclear power plant, an Individual must
undergo a background screening and investigation pursuant to 10 GER 73.56, and such
workers are subject to ongoing fitness-for-duty requirements. The scraening criteria include:
(1) a background investigation designad to identify past actions which are indicative of an
individuai’s future reliability within a protected or vital area of a nuclear power reactar; (2) a
psychological assessment designed 1o evaluals the possible Impact of any noted psychological
characteristics which may have a bearing on trustworthiness and refiability; and {3) behavioral
observations, conducted by supervisors and management persannel, deslgned to detect
individual behavioral changes which, if left unattended, could laad to acts datrimental 1o the
public health and safety.

Quiestion 14{c): Hﬁatsanafbac&ymunddmﬁmperfmmdassmndfﬁmd
amployment?

Apswer:

As noted above, thera are requirements for backgroiind screening and investigation bafers
authorizing an individual to have unescorted access 1o the site. In accordance with 10 CFR
73.58, the background investigation includes employment history, education history, criminal
history, military senvice, and credit history, as well as a psychological evaluation, intendew of
developed refarences, and fitness-for-duty testing. With and withaut autharization far
unescortad access, all individuals working Inside the licensee's protected area are subject to
centinued bahavioral observalion, as required by 10 GFR 73.56, 1o Identify aberrant behavier or
other indications that the individual is, or has become, untrustworthy.

https://web.archive.org/web/20041205002253/http://www.nci.org/01INCI/10/nrc-reply-markey.htm 10/12
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Question 14(d): Do emplayees [at nuclear power plants] have o be permanent residants
or citizens of tha U.8.7

Apswer:
Empioyses at nuclear power plants do not have to be permanent residents of citizens of the
United States.

Question 15: Does the NRC bellave that any new measures are needsd o tighten up
export conlrols ralating te nuclear materials and nuciear technology, so
that such materials and technology do not end up in terorist hands? ¥
not, why not, and if sa, whal new measures are necassarny?

Answer

The NRC's export licensing regulations, inciuding the related decision criteria, are founded on
explicit provisions of the Atomic Energy Act of 1954, as amended by the Nuclear
Non-Proliferation Act of 1978, the Energy Policy Act of 1892, and other acts. These provisions
place sirict controls on U.S. exports of nuclear materials and other materlals and equipment of
significanca for nuclear explosive purposes. To date, the NAG's licensing specialists have not
identified any of these provisions that sholld ba changed in light of increased concems abeout

terrorist attacks,

From a broader perspective, the NRG's export regulations are only one of several facets of U5,
and multitateral export controls. The Agency anticipates and is prapared fo participate in,
interagency reviews involving Execulive Branch agencies (such as the Departments af State,
Energy, Commarce, Defense, and Transportation) to address thess controls that bear on
terrorist intentions and acts. The Agency will slso support U3, Government effers in the
Nuclear Suppliers Group and the Intermational Atomie Energy Agency.

Question 18: 10 CFR 50.13 provides that nuclear power plants do not need to be
profected “against the effects of (a) atlacks and destuctive acls,
mmm,mwmhmwmmyam
United States, whether a foralgn govemment or other person..." Since
the LS. is preparing for a war an terrarism, ! am concerned that the
mmmwmsmmrﬂmymmtmmmmrmagamrmy
terrost attacks, Ray Golden, San Onofre businass for
MMWE&M,MM ‘We would characterize (the
tarrorist attacks) as Fresident Bush did.” Me furthar states, “We are nof
cenain what could happen to the plant fram that hipe of event, and wa
cannal protect complelely against . Ner, from a security standpoint, are
weri_lqur'ma!‘a." In light of the stiacks en Sgptember 11, do you believe
mah!is:!ppmpn‘am ta change in any way the rasponzibiities of the NRC
r;:mmwaa;kawammwmmwmmmm

cansequences of acts of terrorism directed against nucles
plants?  Why ar why not? = s

https://web.archive.org/web/20041205002253/http://www.nci.org/01N CI/10/nrc-reply-markey.htm
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Answar:

The NRC cannot determine at this time what changes may be a riate regardi
responsiblfities of the indusiry to protect against acts of r:yrrnﬁmfzr::ﬂ'm rﬂsponm of sur
homeland security agencies. The NRC has started a full review of its security standards, and
that review may bring to ight some need to change the division of responsibifities befweer the
government and the private sector. Moreover, our interactions with the newly establlshed
Office of Homeland Security and cther agencies should halp to further clarify where the lines
between the industry's respensibilitias and the national govarnment's sheuld be drawn,

At prasent, conslstent with 10 CFR 50,13, licensees are not r o i
_ . F 13, equired to pro
?fn:m n:sﬁtf:::.r !::nw b’:’j""‘-’"ﬂ" g?-.re:nm;nﬂt: (such as afreraft aﬂau&i]mgum have
ﬁaal tig Nation's security (not on security of an individual facility)
practical matter, may be beyond the defensive capability of private organizations. m
dal'w:at mblhhm?ﬂftm?:nkﬂsu e 16 G ks tharﬁeama :
s . On the other hand, 10 CFR 73.1(a)(1) requires that
protect a.gil;;e;t ;:n:;rllmm h}rw:{l:-trajnad and weil-aq:dppadrﬁwanz. even ﬂm:n':nL:sE ;re
supported mment, if thase act j i
also be carrlad out domestically, Aeias for ample, vhiole bombings) could

TOTAL P.13

https://web.archive.org/web/20041205002253/http://www.nci.org/01N CI/10/nrc-reply-markey.htm
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