8/17/2016

deseretnews.com | Bush tells industry to fix terror risks

deseretnews.com

e-rmail
stary

Saturday, June 8, 2002

Bush tells industry to fix terror risks
Water, waste and chemical plants are focus

By John Heilprin

Associated Press writer

WASHINGTON — The Bush administration plans to require the nation's 15,000
chemical, water and waste-treatment plants to assess how vulnerable they are to
terrorists and then fix any problems, the Associated Press has learned.

The terrorism assessments would be similar to risk management plans the
Environmental Protection Agency already requires from the same facilities for
accidental releases of toxins, a senior EPA official said Friday.

An interagency group chaired by the White House's Office of Homeland Security
has been developing the plan, and EPA Administrator Christie Whitman is expected
to announce it within days, the official said, speaking on condition of anonymity.

Principles for the terrorism assessments and subsequent fixes were modeled
after guidelines crafted by a trade group, the American Chemistry Council, for its
180 corporate members who operate about 1,000 of the affected plants, the official
said.

EPA has not yet determined whether new legislation is needed from Congress or
whether the agency can order the measures on its own, the official said.

The Justice Department and the Energy Department's Sandia National
Laboratories have been working together to develop methods for assessing a
chemical plant's vulnerability to terrorists. A similar effort also is under way by the
American Institute of Chemical Engineers' Center for Chemical Process Safety.

EPA already has taken steps to reduce chemical plants' risks of becoming
terrorist targets. Soon after the Sept. 11 attacks on the World Trade Center and the
Pentagon, it removed from its Web sites the risk management plans for spills and
airborne releases of toxins.

Publishing those plans had been required under the belief that neighbors of a
chemical plant had a right to know the risks to which they were being exposed.
However, the industry and U.S. intelligence agencies have complained for years that
publishing the data created a roadmap for terrorists.

Other precautions the administration has already taken include briefly
grounding crop-dusters out of concern they could be used to disperse biological
weapons. Crop dusting resumed after farm states protested.

The nuclear Regulatory Commission directed increased security measures at all
nuclear power plants and facilities storing used reactor fuel. The NRC also is
revamping security standards for power plants, taking into account for the first time
a possible suicide attack by a large aircraft.

The envisioned EPA orders for chemical, water and waste-treatment plants will
cover site and computer security; access; background checks for employees, vendors
and customers; inventory controls, storage practices and the availability of safer
manufacturing and treatment technologies.

EPA would have to certify the completion and thoroughness of the assessment
for each of the 15,000 facilities, which then would have to develop and implement
steps for reducing vulnerability and hazards, the EPA official said.

The agency has not decided whether to require periodic reports from each
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facility or third-party audits, possibly by other federal agencies or by
nongovernment entities such as insurance companies. But there will be verification,
the official said.

Jeremiah Baumann, an environmental health specialist for U.S. Public Interest
Research Group, said industry guidelines don't require reducing the hazardous
chemicals they're using. To the extent that EPA's plan is based on industry
guidelines, it won't work, he said.

"The administration is taking a good first step by addressing this problem, but
they'll need to do more than just what the chemical industry says they're willing to
do," Baumann said. "We hope their proposal will require each plant to make their
operations safer rather than just hiring more guards and building higher fences."

Chris VandenHeuvel, a spokesman for the American Chemistry Council, whose
members account for 9o percent of U.S. chemical production capacity, said the EPA
proposal could delay steps the industry already is taking to improve security.

"We hope that EPA's plans will not slow down our efforts under way to make our
facilities as safe and secure as possible," he said. "We know that Americans want us
to work in partnership with federal security experts."
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