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April 9, 2002

U.5. Nuclear Regulatory Commission
Document Control Dask
Washington, D.C. 20555

Bubject: Oconee Nuclear Statiomn
Docket Nos. 50-269,-270, -287
Licensee Event Report 269/2002-501, Revision 0
Problem Investigation Process No.: 0-02-1301

Gontlaman

Pursuant to 10 CFR 73.71 Sections (b) (1) and Appendix G
{I) (b), attached is a Security Special Report 269/2002-
8501, concerning the falsification of pre-amploymant
scraening records by a contract employes.

This report is being submitted in accordance with 10 CFR
73.71 and Appendix G {(I) (b). This event is considered to
be of no significance with respect to the health and safety
of the public.

Vary truly yours,

n.i
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McCollum,
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On 3/20/2002 at approximately 1348 hours, with Unit 1, 2 and 3 at 100%
power, the licensee received information from a FBI criminal history
check that a contract employee had a pricr criminal record that was not
disclosed by the individual on the background investigation
questionnaire. The contract employee had been granted temporary
unescorted access on 03/18/2002 in accordance with 10 CFR 73.56. The
contract employee’s unescorted access tc the protected and vital areas
was restricted on 03/20/2002 at 1404 hours and the employee was removed
from the protected area. Further investigation completed on 03/20/2002
at 1433 hours dieclosed that the contract employee had intentionally
failed to report criminal offenses on the pre-employment screening
record. The intentional falsification does not appear to be due to any
malicious intent with respect to the health and safety of the public.
Unescorted access was terminated for the contract emplovee upon
determination of unreliability on 03/20/2002 at 1435 hours. This event
is considered to have no significance with respect to the health and
safety of the public.
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EVALUATION:
Background

Personnel access authorization activities for the Oconee Nuclear Station
are performed by Duke Energy Access Services located in Charlotte, North
Carclina. Duke's Nuclear Access Authorization Program consists of a
background investigation, psychological evaluation, and continual
behavior observation. As part of the background investigation, a
Background Investigation Questionnaire must be completed by the
individual applying for an unescorted access authorization. The
Background Investigation Questionnaire requires the individual te list
any criminal charges, any arrests and any convictions that have acquired
since the individual's 18th birthday. In addition, the individual is
fingerprinted and the fingerprints are submitted to the Federal Bureau of
Investigation. A temporary unescorted access authorization may be
granted to individuals on an interim basis, not exceeding a period of 1B0
continuous days pending the completion of the five year background
investigation. This 180 day temporary unescorted access authorization
may be granted only once per individual based upon satisfactory
completion of the following conditions:

' g Identity verification through one photo identification.

P Conduct a eredit check.

3 Recommendation of one developed character reference who has had
frequent and divect association with the applicant.

4. Conduct an employment check and suitable ingquiry for the past
365 days.

5. Passing a pavchological evaluation within the past 365 days.

6. Evidence that a reguest for fingerprint history has been

submitted.

Thies temporary status will remain in effect until the Efive year
background investigation and fingerprints results have been processed
and reviewed favorably. Requirements for temporary unescorted access
ware mat for the contract individual on 3/14/2002 and unescorted
access was granted on 3/1B/2002.

Upon receipt of a criminal history record, it is reviewed by Access
Services to determine either to continue to grant or to deny furcher
unescorted access. If the information in the criminal history record is
not discovered during the unescorted accesz authorization process, a
determination is made by the Access Services Group whether or not the

NS FOFL D00, (9200 )
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arrests/convictions adversely affect the reliability or trustworthiness
of the individual. In circumstances where an individual's
trustworthiness and reliability is questionable, unescorted access
anthorization is restricted/revoked.

Description of Event

The following is a chronology of the security event reported by Oconee
Nuclear Station to the NRC Operationsa Center via the Emergency
Notification System at 1503 hours on 3/20/2002 (EN#387839).

03/18/2002 Individual was issucd a security badge with Ocones Nuclear
Station protected/vital area unescorted access.

03/20/2002 Individual's unascorted access restricted pending
investigation concerning results of criminal history check.
Access was subsequently terminated.

Causal Factors

The investigation of this event did not indicate any malevolent intent to
harm plant egquipment on the part of the contract employee. The contract
employee failed to discleose all criminal cffenses in order to gain
unescorted access. The individual was authorized Vital Area Access to
perform outage related work. The individual did access the Unit 1&%2 Cable
RFoom wvital area of the plant on one occasion for less than four (4)
minutes, during a pre-job orientation for pending work. During the time
period that the individual was within the wvital area he was accompanied
by another emplovee who was authorized to the area and who had a full
unescorted access clearance. During the time periocd the individual had
unescorted access to the protected area, information from the
individual's supervisor indicated that at no time did he display any form
of aberrant behavior.

A review of Security computer transactions for the individual indicates
that the Unit 1&2 Cable Room was the only vital area accessed.

A review of the authorization process concluded that all requirements and
established processes were followed regarding the granting of temporary
authorization of unescorted access.

The evaluation of the facts of this event leads to the conclusicon, that
the cause of this event was an inappropriate action of intenticonal

b—
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falesification of information. The willful falsification may have been
motivated by a desire for employment.

CORRECTIVE ACTION:
Immediate:

Individual was escorted from the protected area and his unescorted access
was restrictad.

Subseguent:

1. Individual's unescorted access authorization was terminated in
accerdance with Duke Energy's Access Authorization Program.

2. Indicated unfavorable termination on individual's record in the
Personnel Access Data Syatem with additional data added te indicate
that pertinent information should be cbtained from Duke Energy before
processing a request for access from this indiwvidual.

Planned:
HOMNE

There are no NRC Commitment items contained in this reportc.

SAFETY EVALUATION:

There was no safety significance associated with this event as the
investigation of this event did not indicate any malevolent intent on the
part of the contract emplovee.

ADDITIOMAL INFORMATION

Thaere were no releases of radicactive materials, no personnel injuries,
and no reportable egquipment failures associated with this ewvent.

Licensee Event Eeports 269/1999%-302, dated November 16, 1999, and
269/2001-501 dated May 7. 2001, reported similar events where applicants
for temporary employment failed to report prior offenses in order to gain
employment. Therefore, this is a recurring event. Since the current
event involved an intentional act by a different applicant, corrective
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actions from the previcus events could not be expected to have prevented
this event.

There were no releases of radioactive materials, radiation exposures or
personnal injuries associated wikh this ewvent.

This event is not considered reportable under the BEquipment Performance
and Information Exchange (EPIX) program.
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