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STATEMENT OF THE CO-CHAIRMEN

The Task Force originated with & glimpse into the somber world of those who ponder the possibility of
nuclear terrorism. The occasion was an international conference devoted to the subject in Washington in
June 1985. The “Conference on International Terrorism: The Nuclear Dimension™ was attended by one
hundred and fifty specialists in a wide range of fields that bear on the question of terrorists “going
nuclear.” They were convened from 13 countries by the Nuclear Control Institute and the Institute for
Studies in International Terrorism of the State University of New York. the conference organizers.

For two days. in a variety of ways. we and the other participants addressed the question of whether
there was a need. as a conference organizer put it. “not unduly but duly to alarm™ policymakers and the
public of an impending danger.

By coincidence. at the same time the world was witnessing vet another terrorist attack: a TWA
airliner had been hijacked: one of the 143 passengers had been killed: the fate of the others remained
uncertain. A U.S. congressional leader. a speaker at the conference. articulated what was on our minds.

“The mightiest military machine in the world is being tied down like Gulliver.” said the
Congressman. What would happen if tomorrrow’s Lilliputians had an atomic bomb. or used other means
to cause nuclear violence” The world order. not just the country being threatened or harmed. would be
at risk.

The conference sought preliminary answers to some difficult and frankly trightening questions: Is it
plausible that terrorists will go nuclear? What means could they use and what factors might influence
whether they do? How vulnerable are stored and deploved nuclear weapons to theft? 1t stolen. could
they be used”? How necessary are civil nuclear fuels that. if stolen. could be fashioned into bombs? How
vulnerable are power reactors and other nuclear installations to attack and sabotage? Can the intelligence
services detect and counter such threats? What should the superpowers be doing 0 ensure that terrorists
do not precipitate 4 nuclear war between them? Are there other meaningful international approaches?

The panelists were a selection ot senior scientists, government ofticials. busmessmen and analysts of
terrorism. We. as presenters of two of the principal papers at the conference. explored with them how
terrorists might go about stealing a nuclear weapon. or make one themselves. or precipitate an accident
at a nuclear powerplant. or simply pretend they possessed a nuclear device for extortion purposes.
Concerns were raised about the possibilities of a black or gray market in nuclear materials and
know-how. in technicians willing. for a price. to help terrorists make a weapon. The adequacy of
physical protection and safeguards systems was discussed. as was the ability of regional and local
governments {0 manage nuclear emergencies.

The conference. by design. reached no conclusions and made no recommendations. Its purpose was to
raise issues (o help establish whether u further. more intensive look into the possibility of nuclear
terrorism was warranted. In our view. and those of many of the participants. the possibility of terrorists
developing the necessary combination of will and ability to engage in nuclear violence, so often
portrayed in fiction. seemed. by the issues raised. to be closer to reality. The probability. while still
small, seemed to be increasing: the consequences were so potentially catastrophic that extraordinary
precautions needed to be taken. Yet. the threat did not appear to be getting all of the attention it
deserved among policymakers and the public. A number of the actions that should be pursued to reduce
the danger were not being pursued with vigor or at all.

Soon after the conference. Paul Leventhal. President of the Nuclear Control Institute. invited us to be
the co-Chair of an International Task Force on Prevention of Nuclear Terrorism. Together with Mr.
Leventhal we recruited for the Task Force a number of internationally recognized experts on terrorism,
nuclear weapons, arms control. national security. mntelligence. civilian nuclear programs. nuclear
proliferation. physical protection. nuclear safeguards. crisis management and international law. They
came from ninc countries. and several had participated in the conference. A number of studies were then
commissioned to assist the Task Force 1n its deliberations.

et * The principal papers and panelists” responses have been assembled in Nuclear Terrorism: Defining the

T Foree on Threat. Paul Leventhal and Yonah Alexander. editors. Pergamon-Brassev's. New York. 1986.
Prevention o
Nuclear
Terrorism
L]

v




The members gathered twice. first for three days in April at the Aspen Institute’s eastern retreat on
the Chesapeake Bay in Maryland. and for two days at the end of May at the Carnegic Endowment for
International Peace in Washington D.C. A wide range of interests and perspectives were openly, and
sometimes hotly. debated and applied to the question of nuclear terrorism. Out of these discussions came
some significant surprises from among the members: a tormer designer of nuclear weapons revising his
assessment of how easy it would be for terrorists to make a very crude atomic bomb. and some nuclear
industriafists revising their estimates of the need for using plutonium. a weapon material. as commercial
fuel and of the potential severity of the consequences of a nuclear accident that could be precipitated by
terrorists.

The result 15 the Task Force Report, a consensus document that we submit to the publics of the world
and to those in government and industry responsible for their safety and security, We believe its insights
into the threat. its analyses of technical and policy issues related to the threat. and its recommendations
for action all arc important and worthy of serious and intensive consideration. The Task Force worked
with a sense ot urgency and completed its work one year to the day after the conference. (The report
and 26 support studies will soon be published in two volumes.) We believe the question of nuclear
terrorism warrants a sense of urgency and that all nations have a part to play in promptly coming to
understand the dimensions of the problem and to work to prevent 1t from materializing.

Bernard J. O 'Keefe Rear Adm. Thomas D. Davies (USN. Ret.)

Washington. D.C.
June 25. 1986
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FOREWORD

The International Task Force on Prevention of Nuclear Terrorism was formed in 1985 under the auspices
of the Nuclear Control Institute. The Task Force members are senior individuals of varied backgrounds
and nationalities. each presenting his or her own views which are not necessarily those of an
organization or government with which the member i< affiliated. The Task Force members hold varied
and sometimes opposing views on public policy matters. but they are bound by the common objective of
reducing the risk of nuclear terrorism.

This report is a consensus document. All members do not necessarily agree on every point and all
wordings. but in each case a substantial majority of members do agree. In a tew instances individual
views are noted in the text or a footnote. The members believe that this document as 1 whole can make
a substantial contribution to public understanding of the 1ssues, and be of value to those in government
and industry responsible for the safety. security and other policy matters covered 1 the report. The
recommendations are intended to be generatly applicable. aithough because of the variets of political.
social and industrial systems among nations. not all of the recommendations can be applied universally.

The Task Force on Prevention of International Terrorism s & project of the Nuclear Control Institute.
co-sponsored by the Institute for Studies in International Terrorism of the State University of New
York. The Nuclear Control Institate is ¢ non-profit. non-partisatt. nutivngd educationdl organization
formed in 1981 to increase understanding of problems of nuckear proliferation. The State University
of New York Institute tor Studies in International Terrorism was oreanized in 1976 1o provide
opportunities for study and research m the understanding of mternational terrorism.



CONTENTS

Acknowledgements
Statement of the Co-Chairmen
Foreword
The Task Force Report
Defining the Threat
Establishing Priorities
Task Force Recommendations
Short-Term Recommendations
Protecting Nuclear Weapons
Protecting Nuclear Materals
Protecting Nuclear Facilities
Intelligence Programs

Cuvil Liberties Concerns

LS -Soviet Cooperation
Arms Control Initiatives
Convention on Physical Protection
Strengthening Emergency Management
Role of the Media
Long-Term Recommendations
International Measures
Emerging Nuclear Technologies
Appendix: For Further Consideration
Production of Nuclear Materials
Biographies of the Task Foree Members

Glossary

vi

—
n

16

17

19

19

(30
(39

(]
~Na

I~
o

-
rn

[ %]
wn

3

International

Task Force on
Prevention of
Nuglear

Terrornm
|

vii



THE TASK FORCE
REPORT

. the interest

of terrorists and. as
the case may be.
their sponsors in
acquiring nuclear
weapons should be
regarded as
technically,
politically and
psychologically
plausible.

International

Task Force on
Prevention of
Nuclear

Terrorism
. |

1

DEFINING THE THREAT

I. At the beginning of the fifth decade of the nuclear age. three overriding imperatives dominate

mankind’s efforts to exploit and control the energy of the atom:

— prevention of nuclear war between the superpowers:

— prevention of the further spread of nuclear weapons:

— prevention of catastrophic nuclear accidents.
Now there is a fourth imperative: prevention of nuclear terrorism—nuclear violence by subnational
groups—which should be seen as having an important bearing on the other three. The public has given
little serious attention to the possibility of nuclear terrorism. while policymakers devote considerably
more attention and resources (o the other three imperatives. Yet. the fact that so far there has been no
serious act of nuclear terrorism is no reason for complacency.

2. Terrorists could “go nuclear”™ in a variety of ways, The most important of these are stealing a
bomb. stealing nuclear materials suitable for weapons and building a bomb with these materials.
sabotaging or holding for ransom a reactor or other nuclear facility or a shipment of reactor fuel or
waste. or by credibly claiming to have acquired & weapon or nuclear material for building a bomb or a
dispersal device. Each of these would constitute a form of nuclear violence. actual or threatened. against
society.

3. Terrorists might be more willing thun nations to se acquired nuclear weapons. Deterrence may not
work against terrorists who go to the lengthe of “romg nuclear.” In this sense. nuclear terrorism could
be the most dangerous variant of nuclear prohiferation and non-nucieur terrorism. While the probahility
of nuclear terrorism remains low, the consequences for urban and industrial socteties could be
catastrophic. An explosion would breach the critical post-wur moratorium on use of nuclear weapons: in
a worst-case situation it conceivably could spark an inadvertent nuclear exchange between the
superpowers. Thus. the potential for nuclear terrorism poses an exceptional global danger,

4. In the judgment of the Task Foree the probabiiity of nucicar werrorism is increasing. This 18 due 1o

a confluence of factors:

-— the growing incidence. sephistication and lethality of conventional forms of terroriam, often to
increase shock value:

— apparent evidence of state support. even sponsorship. af lerrorist groups:

— the storing and deploving of nuclear weapons in areas of intense errorist activity:

— an increasing number of potential targets in civil nuclear programs—in particular fucilities and
shipments in which plutonium and uranium. i forms suitable for use in weapons. are present:

— potential black and grav murkets m nuclear equipment and materials.

5. While as vet there are no public signs that any terronists have the essential combination of
capability and will to engage in an act of nuclear viofence. the psyehological and political impact of a
successtul terrorist nuclear threat might well be exceptional. A plausible threat or hoax involving a
nuclear device or sabotage could huve enormous coercive und disruptive results without mass killing or
destruction: indeed. we believe this may be the most likely form of nuclear terrorism at this time.

6. Given the widespread deployment of tactical nuclear weapons. the continuing spread of
weapon-usable torms of nuclear materials. and the wadability of know-how applicable (0 assembling
fission weapons. the interest of terrorists and. as the case may be. their sponsors in acquiring nuclear
weapons should be regarded as technically. politically and psvchologically plausible. There have been
publishe ’ i ' T ‘ o o o
NATO r
of 4 nuc
as being
weapons
bombs.
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significant amounts of radioactivity. is by no means implausible and is technically feasible.

8. The Task Force recognizes there is an element of risk in drawing public attention to the possible
means of nuclear terrorism. but we consider the far greater risk to be in leaving basic concerns unspoken
and needed improvements undone. Opportunities for nuclear terrorism are likely to be known to
sophisticated terrorist organizations and to their state sponsors. The public should understand the nature
of the threat. It will then be in a position to decide on protective steps we believe should be taken
promptly and the more difficult institutional improvements and international arrangements we believe
should be pursued over the long term. The near-term improvements are feasible and not overly
expensive at least when viewed in national-security terms.

9. If governments take additional measures now. they may prevent nuclear terrorism before it
materializes and will be ready to respond in the event it materializes. The role of the media in providing
accurate information and dispelling undue fears during the course of a nuclear-terrorist incident is
especially crucial. The Task Force report and supporting documents arc intended to increase public
understanding of the risks of and the possible countermeasures against nuclear terrorism without
providing sensitive details that could prove useful to would-be perpetrators.

10. The Task Force, for example. has determined that building a crude nuclear device. although more
difficult than previously suggested by some experts. is within reach of terrorists having sufficient
resources to recruit a team of three or four technically qualified specialists. The team need not have
previous experience in building weapons. but would need chemical high explosives and a sufficient
quantity of weapon-usable nuclear material. most probably 1 metallic form. A special study prepared
for the Task Force by a team of former U.S. weapons designers hus established that crude nuclear
bombmaking. while not as simple as once supposed. can be accomplished with a sufficient quantity of
reactor-grade plutonium (the kind separated by industry in some countries trom the spent fuel of 4 power
reactor) or highly enriched uranium (the kind used to fuel many research reactors) in metallic or possibly
even in oxide form. Previouslv. some analvsts of this problem believed that a group gaining entry to a
civil nuclear fuel fabrication plant could fashion a crude bomb on site simply by wrapping some high
explosive around a “coffee can™ container of a few kilograms of plutonium oxide powder and then
detonate the contraption to obtain a nuclear vield equivalent to hundreds. even thousands. of tons of
TNT. The study tound that such a “coffec-can bomb™ is not teasible. although use of oxide in a crude
nuclear device is possible in a substantially larger amount—-at least many tens of kilograms. This
information is essential to devising precautions. restraints and controls that are adequate to ensure that
terrorists do not acquire significant quantities of weapon-usable nuclear materials.

[1. At the same time. the Task Force has concluded that nuclear terrorism is a threat requiring. in
addition to technical strategies. an array of political and legal approaches that should be pursued with
due recognition of established international norms. Several approaches explored by the Task Force are
intended to reduce the threat or to cope with the consequences directly—-such as those dealing with
physical protection. intelligence. and emergency management, Other approaches are deemed by a
number of the Task Force members to be of more Himited utility but nevertheless useful by addressing
the threat indirectly and thereby influencing the climate conducive to nuclear terrorism. Some of the
Task Force members assign essential importance to these other approaches: strengthening international
law, addressing underlying causes of terrorism. and pursuing arms control.

12. The Task Force agrees that in order to uphold the international consensus needed for the fight
against nuclear terrorism. nations should adhere rigorously to their own obligations under international
law as they rightly condemn terrorists for their violations of international law.

[3. It is beyond the mandate of the Task Force to explore in depth the causes of terrorism generally.
including possible nuclear terrorism. We recognize, however. that terrorism often thrives in an
environment where prevailing political. economic and social conditions create anger and despair among
social, cthnic. religious or national populations. These conditions serve as a source of popular support
for terrorist causes and of fresh recruitment for terrorist groups. Obviously. addressing grievances will
not affect the dedication and resolve of the most radical terrorists whose objective is to destroy the
prevailing order. On the other hand. we belicve it necessary for governments to address underlying
political. economic and social conditions to the extent possible. This might help dry up fertile ground for
terrorists and thereby deprive them of popular support and their recruitment base. There is little prospect
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of ending terrorism in the short term. Several forms of nuclear terrorism. however. pose demanding
tasks to terrorist groups which could be helped greatly by a broad support base. Thus. the denial of this
base 1s important for containing the threat of nuclear terrorism in the long term.

[4. All nations, in striving to deny terrorists nuclcar arms. should pursue arms-control efforts to help
limit the growth and the spread of nuclear arsenals. Our recommendations on a number of relevant arms
control measures will be found further in the report.

15. Finally, the Task Force emphasizes that much can be done to reduce the dangers: the current
situation does not call for hopelessness or despair. Nuclear terrorism is possible. but not necessarily
imminent or inevitable. There is. n fact. some basis for optimism. Obstacles to nuclear terrorism exist.
and these no doubt help to cxplain why no terrorists. either operating independently or with state
backing. are known to have attempted major acts of nuclear violence. The disincentives for engaging in
such heinous acts are still high. In a number of nations. we find that protection of the civil and military
nuclear sectors has been improved in recent years. We also find that the push to plutonium fuel in power
programs has not proceeded as quickly as projected only a few vears ago. Widespread commercial trade
in plutonium would require improved controls against terrorism. Due to the adverse economics of using
plutonium as an energy source over the next several decades. there is a window of opportunity to
develop improved controls against nuclear terrorism if commercial uses are deferred until then. In the
meantime. weapon-usable forms of uranium are beginning to be phased out of civilian research reactors,
especially on university campuses where such fuel 1s most vulnerable. Certain paths to bombmaking.
particularly the seizing and reprocessing of spent fuel. arc more difticult and dangerous than popularly
supposed. Indeed. sabotage of properly casked spent-fuel shipments is likelv to pose little risk except to
the perpetrators. Nuclear powerplants are designed to resist rocket attack from atar and to shut down
safely 1f powerlines to or from the plant are cut. And the risk that nuclear terrorists could trigger
inadvertent nuclear war is being reduced substantiallv by ongoing diplomatic and technical cooperation
between the superpowers. The challenge is for governments and industry to build on the foundation of
these technical. organizational and political strengths to more cffectively counter the threat of nuclear
terrorism. Effective measures are available and should be taken to minimize risks of nuclear terrorism
without jeopardizing development of nuclear energy for peaceful purposes.

[Task Force member Inga Thorsson wishes to add the following personal view: No serious discussion
of the threat of nuclear terrorism can disregard the most decisive threat to our survival: the existence of
nuclear weapons. The threat of nuclear terrorism is due to this fundamental fact and to the production of
clectrical power by nuclear reactors. Consequently. and aware as I am that knowledge of evil—in this
case. the splitting of the atom—-can never be taken away from mankind. the political renunciation of
nuclear weapons and auclear-produced electric power is a prerequisite to removal of the nuclear terrorist
threat. In the final analysis. all states possessing nuclear weapons are nuclear terrorists. keeping the
peoples of the world hostages to their political aims. to be achieved. if necessary. by the use or the
threat of use of nuclear weapons.]



ESTABLISHING PRIORITIES

The Task Force has established an order of prioritics as a guide to policymakers and the public for
countering the threat of nuclear terrorism. It is based on three basic considerations: the gravity of the
consequences. the vulnerability of potential targets and the nature of the adversary.

I. Gravity of the Consequences

I. Theft and cxplosion of a nuclear weapon would likely have the most catastrophic consequences:
indeed. the theft and threat of use 1n and of 1tsell could have severe political and psychological
consequences. Accordingly. the highest priority should be given to protecting nuclear weapons against
theft. preventing the detonation of nuclear weapons in the event they are stolen. and recovering stolen
weapons. Improvements are needed i all three areas. as detailed later n the report.

2. Theft of nuclear materials and their use or threatened use in a crude. homemade bomb—-or. with
help from a state. in a more sophisticated device—-is the second most dangerous possibility. Interest in
protecting civil and military nuclear materials tfrom theft, and, at least for the time being. i minimizing
production and use of materials in weapon-usable form. should be correspondingly high.

3. Sabotage or threatened sabotage of a reactor. fuel facility or fuel shipment is the third most
dangerous possibility. A nuclear explosion resulting from such sabotage 1s all but excluded. but potential
contamination to the surrounding area could be severe. depending on weather conditions at the time. on
the ability of terrorists to deactivate or circumvent {all-back safety mechanisms. and on the ability of
building structures and shipping containers successtully to withstand the consequences and to prevent
dispersal of radioactive materials.

I1. Relative Vuinerability

I. In general. civil nuclear mstallations and shipments worldwide have been more vulnerable than those
in the military sector of countries where nuclear weapons are produced. stored and deploved. However,
there may well be exceptions. Limited resources and the more severe social and legal constraints in the
private sector of democratic states result in the guard torces. barriers, exclusion zones and equipment
being generally of a lesser order than those used to protect weapons and military installations and
shipments. In particular. civil nuclear materials suitable for use in nuclear weapons are not necessarily
given the same level of protection worldwide as is accorded to weapon materials and to weapons
themselves.

2. The nuclear-weapons sector is generally the less vulnerable worldwide. given the substantial
resources already applied to protective measures. Yet. political and budgetary factors serve unduly to
inhibit the upgrading of protective measures necded to counter the terrorist threat against potential
military nuclear targets. In particular. upgrading the protection of nuclear weapons deploved in Europe
and in the Pacific region, especially in countries where terrorism is intense. is not proceeding as rapidly
as feasible. and military production reactors in the United States do not have the costly containment
structures required for commercial nuclear powerplants.

II1. Nature of the Adversary

I. Mass hysteria and social disruption arising from a credible nuclear threat or hoax. rather than mass
killing and destruction resulting from a nuclear detonation or sabotage. mayv he the objective of a group
attempting nuclear terrorism. Indeed. most terrorists operating within their own borders would be
nhibited from engaging in actual nuclear violence out of tear of losing popular support for their cause.
However. a single successful theft of a weapon or of weapon-usable material or a successful penetration
of a nuclear-weapons site or a nuclear reactor would cause severe social. psychological and political
disruption—-an objective common to most terrorists.

2. The growth of terrorism across borders poses a special problem because the perpetrators may not
be inhibited from committing nuclear violence against foreign populations. The self-image of some
terrorists as being at war with a superpower or a military alliance could create incentives for a
“counterforce” nuclear strike against military installations in which civilian casualties would be regarded
as a deplorable but unavoidable “collateral damage.™ For ¢xample. a number of NATO installations arc
far cnough from population centers 1o permit a terrorist nuclear strike with a low-vield device with
relatively few civilian casualties.
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3. A further consideration is whether terrorists operating across borders are operating independently or
with state support. One view among experts is that the latter are likely to have a greater capability and
fewer inhibitions. U.S. Secretary of State George Shultz, in a recent speech to the National Defense
University, declared that “state support will probably be the single most important factor in enabling
terrorists to acquire [advanced] weapons, which may well include nuclear devices . . . ™ But some
analysts regard the vulnerability of states to retaliation as a major deterrent to state sponsorship of
nuclear terrorism and regard all but perhaps the most fanatical regimes as likely to be so inhibited.

4. A terrorist group’s place in the political spectrum is sometimes seen as being significant in
assessing its potential for nuclear violence. Some observers maintain that terrorists of the “left” tend to
regard their cause as designed to better the human condition and thus generally avoid mass casualties.
while terrorists of the “right™ tend to be more contemptuous of the masses and are more prone to acts
that take relatively large numbers of lives. However. there is an increasing pattern of random killing
among terrorists of all political persuasions that that tends to invalidate this distinction.

5. Paradoxically. some analysts believe that if counter-terrorism efforts prove generally successful.
these efforts could contribute to the risk of nuclear terrorism. A heightened “war"™ against terrorism
might lead to an escalation of terrorist violence. According to this view, terrorists often see themselves
“on the defensive,” a self-fulfilling image that is confirmed by ever harsher responses to their violent
acts. It is also regarded as conceivable that a terrorist group. finding itself in a deadlock situation.
blocked in its efforts and no longer able to capture headlines. and believing that its very existence is
threatened. could resort to nuclear terrorism on the basis of having “nothing to lose™ and needing a
“terrorism spectacular” to regain its prominence.

6. The final consideration is whether terrorists are likely to have the combination of motivation and
capability needed to engage in nuclear violence. There are a number of options for escalating violence
before they approach a nuclear threshold. Nuclear systems are but one among the high-technology
options available to terrorists. Chemical and biological systems. for example. offer terrorists effective
methods of threatening to kill or actually killing large numbers of people. Further, it is difficult to think
of a demand that could be used to justify an act of nuclear violence. For these reasons. some analysts
discount the possibility of nuclcar terrorism or forecast an increasing number of highly plausible nuclear
hoaxes. At the same time. as noted above. acts of nuclear sabotage and thett and the technical resources
needed for construction of a crude nuclear device are within reach of modern terrorist groups with
sufficient resources. Nuclear terrorism. although it may appear improbable. should not be discounted or
dismissed. It should be seen as a real threat to civilization.



TASK FORCE RECOMMENDATIONS

The Task Force recommendations provided below were developed on the basis of 4 number of
background position papers as well as on the basis of discussions—-some of them quite spirited—-at the
Task Foree mectings. followed by long-distance written and verbal comments®. Many of the subjects
discussed are complex mn nature. The recommendations are presented in the hope they will provide a
basis for further consideration by policvmakers and the public and for action by responsible authorities.

We otfer two types of recommendations: steps that should be taken promptly to eliminate
valnerabilities and to improve responses to nuclear terrorism. and more compley nstitutional and
international cfforts that should be pursucd over the long term to reduce risks . Our recommendations
follow:

SHORT-TERM RECOMMENDATIONS

I. Protecting Nuclear Weapons**

1. Nuclear-weapon states should determine whether their weapons are sufficiently protected to deter
or repel terrorists.

The Task Force. in response to the possibiiity of the terrorist threat. recommends that all nuclear-weapon
states provide comprehensive protection of deployved and stored nuclear weapons. based on a
multi-layered system of defense-in-depth. Responsible ofticials should deternune promptly whether
protective measures meet the tollowing baseline objectives:

— Protective devices and materials should be integrated into the weapons themselves. specifically
“permissive action link™ (PALY systems with “limited 1™ and “command disable™ features that render
stolen weapons useless. in addition to "msensitive high explosive” and “one-point sate” characteristics
that make a weapon resistant to malevolent or aecidental detonation:

— Command. contral and communications svstems for deplovment and use of nuclear weapons
should be sutfictent to deny terrorists or other unauthorized mdividuals access o essential data on
detonating a weapon shouid they acquire one:

- Weapon-protection svstems shoutd be designed to deter. where they cannot preclude. terrorist
activities directed at nuclear weapons:

— Protection systems should facilitate recovery of stolen weapons by a variety of means including
agreements among all concerned parties for “hot pursuit” across borders. and sharing of the U.S.
Nuclear Emergency Search Team (NEST)

2. All tactical nuclear weapons should be fitted with the most advanced self-protecting systems.

The most advanced PAL and command-disable svstems should be used to provide the tullest possible
protection against terrorists detonating a stolen weapon or dismanthing it to obtain nuclear material.
Forward land-based nuclear weapons in NATO. naval tactical nuclear weapons. and tactical nuclear

= The Task Force notes that the background papers. comumissioned by the Nuviear Control Insttute to assist the Tusk Force n it

deliberations. provide a valuable source of wtormation und perspective. Thes soon will appear m published torm with the Task Force
Peng A |

report

#£4 tew members of the Task Force wish to note that the following recommendations should not imply their endorsement of the
production and deplovment of nuclear weapons. in their view. nuclear errorism could be betier dealt with m the complete absence of
nuclear weapons. They are supportive of general and complete disarmament and more particularly auclear disarmament
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weapons stored in the U.S. should be modified promptly m that order of priority. These improvements
should not be subordinated to political issues within NATO and the U.S. military services: NATO and
service programs should be adjusted to give priority to the necessary moditications. In addition. U.S.
PAL technology should be shared prudently with other nations possessing nuclear weapons to protect
against unauthorized use by military personnel or terrorists.

3. The U.S. Nuclear Emergency Search Team should be upgraded.

NEST. operated by the U.S. Department of Energy. should be improved and expanded. Ways of
building electronic tracking devices into nuclear weapons without creating new vulnerabilities, as well as
putting similar features into containers for storage or shipment of weapons or weapon materials, should
be seriously investigated because NEST would face a virtually impossible task if it had to find & nuclear
weapon or container once shielded and concealed within a city. Nations with nuclear weapons deployed
within their borders should develop their own national NESTs if they do not have them already.
Establishment of an international NEST. authonized to request assistance in the form of technical
resources of the nuclear-weapon states. should be considered seriously.

Background

U.S. nuclear weapons in Europe. now reduced to about 4.800. as well as those deploved in some areas
of the Pacific. are considered the most vulnerable to attack by rocket or mortar. or to theft. by terrorist
groups. These weapons constitute a set of potential targets in areas where terrorists. usually with a
strident anti-Americanism as an clement of their perspective. have operated or are operating.

Multi-layered programs for protecting these weapons were intensified after the terrorist attack on the
Israeli athletes at the 1972 Munich Olympics. The system now includes a series of security
barriers—physical. technical and human—which are being upgraded continuously as funds become
available and as political constramts of the NATO uthance allow.

The most signiticant development has been expanded use of the Permissive Action Link (PAL). a
locking system to prevent unauthorized use. on European-based weapons. There 1s a variety of PAL
devices. from old-fashioned combination locks to electronic devices integrated into the circuitry of a
weapon. The most recent PAL devices. together with command-disable systems which can disrupt the
firing circuits of @ weapon, make it virtually impossible for a terrorist group to detonate a stolen weapon
that has these design features. In addition. an “insensitive™ chemical explosive and “one-point safe”
design characteristics make such weapons resistant to accidental and unauthorized detonation. They have
been introduced in the past few years and are being incorporated into replacement weapons. The
deployment to Europe of such replacement weapons should be expedited to overcome deficiencies.

Some factors work against improving the security of the weapons. Security alwayvs has to be balanced
against the operational responsiveness of the weapon. Also. increasing the sceurity of a weapon is
regarded as expensive within NATO where the question of cost-sharing is an intensely political one.
Obtaining common NATO funding for upgrading the security of U.S. weapons in NATO countries can
be a slow process. and the U.S. Congress is basically opposed to “pre-financing "—-that is.
appropriating funds for a project eligible for common tunding by NATO. The new U.S. budget-deficit
reduction Jaw (Gramm-Rudman) may make Congressional funding even harder to come by.

U.S. Navy weapons. mostly large missiles on submarines. but also many tactical weapons, do not
have PALs. at least on board ship. The absence of PALs is justificd by the Navy on the basis of a
complex launch system designed to prevent unauthorized use that can involve as many as 30
individuals. each charged with separate actions. Nevertheless. Navy tactical weapons are vulnerable to
use by terrorists if successfully seized. PAL systems on tactical weapons would increase security of
nuclear weapons on ships making visits to foreign ports. especiallv in regions of high terrorist activity.
A further concern is that a number of tactical weapons stored in the U.S. do not have PALs.

The Nuclear Emergency Search Team (NEST), assigned to find and render harmless stolen nuclear
weapons or improvised nuclear devices. is operated out of a U.S. national laboratory with smaller units
near Washington and in Europe. During its 11 vears of existence. NEST has responded to close to 100
threats. none of which proved to be genuine.



NEST is an etticient unit for finding stolen or improvised nuclear weapons if the approximate location
of the bomb 1s known. However. NEST 15 small and has u limited capability for finding well-shielded
sources of radiation. In a large urban area. for example. 1t would be next to impossible to locate such a
device within a limited pertod of time unless the general vicinity of ity concealment were known.
NEST's limited technical capability is further reason to upgrade protection of weapons and of materials
usable in weapons to make theft all but impossible,

An event much less significant than the detonation of & weapon-——-such as the seizure or attempted
seizure of @ weapon or the penetration of 4 storage site---18 hkelv to be regarded as a terrorist
“success.” It is important. therefore. to deter to the maximum extent possible terrorist aetivities directed
at nuclear weapons.

I1. Protecting Nuclear Materials

L. Civil nuclear materials worldwide in forms suitable for use in weapons should be given protection
equivalent to government protection of weapons.

In view of the terrorist threat. the Task Foree recommends that certain forms of uranium and plutonium.

because they are usable in nuclear weapons, should be provided the equivalent level of protection in the
private sector worldwide as governments provide where nuclear-weapon materials. weapon components
and the weapons themselves are Jocated. There should be no fess vigilance and protection on the
grounds that these nuclear matertals ure dedicated tor peaceful purposes

2. The cost of protecting weapon-usable forms of nuclear materials should be factored into private
decisions to produce and use them.

The costs of providing such protection over wedpon-usable forms ol nuclear materials in peacetul
programs should be considered by those who produce und use these materiuls, and by their governments
as well. These costs should be weighed agamst the benefit of proceeding with commcrcial use of these

materials for the purpose of extending supplies of nuclear tuel and promoting long-term energy secunty,

o

3. In the meantime, reexamination of civil applications of plutonium can be conducted on
economic grounds.

Widespread commercial wse of plutonium should he subectt
including the security costs mentioned above Such o reexamination would now he most appropriate
since reserves of non-wedpon-usable nuclear fuels are high and readilv availabie at low prices: in
addition. technology for highly efficient production ¢nd comunmption of these fucls is becoming
available. Sufficient supplies of low-price uranium tuel could permit storage or disposal of spent fuel
without reprocessing—-the so-called “once-through™ fuel ¢vele—-although any locat opposition 1o such
storage or disposal would have to be addressed. There should be consideration of whether civil use of
plutonium can be limited to research. development and demonstration of the breeder reactor as a
long-term energy option. This would leave open national options for eventual commercial development
of this and other plutonium-fueled reactors. as economic and security conditions allow.

QoTeSvARInAlion on ecenamic srounds,

4. Conversion of reactors from weapon-grade uranium fuels to lower-enriched uranium not usable
in weapons should be considered at this time, as well,

Virtually all research and power reactors utilizing highly enriched uranium fucls can be converted to
low-enriched fuels now wvailable. Consideration should be given worldwide to thewr prompt conversion,
in light of the terrorist threat. as was recently required for most licensed rescarch reactors in the United
States.

5. To the extent civil materials suitable for weapons are used, extraordinary precautions should be
taken to protect them from terrorists.

Facilities producing or handling metallic and other forms of weapon-usable uranium and plutonium are
of special significance becuause these mutertals are suitable for o crude bomb It is important. therefore.
that "in-depth”™ protection be provided. Shipments of signiticant quantities of these materials over land
are especially vulnerable and. accordingly. escorts or guards should accompany each shipment in special
vehicles. Shipments on the high seas should take place under constunt surveillance by escorts and under
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conditions that assure close communication with appropriate torces, (Recommendations for protecting
fuel facilities and reactors containing potentially explosive forms of plutonium and uranium are
contained in the next section. )

Background

National sovereignty over nuclear and other domestic energy strategies 1s a rightfutly cherished principle
among nations, Long-term energy security 1s an essential objective of all nations. Nations lacking large
domestic energy resources have little choice but to regard the energy contained in nuclear wastes as a
potential resource too valuable to “throw away.” at least until they are certain of other resources to take
its place. Until such alternatives are as assured as the “domestic resource™ represented by the plutonium
and uranium content of their spent fuel. these nations cannot be expected to give up their long-term
option to reprocess the waste and 1o recyele the recovered fuel into their power reactors. There is some
question. however. as to whether a short-term imperative exists for nations to make large-scale
commercial use of plutonium fuel at a time when the risks of terrorism run high.

[The Japanese members of the Task Force wish to add the following: Whatever may be the general
applicability of the recommendations and the discussion contained in this section. the unique situation in
Japan warrants continuation of the nationa! program to make use of plutonium as reactor fuel, Japan 15
without indigenous energy resources and consequently there i w national plan to recover plutonium and
uranium from spent reactor fuel. Japan is convinced that the utilization of plutonium as reactor fuel soon
after the reprocessing of spent tuel will contribute to the prevention of nuclear proliferation and nuclear
terrorism. Extensive high-technology measures have heen developed to protect Japanese plutonium and
highlv enriched uranium. This work will continue. and there should be a sharing of such nformation
among nations. Japanese soctety. because of 1t tragic experience with nuclear weapons. would not
tolerate anything but the most elaborate precautions to guarantee that peacetul nuclear materials m Japan
are never used In weapons. |

There are vigble alternatives to a plutonium market including greater rehance on uranium fuel not
usable in weapons. as well as possible utilization of thoriun i nuclear tuel. Under prevailing
conditions. reprocessing of spent fuel and fabrication of the recovered plutonium and uranium into fuel
for recvele in conventional light water reactors appear not to be economicully competitive with the
once-through fuel cvele. Massive new finds of urantum have produced cheap and plentitul supphes that.
m combination with cheaper ol and coal and a lower-than-expected growth rate of nuclear power. have
resulted in lower uranium demand and no likely carly need for large quantities of plutonium or for the
plutonium-fueled breeder reactor. Thus. plans tor reprocessing and for commercial use of the recovered
plutonium over the near term ratse Issues of international plutonium trade and concomitant proliferation
and terrorism risks that seem unjustified by present economic benefits.

About 43 tons of plutonium are being discharged each vear us waste in the spent fuel of commereial
nuclear power plants: by the vear 2000 a total of 1,400 tons of plutonium will have been produced in
spent fuel. In some countries. reprocessing is underway or planned to recover plutomum and depleted
uranium for the stated purpose of recveling as fuel in existing powerplants and eventually in breeder
reactors. If present reprocessing plans are carried out. by the mid- to late 1990s the amount of plutonium
separated for civil uses worldwide will exceed the 200 tons separated by the superpowers for use in
nuclear weapons. Tons of plutonium will be i commercial transit. posing increased oppoertunities for
thelt and diversion by terrorists.

The transport of weapon-usable nuclear materials on the open road poses the biggest nsk of thett. In
the United States. plutonium 1s not used in the commercial power program: significant quantitics of
plutonium and HEU used in the Energy Department’s research and development program are generally
transported over highways in a weapons-carrier. the Safe Secure Transport (SST). which 1s regarded as
virtually impenctrable and theft-proof. However. armed-convoved transport of nuclear-weapon materials
between buildings within a government installation 1s done in less secure “bread-van™-type vehicles,
which could be vulnerable, for example. to "snatch™ attacks by helicopter. Transport of civil plutonium
and highly enriched uranium in other countries is generally done in armored vehicles. some of which are
equivalent to the SST and some of which are not.

The IAEA's role in physical protection of nuclear materials has been strictly advisory because



protection against theft alwavs has been a national prerogative. Some international safeguards
procedures. such as the use of tamper-indicating seals and remotely operated cameras to provide
contamnment and survedlance of nuclear materials. ofter some physical-protection benefit. But the best of
these measures. hiber-optic seals and near real-tme satellite surveillance. are often regarded as intrusions
of national sovereignty. National physical protection systems vary in quality from country to
country—the TAEA"S minimum guidelines notwithstanding \ \
protection provided by governments over nuclear weapons and weapon materials.

The TAEA EURATOM safeguards system. generally regarded us adequate to keep track of fubricated
nuclear fuel elements. has more difficulty in accounting for nuclear materials m bulk form. The
saleguards system 1s designed to provide “timely detection™ of diversions of significant amounts of
nuclear materials and to deter such diversions by the risk of detection. A nation may well be deterred
from attempting to divert bomb quantities to a secret weapons stockpile on the assumption that the JAEA
will detect and report the diversions before the materials can be converted ito weapons. Terrorists, with
insider support. might be able to di\cr small amounts from certamn types of bulk-handling plants before
the TAEA or the state can detect the Toss. The stolen material could be enough at least to substantiate a
credible threat. National safeguurds \)'.\[Cﬂl\ are limited In their ability to detect such small diversions in
(lmC.

An attractive alternative to reprocessing for at least some countries mav be o store the spent fuel or
dispose of it without reprocessing. especially it the supplier or another country agrees to take the spent
fuel off its hands. Such an approach would avoid the economic and political costs of providing 4
domestic means tor waste disposal and would support the non-proliferation regime.

These eftorts do not necessarily involve canceliing development of reprocessing and breeder
technology as a hedge against future energy shortages: rather. these efforts would serve 1o allow
postponement of mdoprud commercial production and use of plutonium fuels untl such time as their
need is clearly established. the threat of terrorism has lessened. and the adequacy of safeguards and
physical-protection systems has improved. Simifiarly. there are now opportunitics o accelerate
conversion of research reactors from high-enriched to low-enriched uranium fuels and thereby eliminate
access by terrorists to another potentially vulnerable weapons-usable nuclear material. A recent
regulation requiring conversien of most licensed rescarch reactors i the United States can serve us
mode} for other nations.

II1. Protecting Nuclear Facilities

i, Denial of access to nuclear facilities should be the basic consideration in protecting against
sabotage.

Because of the extensive damage terrorists could do once they gain entry to a nuclear installation. denial

of access should be the sine qua non of protection aganst nuclear terrorism. Even it a response force
arrives only & few minutes after terrorsts gain entry. 1t could be too late to prevent sabotage with severe
consequences.

2. Thorough vigilance against the insider threat is needed.

Secunty staffs at nuclear facilities should be alert to the crucial role insiders can play in overcoming
defenses against terrorists. Access to vital arcas of facitlities should be restricted to the extent possible
without compromising safety—-that is. without mhibiting access to such arcas during an emergency. The
reliability of employees at nuclear tfactlities should be a matter of prime concern, although secunty
measures against the insider threat will necessarily vary according to the laws and traditions of
individual nations. Rigorous assessments of pot tential employees by such means as psvchological
screening and background checks. and regular monitoring of emplovees” reliability. should be carried
out according to professional standards with due regard to rights of privacy and free expression.

3. Guard forces should be thoroughly trained and authorized to use deadly force.

Guard torces and nearby reserve forces should be provided with high-quality and trequently updated
traiming against the terrorist threat. They should be advised as to the appropriate use of deadly toree to
ensure responses sutficient to prevent a large sophisticated group of attackers or i {few mhltrators from
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gaining entrv to nuclear tacilities.

4. The basis used for designing physical protection of nuclear plants should be reviewed to ensure
that it accurately reflects the current threat.

Because a number of insiders and a team of outsiders can be instrumental in assuring the success of
diversion or theft of materials or subotage of a facility by terrorists. the threat ugainst which physical
protection systems are designed (the so-called “design-basis threat™) shouid be reevaluated and upgraded
when circumstances warrant.

3. Power reactors should be protected against vehicular threats.

The size of exclusion zones at nuclear power reactor sites should be reexamined to ensure that the zones
are large enough o neutralize the possible catastrophic consequences of a truck bomb set offat the
perimeter fence. All reactor sites should be modified promptly with barriers to shield critical areas of the
plant against potential conscquences of truck bombs set off on-site. This may require revising the
design-basis threat to include protection against vehicular aceess—-a requirement not included in U5
licensing regulations. tor example.

6 Research reactors should have adequate security provisions against terrorists.

Existing research reactors at universiies and ehsewhere shouid be reevaluated tor the purpose of creating
exclusion zones and installing improved security measures to protect against the consequences of
potential sabotage by terrorists.

7. Reactor safety designs should be reexamined to protect against an accident caused by terrorists.

As part of the worldwide reexamination of nuclear safety m the aftermath of the Chernobyl acaident.
there should be a reevaluation ot the contribution of sabotage to the risks and consequences ot a severe
reactor accident. These findings should be incorporated into nationa and internutiondd reactor safety
standards. Due consideration should be given to installation. at least in highly populated areas. of
improved safety svstems designed o be resistant w terrorist aitack. In addivon. information stiould be
widely shared on new technologies for safety systems that prevent tampering with controls.

8. IAEA physical-protection guidelines should be reviewed and updated.

Similiarly. the IAEA"s physical-security guidelines. which were published in 1977, should be reviewed
with a view 1o assuring that they deal with the current terrorist threat. and the new protective standards
should be implemented at civil Tucihties workdwide,

Y. Protection standards should be spelled out unambiguously.

These and other protective standards should be spelied out 1n detai] at the highest administrative levels to
ensure unambiguous implementation at each tucility.

Background

Protection at nuclear facilities vanes from country to country and often from facility to facihity. Most
physical protection programs originally were modeled after those used in the United States on the basis
of U.S. requirements governing transfers abroad of technology. equipment and materials for nuclear
power and research programs. The United States continues to visit some foreign tacilities where
U.S.-supplied nuclear materials are stored and used. Based on what 15 publicly known about U.S. and
other nuclear programs. detenses against attack {rom the outside and against the msider threat may not
yet be sufficient. The discussion that follows emphasizes the ULS. experience. but the observations
generally apply to physical protection in other countries as well.

Containment structures at nuclear powerplants are fornudable. but they could be overcome or
bypassed by terrorists. depending on the degree of determination and sophistication of the attackers and
on whether the attackers have managed to compromise emplovees on the inside. Although truck bombs
are unlikely to break containment structures. they can cause sufficient damage to essential systems to
possibly lead to radioactive releases in the event of 4 core melt.

Most research and production reactors have less extensive containment systems than power reactors.
The designs of these reactors should be reexamined to determine whether containments. or safety



features that compensate for the absence of a containment. should be added. An additional problem is
that most research reactors do not have exclusion zones and are not otherwise protected against
truck-bombs. Many of them are located on university campuses where security is generally light.

The U.S. Department of Energy (DoE) and the U.S. Nuclear Regulatory Commission (NRC) have
developed threat models against which physical protection systems have been designed. There are
several problems with these models, however. The models were designed a decade ago when the threat
of nuclear terrorism was thought to be mostly from anti-nuclear protesters. Today's wider range of
threats is not covered by the models. For example. the NRC's “design basis threat™ does not require
protection at a reactor against more than one insider working with “several™ outsiders. And there is a
need to make sufficient use of background checks of security forces and maintenance personnel. who
could be key to a successful terrorist operation.

The DoE has its own protective system criteria but security standards vary and field offices are often
left to their own interpretations. In some cases. a lack of agreement on threat characteristics can result in
an ineffective system against certain classes of intruders: vet that system will still be within published
security guidelines.

A 1984 Congressional investigation of specific instances of physical security problems at U.S. nuclear
weapon facilities disclosed “nuclear test devices highly vulnerable to theft™ attitudinal problems and
administrators who have covered up security problems: guard forces with less than 1 percent chance of
interrupting an attacking force: “major deficiencies™ in the management of the physical protection
program: and. in the words of the chairman of the investigating committee. evidence that key officials
“had put this nation’s national security and public hcalth and safety in serious jeopardy.” Substantial
improvements in physical protection have been made at these facilitics since the disclosures were made.

While the Defense Department has developed equipment to provide clectronic detection of an
adversary force well before it reaches the perimeter fence of its nuclear-weapon installations. there is no
requirement at the Department of Encrgy nuclear-weapon facilities other than for detection by humans
beyond the perimeter fence. Consideration should be given to use of DoD research and equipment. such
as foliage-penetrating radar.

In addition, the Nuclear Regulatory Commission has not required protection against the truck-bomb
threat. Nor has it required. at least in arcas of high-population density. the backfitting of reactors with
new safety features that are designed to be resistant to terrorist attack. For example. there is a bunkered
emergency core cooling system that is designed to ensure {looding of a reactor core with cooling water
even if terrorists. with the aid of insiders, take over a control room and attempt to cause a core
meltdown. The system, now being used in West Germany. Switzerland and other West European
countries, goes into operation automatically and can be overridden only from controls within a
penetration-resistant bunker isolated from the rest of the plant. The costs and benefits of such an
approach need to be considered as a mcans of protecting against terrorists. Finally. NRC regulations that
are intended not to require utilities to provide protection of their nuclear facilities in time of war against
“enemies . . . whether a foreign government or other person™ need to be reexamined to make clear that
protection against terrorists in peace-time situations is required. at least for plants near highly populated
areas.

IV. Intelligence Programs

|. National authorities should task their intelligence agencies to apply sufficient resources to the
threat of nuclear terrorism.

The Task Force recommends that governments task their intelligence services to commit the resources
needed to detect. deter and, if necessary, to thwart a specifically nuclear terrorist threat. Only by having
governments take the threat seriously will the essential early indicators be detected and opportunities for
preemptive action be gained.

2. Concerted efforts to promote cooperation among national intelligence services, including those of
the U.S. and U.S.S.R., should be pursued as part of the effort to counter the nuclear terrorist threat.

Because of the increasingly international nature of terrorism. and of the nuclear threat in particular. a
high priority should be placed on increasing the degree of cooperation among national intelligence
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services. including the possible sharing of nformation between the superpowers.
3. National intelligence agencies should look for early indicators of nuclear terrorism.

In particular. intelligence services should look tor carly indicators of terrorists or thewr state sponsors
seeking to acquire @ nuclear weapon or material or to attack a nuclear reactor. One such indicator would
be an attempt by terrorists to gather information on civilian or military nuclear installations or
shipments. including an attempt to mhltrate the work torce. Another indicator would be un increase m
concerted action by terrorist organizations from more than one region. especially if recruitment of
technicians and acquisition of chemicals und other items needed for weaponsmaking are mvolved.
Acquisition of high-technology items that could be used i« bomb-building project would be vet another
possible indicator.

4. National intelligence agencies should develop behavioral and political profiles of potential
nuclear terrorists.

Intelligence services should focus on improving understanding of terrorist psyehology by means of
behavioral and political profiles of terrorists. their feaders and their state sponsors. and by means of
analyses of the group psychology that dominites the behavior of terrorist organizations. Such improved
knowledge can help in better understanding and estimating the restraints and meentives applicahle o
those groups and countries that pose the greatest risk of terrorist nuclear violence: This improved
understanding would help clarifv the tactics and policies most likely 1o deter them,

5. National intelligence agencies should prepare plans on how and when to inform local officials of
a credibie nuclear threat.

National intetligence agencies should prepare detaled guidelines for deciding when and how to mform
local otficials and the news media once a nuclear threat is deemed sutficiently credible. This represents
4 dilemma because such a threat. once disclosed. may cause panic and the loss of many hives in the
ensuing chaos: it not disclosed. many more fives could be fost in a nuclear disaster 1t the threat proves
10 be real and is carried out.

6. National centers for analyzing intelligence on terrorism should be established and should give
high priority to the nuclear threat.

The Task Force views favorably the recent tormation in the United States of o national “center 1o
routinely analvze intelligence on terrorism.” as recommended by Viee-President Bush's Task Foree on
Combatting Terrorism and urges that this become 1 model for other vovernments. as well, We
recommend that these centers give high priority to the collection of mtelhgence on potential nuclear
threats.

Background

The collection of mtelligence 15 an important defense against nuclear and conventional forms of
terrorism. Intelligence services have begun to develop substantal “assets™ to help other government
agencies combat terrorism and to cooperate with other national intelfigence services in this effort.
Exchanges of information among Western intelligence. security. and faw -enforcement organizations.
local and national. are clearly advisable. and generally can be done without revealing sources and
methods of the collectors.

As discussed below in recommendations for U.S.-Soviet cooperation, efficient und accurate exchanges
of information between the superpowers can be extremels important at a time of crisis provoked by o
nuclear threat or explosion by a third party. The superpowers share an interest in identitving and
controlling any terrorist group geing nuclear. In anticipation of such a contingency. there should be a
special effort to establish a separate channel for the tlow and analysis of information between the
superpowers. The two countries™ mterests could differ. and may contlict. in situations where terrorist
operations are directed primarily against the other superpower and its allies. Nevertheless. sharing
nformation could help to identify and control terrorists who seek to raise tensions or tngger nuclear
contlict between the superpowers. and could deter nuclear-capable states from supporting international
teITOIStS.



The threat of nuclear terrorism poses special problems for intelligence services. These services cannot
afford even one mistake 1n providing sutficiently timely. accurate and reliable warnings. Intelligence 1y
also the last line of defense-—an essential ingredient for effective action to render 4 threat mert or to
keep it from materializing

At the same time. intelligence services have to avoid false alarms which could create public panic.
spontaneous evacuations. massive mobilizations. intrusive searches and surverllance and other dixrumt\c
or restrictive measures. The difticulty of ensuring true warning while avoiding false alarms will be
greater if nuclear hoaxes become more frequent or technically credible In response. policymakers are
likely to subject apparent threats to increasingly stringent tests before crediting them as genuine. and this
raises the risk of tatlure to warn and compou inds the need tor good intelligence on the mtentions as well
as the capabilities of the terrorists. Intelligence services need the Lapdbllulu to do the necessany
socio-psychological analyses.

In addition. intelligence services have to be on the Tookout for certain carly warning indicators
including the acquisition of of high-technology items and special chemicals needed for processing of
nuclear materials for weapons. the recruitment of nuclear scientists. the infiltration of staft on U.S.
bases where nuclear weapons are stored. and the unusually close coordination of terrorist groups.
European terrorist organtzations have a very hmited membership—perhaps 20 active members per
organization. To mount & serious wysault Lo obtain @ weapan or sabotage @ nuclear power plant it is
possible they would recruit reinforeements.

Early detection of nuclear terrorists could be made ditticult by the terrorists” own security measures
that may approach the sophistication of inteliigenve npcmtmnx and nuclear-weapon programs of smuall
states. Moreover, in contrast to such states. nuclear terrorists are more Hkely o be anonviious. o be
without assets whose threatened serzure or destruction would deter ther viofent behavior. and o be
bevond the intluence of anvone other than a sponsorimy staie whose mvelvement iy aimost certain to be
well concealed. If they succeed in placing a shielded weapon m i Jarge citv. nuclear terrorists are likely
to be 1nvulnerable 10 most conventional countermeasures

The long-term problem of auclear terrorism is Hikelv to he aggravated by nuclear and political
developments in developing regions. particutarly where there are unstable covernments subjeet o violent
and disorderlv succession crises. in those countries which have a small hut s significant nuclear capability
such crises could prompt unauthorized threats by those who temporarily control weapons or weapon
components. and thexe threats might be aimed at the foreign buckers ax well av domestic supporters of
their rivals for power. Thus. nuclear terrorism could emerge not oniv in states that support otiier Torms
of terrorism and acquire their own puclear medns. but abso i nuclkear-armed or ncar-nuclear armed states
that disintegrate through military coup or ¢ivil war

V. Civil Liberties Concerns

Physical protection and intelligence activities directed at preventing nuclear terrorism always should
be exercised with the greatest vigor necessary under the particular circiwmstances. with full regard to
the individual rights of citizens and employees.

With this principle in mind. the Task Force makes the following recommendations.,

1. Sereening of job appiicants and sur\ullamcc of emplovees at nuclear tucthties should be conducted
i wavs o ensure that emplovment 18 not demsed for activities that represent the exercise of husie rights

to free speech and association rather than pusc @ securnty thredt

2. Because of the potential danger of emotionally unstable emplovees and of the msider threat m
nuclear plants. emplovees or job apphicants who are to have unrestricted access o vital areas of o plant
should be subject to psychological sereening and o check Tor o nattong ‘} crininad histony - maludimg a
cheek of fingerprint records - Any criminal record found. however, should be avalable o the subject tor
review. correction or appeal betore any adverse action s taken

3. Plant security personnel should be authorized o use deadly torce. but the condittons under which
the use of deudhy force is uppropriate and legal shouid he Cewh spelled oat i regulabons. tiking mto
consideration the Taws and customs of purticular countrics

Early detection of
nuclear terrorists
could be made
difficult by the
terrorists” own
security measures
that may approach
the sophistication
of intelligence
operations and
nuclear-weapon
programs of small
states.

International

Task Force on
Prevention of
Nuclear

Terrorism
]

14



[Nuclear plant|
employees have to
expect that
screening and
survetllance
appropriate to the
sensitivity of the
materials and
equipment
involved in a
particular job will
be carried out.

International

Task Force on
Prevention of
Nuclear

Terrorism
I

15

4. In the event of an imminent threat or calamity. national-security interests will prevail over
individual rights. However. wide-ranging scarches for nuclear devices or materials. and detention of
suspects or witnesses in connection with a nuclear terrorist incident. should he undertaken with
maximum restraint,

Background

The problem of balancing individual rights against the exigencies of physical protection.
intelligence-gathering and law enforcement is particularly delicate in the case of nuclear terrorism.
Because of the potential catastrophic consequences of an incident of nuclear terrorism. certain critical
situations may well require exceptions to standard legal procedures. In this context. the Task Force takes
note of the American Law Institute’s Model Code of Pre-Arraignment Procedure. approved by leading
legal scholars. that allows warrantless scarches upon reasonable cause to believe that premises contain
“things imminently likely to burn. explode or otherwise cause death. serious bodily harm. or substantial
destruction of property.”

With regard to day-to-day employment practices at nuclear plants. the Task Force emphasizes that
cmployment in a nuclear plant differs in fundamental ways from most other types of emplovment.
Therefore. emplovees have to expect that screening and surveillance appropriate to the sensitivity of the
matertals and equipment involved in a particufar job will be carried out. Abuses should not occur as
long as a rule of reason prevails.

The Task Force supports laws and regulations that prescribe thorough screening procedures to help
ensure that only the most reliable and trustworthy individuals have access to critically sensitive arcas.
We regard as model legislation the Nuclear Power Plant and Anti-Terrorism Bill now pending in the
U.S. Congress. provided that it is cnacted with particular proposed safeguards. The bill. which would
require the type of national criminal-history and fingerprint check described above. is appropriate if it
pertains only to employees with unrestricted aecess. if the use of the records obtained are Jimited to only
the matter at hand. and if an independent appeal 15 guaranteed in the event of an adverse ruling by
management based on the records obtained.

The authority for nuclear plant security personnel to use deadly force as a means to deter and repel
terrorists should be provided unambiguously by appropriate regional or national governments. but the
authoritics should spell out appropriate limits to the use of deadlv force unambiguously as well.

In final analysis. executive discretion. not judicial control. will be the major source of protection of
fundamental constitutional rights. The executive has broad powers that can be employed in the fight
against nuclear terrorism: failure to usc appropriate self-restraint in exercising these powers could erode
both individual freedoms and public support for counterterrorism policies.

V1. Controlling Nuclear Transfers
Nuclear transfers among nations should be tightly controlled to help prevent nuclear terrorism.

In this regard. the Task Force recommends:

I. No significant nuclear transfers should be made to a nation that is located in a zonc of war or that
supports or sponsors international terrorism. Such a policy. if adopted by all nuclear suppliers. would
help to deter military attacks on nuclear installations and to deny to terrorists a potential source of
nuclear-weapon material and know-how *

2. Export controls and customs-police practices should be reexamined to ensure they are adequate to
mect the threat of nuclear terrorism.

3. National criminal laws should be amended as necessary to provide for punishment sufficient to
work as a true deterrent for violations of nuclear cxport laws and regulations.

4. There should be prompt and vigorous prosecution of all persons seeking to smuggle weapon-usable
nuclear items out of a country.

*See scparate view. in brackets. in text below



Background

There are inherent risks in the growing availability of weapon-usable nuclear material and sensitive
nuclear technologies. even if they are designated for peaceful use. For plutonium and highly enriched
uranium. and the facilities which produce. process and use them. “peaceful™ 18 4 category that is simply
assigned by the user.

There are nisks in exporting nuclear plants and material o countries in politically tense or warring
regions of the world—-risks that are not necessartly mitigated by # recipient’s aeeeptance of international
safeguards or adherence to the Non-Proliferation Treaty. As seen by recent bombing attacks on reactors
subject to TAEA safeguards suthonity tn NPT-party nations i one ol the world's most volatile regions.
nuclear exports can exacerbate regional tensions. particularly if a recipient nation has no apparent
peaceful need for weapon-usable nuclear material to be used as fuel in. or to be produced i the spent
fuel of. an exported reactor. Such a situation 1s particularly prone to hostilities when. as was seen in
these nstances. the recetving country 1s m a formal state of war with another country in the region,

[One Task Force member i of the view that the question of states at war should not have been dealt
with in & report on nuclear terrorism. and that. in any event. the criteria tor nuclear transfers to nations
at war should be adherence of the state to the NPT or its acceptance of full-scope safeguards and the
soundness of its nuclear power program and the need of the recipient country to invest in it for ity
energy production. Further. according to this member. the attack by one state on 4 nuclear facility of
another which took place in June of 19¥1. and which was condemned by the TAEA Board of Governors
and its Conference. as well as by the UN Sccurity Counci! unanimowshy. could create a precedent for
future terrorist activity

Nuclear suppliers can help to reduce the risk of nuclear terrorism by not exporting nuclear materials,
equipment or know-how to states that support intermational terrorism. In addition. suppliers should
establish tight controls on the nuclear “gray market.” In recent years there have been a number of
instances in which individuals have been apprehended and prosecuted for smuggling or attempting to
smuggle out items with direct applications to the manufacture of nuclear weapons. Several cases were
not even prosecuted: those in which convictions were obtained resulted in sentences which were guite
lenient. considering the severitv of the potential consequences of such activities,

Among nuclear suppliers. criminal sanctions against and government surveillance of nuclear
smuggling need to be strengthened. Suppliers also can improve their abilities to detect such activities
and to restrict commerce in dual-use items. Sanctions should be considered tor governments that direct
and benefit from nuclear smuggling. The aggneved supphier countries have not made serious attempts to
deprive emerging nuclear-weapon states of the rewards of illicit action.

VII. U.S.-Soviet Cooperation

Cooperative efforts by the United States and the Soviet Union to counter the nuclear terrorist threat
should be promoted to the extent possible within the bounds of vital national security interests.

In this regard, the Task Force recommends:

1. Efforts should be made to promote U.S.-Soviet cooperation on intelligence-sharing and on
responses to threats or acts of nuclear terrorism. Consideration should be given as to whether joint action
against a nuclear terrorist threat might or might not include the use of force by the superpowers,

2. The proposal by U.S. Senators Nunn and Warner tor ¢stablishment ot U.S.-U.S.S.R. Nuclear Risk
Reduction Centers, whose assignments would include principal responsibility for coordinating responses
of the superpowers to nuclear-terrorist threats. is a major step in the right direction for pursuing these
options and should be negotiated promptly.

Background

There 1s a risk that a third party’s nuclear weapon could trigger an inadvertent nuclear exchange between
the superpowers. An unidentified terrorist bomb used against American or Soviet torees or territory
during a time of high tension or hostilitics. for example. could conceivably prompt such an exchange.
The two superpowers have agreed to maintain safeguards “against accidental or unauthorized use of
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nuclear weapons.” hut there are ne other reported agreements of this kind by states huving nuclear
wedpons

Given widespread concern, according to recent polls. that such an event could prompt 4 nuclear war.
there iy likely 1o be public support for the two superpowers” expansion of the Hot Line by setting up
Nuclear Risk Reduction Centers. along the Tines proposed by Senators Nunn and Warner,

As presenthy proposed by the Senators. and agreed to by the 1S, government as 4 basts for
negotiation with the Soviet government. separate centers would be established i Wasiington and
Moscow, manned by diplomatic and mifitary personnel of that country inot jointly manned) o maintain
a 24-hour watch on events with the potential to restdt i nuclear meidents. The Centers would be linked
by communications cquipment covered by the existing Hot Line agreement. Designated hatson ofticers
from the Soviet Embassy would be gnen access to the U.S. Center under controlled escort on a peniodic
basis. and vice-versa. The Centers would serve as communications finks for all required military and
arms-control notifications. such as nuclear-weapon and misstle tests and military exercihses and serve as a
meeting place tor mimisterial-level and other discussions relating o risk-reduction and
confidence-huilding measures In May. the United States and the Soviet Unton met for two days
Geneva to begin exploratony discussions on the establishment of these centers.

Further refinements proposed by the Senators hut not vet agreed 1o by the Administration are joint
U.S-Soviet manning of each center: shany mformation. extablishing procedures and maintaiming close
contact with regard To pucleal TIcals of adls DY ICITONSE OF atier unauthonzed patties: and uparading
Hot Line commumcations 1o imclude voice and tele-conierencing sitems.

The Unied States and the Soss Siopecral rosponsihiity 1o the the dead inopreventing
nuclear war They already have negotiated several wereements related m some way to the problem of
nuclear terrarism These melude pacts on noclear weapons proliferation, nuclear weapons protection, the
Hot Lane. acondental firmy of nucicar we 1pcm~ aned the protection of international transport of fissile

muterial. The two countries abwo shured mtethicence on an impending nuclear test by another country in
i : . .
Ftteot roriis from acguining nuelear explosivesor rggering o nuclear
wir, can b o superponer Citort o strenethen the existing non-proliferation
reime Dospite ther Birterences the Tared States and the Sovier Urion have shared aleadership role

m ovpandine mmplomentation of the NPT RBut they e

notseck 1o nesatiate o reduction i thetr own nuclear asen e
required by hoth the Non-Prohieranon und the Limited T R\ Hdlx treatios It hu were o negotiate. the
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VIIL. Arms Control initiatives

To help promote an international climate that inhibits the spread of nuclear weapons to additional
nations or to terronists, efforts to reverse the nuclear army race should be pursued by all nations. The
superpowers together have a special responsibility to pursue negotiations in good faith toward
cessation of the arms race because the degree of reliance they place on nuclear weapons has an
influence on their spread.

The Tusk Force. recognizimg that the process of nuchear wms control s refuted o the spectal eftort to

present nuclear terrorim, makes the tollowmg recommendations

I The United States and the Soviet Union should pu.\u\ current eftorts to negotiate deep cuts n their
strategic ansenals with aview oward fessenmg the threat from nuclear weapons b\ reducing the tsk of
carly use. improving strategic stabiliny and mantaning credible nuckear deterrence

Y Opepine oforts t redues the vive of noclear arsenals should include the smaller hattletield

weapons that are most stsceprible o attack or theft by terrorists.

Additional nuclear-weapon free zones, which would reduce potential access to nuclear weapons.



should be negotiated where it proves consistent with the secunity interests of the nutions concerned.

4. In meeting obligations under existing treaties. all nations should exanine the anti-terrorist henefit
which would accrue from u strictly verifiable comprehensive test ban,

Background

The Task Force notes that the size and destructive power of the nuclear arsenals of the United and the

Soviet Union attect the fate of all nation~. Although the arms race between the superpowers has limited
implications for the nuclear terrorist threat. there are some important effects that should he addressed.
One such effect 15 that the existing nuclear arsenals present direct targets tor attack or seizure by
terrorists. Another effect is that anv additional nations acquiring nuclear weapons will provide enhanced
points of access to nuclear terrorsts,

The Task Force recognizes that the motivations of countries and of terronsts seeking nuclear weapons
need not be directly and immediately affected by the behavior of the nuclear-weapor states. But the
continuing heavy reliance on nuclear weapons, combined with the Falure to fultill solomn promises and
legal obligations under the Limited Test Ban Treaty and the Non-Prohiferation Treaty o pursue
negotiations toward a Comprehensive Test Ban and a significant reduction i nuclear armianicnts, senve
to create an international political climate more conducive to nuclear proliferation and to nuclear
terrorism. The lack of progress toward nuclear anms control comevs @ fc"nému:\ te nuckear weapons
that may eventually mﬂuum the considerations eof nations and terrorsts. It divides the international
community and lowers the poiitical barriers to nuclear profiteration md nuclcur terrorim which
perpetrators have to overcome

The Task Force. therefore. emphasizes the importance ot ettorts to reduce the size ot nuclear arsenals.

v o g b T O e,
Cumﬁn’ HCNMMIMW\ woreach de TOCICnE Of redudtions in \Uu{s\‘i» Ao ST Giaw TdnEC Wd
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to be \upplam;nud by negotiations and other etlorts o reduce battielield weapons without
COMPromising alliance security. Constderable eftorts are underway within NATO and other deplovien
areas to upgrade the protection of these relatively smafl. tacucal weapons by human and electrons
means. It s clear. however. that the best protection for these weapons sgainst terrorists would he Lo
reduce their numbers. Hence thc 1983 NATO deasion to bring the number of nuclear weapens

deployed i Europe down trom 7.000 10 £.600 by T98S s hwim commendable. E-w"nrr reductions in
battletield weapons should be added to the agendi of the current arms-control talks, and independent of

these negotiations. NATO should continue the review of it posture with o view to Iurmc—r reductions.

In addition the Tusk Force helieves that establishment of Nuclear-Weanon Free Zones uch s those

provided by treaty for the Laun American and South Pacific regioms, can bielp o control the spread n[

nuclear weapons and serve as the basis for regional cooperation 0 prevent mickoar Wronsm i savonl
regions. The Task Force urges. theretore. {hm wncrsncd r:tmr tx be made rezenally and through the

United Nations to extablish such additionad zones as s agreeable o the nations concerned and w
consider broadening their scope 1o make them free of nudu; materials wsable m weapons as well as of
weapons themselves,

Finallv. we recognize the obligation of pursuing good-faith negotiations um ard 3 ( omprchensive Tewt
Ban us provided under the Linited Test Bun Treaty and the Nuclear Non-Prolfifer
achieving a universal prohubition upon auciear-weapor iest explosions Neantiion of a4 test ban iight
well hcln in achieving universal solidanny azainst etforns by errorsts or he
nuclear.”™ A substantial majority of the Task Force members hotivw thit ne ,
of a Comprehensive Test Ban Treaty should be rosumed and the bothy superpower wothier
nuclear-weapon states should tully cooperate m establishing the means for et serication i order to
make the Treaty a reality.

Treany and of

The general disappointment expressed ut the Thind NPT Revien Contorence over the Tuck of progress
toward nuciear arms conirol and disarmiament was o clear signad thae the sor-prolieration
regime-—which is also the basts tor fighting sucicar wiroriam mteracionadv will be i wopardy o
long as the nuclear arms race continues unabuted. Armis control i cascritial to sapperting the
fundamental mternational consensus i lhc hattle wganst nucioas prodferiion o well das niclkeur
[CITOTISDI,

The lack of
progress toward
nuclear arms
control conveys a
legiimacy (o
nuclear weapons
that may
eventually
influence the
considerations of
nations and
terrorists. It
divides the
international
community and
lowers the political
barriers to nuclear
nroliferation and

nuclear terrorisim.

{nternational

Task Force on
Prevention of
Nuclear

Terrorism
]

I8



Transport {of

weapon-usable
nuclear materials|
whether domestic
or international,
will remain the
weakest link n
detenses against
nuclear terrorism.

International

Task Force on
Prevention of
Nuclear

Terrorism
]

19

IX. Convention on Physical Protection of Nuclear Materials
The Convention on Physical Protection of Nuclear Materials should be ratified promptly.

1. The Task Force recommends that the Comvention on the Phyvsical Pratection of Nuclear
Materials. which has not come into force for lack of accessions. should be ratified promptlyv. [tis
particularly important to secure ratification by the [T members ot the European Economic Community.
which would provide more than the needed number of accessions. The Convention, although chictly
directed to shipments of peaceful nuclear materials between nations. does define o large range of nuclear
terrorist acts and requires parties to make them crimimal offenses and to provide for the prosecution or
extradition of offenders under domestic law. The Convention represents an important step toward
international cooperation to prevent nuclear terrorism.

2. At the same time. urgent steps should be tuken bilaterally and through the International Atomic
Energy Agency to establish more stringent minimum requirements for protection of weapon-usable
nucledr matertals while in domestic use. storage or transport worldwide.

Background

The € omven wion. which apphies o “nuelear material used for peacetul purposes while in ipternationad
transport.” was agreed to m T980 but has not come into toree because onfy 16 of the reguired 21 states
have adhered to it Ratification by HC EEC members would not only bring the Convention promptly into
force. but would do so for many of h& countries most concerned about terrorism. When the comvention
was being negotiated. there was an effort to have the specitied protection Tevels apply to materiahs
domestic shipments and programs. but thiy was resisted by many states a an mtrusion wnto their
sovereignty. Even the Convention's language dealing with international shipments was modified because
of this concern. The measure does have other requirements that apply domestically . including obligations
on each party to adopt national statutes defining such crimes as thelt of nuclear matenials and threatening
10 use stolen material o cause sertous harm. In addition. there are provisions on prosecution or
extradition of individuals who engage in criminal acts sgaimst domestic storage. ise o1 irnsport,

The United States. for ity part. passed implementing legislation extending coverage of the Convention
to nuclear matenial used for military purposes 1 an offense 1s committed within the United States”
terntorial, special martime. special termtorial or special arreratt wrisdicton, or it an oftense 1s
committed by a U.S. national

However, transport. whether domestic or mternational. will remam the weakest ink m defenses
against nuclear terrorism. ¢ven at such time as the Convention comes into foree, Where weapon-usable
nuclear materials are used in civil or milit try programs. application of \[rlx standards for protecting
these materials sufficient to withstand u credible terrorist threat s needed. There are substuntial politicud
and techmical obstacles to accomplishing this.

The principal nuclear supplicrs now provide that all transfers that trigeer the application of [ALA
safeguards should also be placed under etfective phyvsical protection domesticatly . tihing l‘\Fﬁ\
guidelimes into account. and that the supply agreement should spectty the protection levels. The problem
is that the IAEA guidelines are limited to such conventional means of guarding dangerous and viduable
material as armed guards. alarm systems. physical barriers and special containers. and do not spectfy the
most sophisticated means now available to protect weapon-usable nuclear matertal. such as satellite
monitoring of materials i transit. as has heen done for o plutonium shipment on the high seas

[t is imperative that these vuidelines be upgraded: the most feasible way to accomplish this 1s through
carly action by the IAEA with strong support {rom all parties to the convention. The Chernobyl
accident. which has prompted efforts through the TAEA to examine international cooperation i such
areds as emergency response and information exchange. may serve as a4 spur to such action,

X. Role of Emergency-Management Programs

For there to be effective response at the state and local levels to a nuclear terrorist emergency, there
should be cooperation by national governments in providing adequate resources and intelligence
information.



[. Emergency management organizations at the regional and local level should be provided the fiscal
and human resources needed to cope eftectivelv with a threat or act of nuclear terrorism,

2. In particular. there should be consideration ot what arrangements can be made in advance of a
nuclear-terrorism crisis to ensure the sharing of information by national intelligence agencies on 4 timely
basis with selected regional and local officials during such a crists—information necded for
decisionmaking on evacuation and other protective meusures.

3. The 1ssuance of security clearances to emergency management offictals s an essential first step.
Background

The danger of nuclear terrorism poses & major domestic threat to any nation’s enmergency -management
system. as well as 1o 1ts social and civil structure. Open societies ure particularly vulnerable 0 4 terrorist
attack, and nuclear violence poses exceptional risks and difficulties. Counter-terrorism is not the
province of emergency-management officials: intelligence and law-enforcement agencies and the militany
have the lead roles. Yet. ultimatelv. protection of the population iy the responsibility of the emergency
manager. acting on behall of the chiet executive officer of the region or municipality. Much needs to be
done to ensure that the manager has the resources and the information necessary to take the requisite
precautionary and:or protective measures in a timely manner in a terrorist-provoked nuclear emergeney.

Local emergency-management organizations, as well as many regiondl orgamzations, often lack the
wherewithal to respond effectively to a nuclear terrorist threat adjudged to be genuine. Many are
overworked. underfunded. understatted. and presentlv do not have the means to obtain the technical and
intelligence information needed to advise the chief executives of their junisdictions as to appropriate
population protective actions in an ensuing nuclear terrorist incident. Since they cannot be expected to
cope with a nuclear explosion or a provoked nuclear aceident afrer the worst has happened as well as
they would before the event. every effort should be made to increase their capabilities betore u crisis
develops. There should be an examination of how to provide for greater cooperation hetween
governments at the national and local levels when responding to nuclear contingencies. Of particular
importance is the sharing of intciligence information by national authorities with selected regional and
local officials when nuclear threats are received and assessed.

Evacuation and sheltering may be the primary emergency-management responses to a nuelear
terrorism incident that proves real. Carefully conceived plans could be prepared in advance w facilitate
mass evacuation when sheltering is nappropriate. The sharing of intelligence and the plannimg of
evacuations each requires clear understandings as to how sensitive information 1s to be hundled and how
and when the news media will be informed of developments m such & crists. As we explore in the next
section, the challenge s to handle information in a manner that avoids panic to the fullest extent
possible.

.XI. Role of the Media

To avoid panic as the result of premature or inaccurate information during a nuclear terrorist
emergency, guidelines should be established now among media and government representatives on
disseminating information in such a crisis.

1. Because of the possibility of widespread panic. injury and death resulting from a credible threat by
nuclear terrorists. government officials and media representatives should cooperate in planning how to
provide timely and accurate tnformation in such a contingency.

2. To the extent possible, joint guidelines should be developed in anticipation of a crisis by the
responsible national government agencies with regard to how and when information will be disseminated
during a crisis. The key consideration should be at what point in & crisis. if the threat proves real. there
still would be time to order an evacuation in a manner that minimizes njury and death and promotes
public order. Leading media representatives and state and local officials should be invited 1o participate
in preparation of the guidelines.

Background

In covering terrorist incidents the media is presented with some very complex challenges: they must be
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responsible. which may mcan withholding information. they must avoid being mampulated. which may
mean dechning to cover an event that would normaliy be considered newsworthy. and. sometimes when
lives are at stake. they must subjugate the competitive urge to be first with the news

There ¢ p > challenges. In some cases the media have withheld information.
For example. during the Amcrican embassy ¢risis in Iran. some American reporters learned that six
Amcricans known to have been in the embassy were not being held by the Trantans. The reporters
further learned that those men had ¢scaped to another unbm_\ which they understoud to be the
Canadian embassy, This had actually happened. but the mtormation was not published until atter the
hostages had left Iran. Again during last vear’s hijackig of TWA Flight 847 with 133 hostages aboard.
reporters covering the incident fearmed. but did not report. that one of the hostages was a member of the
U.S. National Security Agency

In other cases. the media has allowed the mtense heat of cor npct' ition to rule its behavior. The
coverage of the TWA hijucking became a scrambie by the U.S. television networks to be fust with an
mterview with the hijackers, The networks ran promoton campatgns on the air and m Amernican
ncxx spapers hoasting about therr scoops. Again. in 1983 sixty people were Killed i a bomb attack on the

[ €mbd\\\ im Beirut, Reporters discovered that the U.S. had mdrhu’ud 0 lI‘ILIuDI coded

coniunications beiweern Swm aind frab duning the penod of the b m‘;!tm-. and one telovision network
and ¢ newspaper column
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Britsh prime munister Margarct iim{chcr' las encotraged the mews media o restnet their coverage of
terrorist actions. She has sid that the media mast find ways of starving the terrorist and the hijacker of

what she termed the oxyvgen of pablicity o which ey depend. However media executives i Brivan.
and i America, have mdicated they have no mtention ot tollewing Mrs. Thatcher's request. Given the
increasing daring o terrorist groups and the greater fethal potential of therr acts. the prospect of nuclear
ICITOTISI TAiSeS o DOSL 01 ACW CORMIUCTUHONS W Cver HOf seniols conseguetives. s onie iy for dic
media to attenipt rc\pwmb%c and mormate e coverage of the nidnapping of an Amenican general i [tahy

or the holding hostaze of an wirplane. bur the coverage o g termorst cvent where o nclear device has

just L\'ﬂ\)ljhd or where d ferrorist aroup is threatening o explode such a device. may call tm

eatraordmary . and hitherto anw arranted. oo operation between the media and Tocal and centro
gevernment

Although sournalists have a healthy bias agawmst such co-operation. the media has indeed cooperated
VO E untarily on occasion. In Britwn, the overmment his suceessiuliy censored mformation by application
of a self-denving ordinance with no legal force. known us the D-Notice. by which editors. represented
by a committee, agree not to mention or disctss « topie said by the government to be of importance to
national secunty. But  nuciear terrorist mudcm could imvolve w situation where the media become an
mtegrad part of saving nves - for example wn the cvaciation of towns or cities allected. or in inving to
prevent panic. The success of such «e;wmm‘vn» cotifd depend on the tmely disclosure ol carctulls

selected nformation.

Media executives reconnize thal  vieater degree of co-operation between the media und governnient
might be required m certam special coeumstanees. And most ot the m ’dl;t appears wilhng to explore
ways i which their responsibniities can be carried out i concert with government. But this willingness
requires remforcement. ad there currentiy dre ne contimuous. Tormdized fines of communication on

how this cooperation would work an extraordimnan cases ke nuckew wrronis

{1

intrcipation of such et soverpnicnt cHicials could conduct mock everases with media
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LONG-TERM RECOMMENDATIONS

Faced with the current phenomenon of international terrorism. common sense dictates that measures be
taken to deny terrorists the means and targets to cause nuclear violence. The short-term
recommendations. above. represent prudent actions to protect existing nuclear facilities. materials and
weapons. They also include arms-control initiatives that are relevant to countering the threat of nuclear
terrorism. We urge that they be pursued promptly.

As to the longer term, we considered the need for new international measures to deal with nuclear
terrorism as well as the need to restrain new technojogies that are capable of producing weapon-usable
materials with ever greater casc and in ever larger quantities. Our long-term recommendations follow:

I. International Measures

1. All states should embark on outlawing acts of nuclear terrorism by signing and ratifying the
Convention on the Physical Protection of Nuclear Material.

As noted in the short-term recommendations section. above. ratification of the convention obligates a
state to enact domestic statutes outlawing a number of nuclear terrorist acts and to provide for
prosecution or cxtradition of perpetrators. Therefore. universal implementation of this Convention should
be advocated to produce criminal statutes and law enforcement against most acts of nuclear terrorism.

2. International agreements in the wake of the Chernobyl accident should include measures to deal
with the terrorist threat.

The Chernobvl accident. by heightening international wwareness of the consequences of i severe reactor
accident, provides an opportunity for renewed cooperation to prevent nuclear terrorism. Expansion of
safety-related activities should be utilized to strengthen TAEA physical-security guidelines by providing
minimum standards to be followed by parties tor protecting reactors and other civil facilines against the
insider and truck-homb threats in particular In addmion. satety cutdehnes should be upgraded to provide
for designs specifically to protect agaimst terronsts.

3. The UN Security Council should approve a resolution un nuclear terrorisnt,

As a deterrent to state support of nuclear terrorism, the United Nations Security Council should approve
a resolution whereby the Council notes the grave danger that nuclear terrorism would pose 1o world
peace and expresses its resolve (o deal with any such threat on an urgent basis. including an enumeration
of individual or collective measures that could be taken by UN member states,

4. An agreement specifying additional acts of nuclear terrorism is needed

States should commence seeking to strengthen international laws agamst terronst attack on and sabotage
of nuclear facilitics. These faws should prohibit dispersal or threatened dispersal of radioactive materials
by terrorists. Specifically. a new treaty dealing with these forms of nuclear terrorism should be
negotiated. It could be a protocol to the Convention for Physical Protection of Nuclear Material.

Background

Existing multilateral arrangements [or cooperation against certain acts of mternational terrortsm provide a
model for cooperation among states to prevent and deter nuclear terrorism. These include the United
Nations Convention Agamst the Taking of Hostages and the Bonn Declaration {adopted by the seven
heads of state participating in the Bonn Economic Summit of 19785 directed at states that harbor
hijackers of airplanes. The final communique of the recent Tokyo Economic Summit. pledging & higher
_degree of cooperation in combatting international terrorism. suggests the chimate may be nght for
cooperation to prevent and deter nuclear terrorism.

One useful focus for such cooperation, as noted 1n the previous section. 15 the Convention on the
Physical Protection of Nuclear Maternial, which is vet to come into foree for lack of sufficient signatures.
The Convention. in addition to cstablishing minimum standards for the physical protection of peaceful
nuclear materials in international transit, addresses miclear terrorism more broadly by requiring parties to
enact domestic criminal statutes prohibiting. for cxample. theft of nuclear material or threatening to use
nuclear material to cause death or serious injury to any person or substantial property dumage. The
statutes enacted under the Convention cover most of the Acts which constitute nuclear terrorism exeept
for sabotage of or assault upon nuclear facilities.
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In recent vears. [nternational law refating o terrorism i general s 10 a formative stage. As 1t grows to deal with the
. general problem. 1t should be more effective in dealing with the specitic problem of nuclear terrorism.

new technologies
o A resolution was passed by the General Assembly . on December 9. 1983 It loosely defines terrorism
have Cmcrged with as “acts..in all ity forms which endanger or take mnocent ves. jeopardize fundamental freedoms. and
a4 p()[emja] for seriously impair the dignity of humun beings.” The resolution [ujnequivocally condemny. as criminal. all
acts, methods and practices of terrorism wherever and by whomever committed. including those which

easier and more jeopardize triendh relations among States and thewr security.” The Secunty Council. on December 18,

efficient production 1985, adopted @ unanimoun resolution which mmlummi “unequivocally all acts of hostage-taking and
f b abduction” and urged further international «mpu wn "o factlitate the prm'cntiun pm\ccution and
of weapon-usable punishment of all ucts of hostage-taking and abduction ax manitestations of international terrorism.
forms of nuclear The 1977 Protocol | Additional o the 1949 Geneva Conventions establishes rules relating 1o attacks
materials. on power reactors during armed conthict. Events in the continuing war in the Persian Gult and hosulities

gencrally in the Middle East have ruised this issue to prominence. The Protocol is heavily qualified and.
by concerning 1tselt only with attacks 1 ume of war. does not address many kinds of attacks by
terrorists. Attacks on ¢ivilian reactors wre o matter of grave concern since such attacks endanger both the
citizens of the country under attack and those of its neighbors. This importunt issue has been pursued in
the multfateral HU’ULMHUHN Hi e Conderence on I)mumdmuh i Geneva 0y the Swedish Government,
which hus urged that o fan on attacks o powar racton rmed contlict be mcluded g draft

Lot ] ot

TV )h,\n i H !nnrv\ vy
wnveniion

Turning to a more recent event of arave mternational concern. the Task Foree takes note of the severe
reactor accident at Chernobyl i the Soviet Union with regard 1o its implications for the consequences of
a severe aecident that concervably could be caused by terrorists who gain access to a reactor. Less than
three weeks after the Chernobyi acadent. un el .mdnu_\ sesston of the TAEA Board of Governors
called Ter negotiation ol an mtemational agreemient commiing signatory nations “to provide early
notitication and comprehensive mformation about nuciear wecdents with possible tramboundary effects”
The Board alse recommended negotiation of acoords o meoordimate cmergeney respense and assistance
m the event of a nuclear accident.” These negotiations also present an opportuntty for mereased
international cooperation on reportine and responding to reactor accidents——cooperation that could be
broadened to help prevent reactor emereencies catsed by terrorisis

II. Emerging Nuclear Technologies

The development of new fuel-cycle technologies should take into account the threat presented by the
growing potential for nuclear terrorism.

With this principle m mind. the Task Foree mukes the Tollowing recommendations:

- Emerging technologies capable ol simphitving the production of \\c;pmmuhlc forms of nuclear
material should be followed w posaible route for wegusition of such materials by errorists.

2. Advanced enrichment and production technologies should he developed with restrait and used only
it required to meet national energy needs.

3, Efforts to develop forms of ruciear fuel Toss subgect 1o prohiteration should be turther encouraged in
ihc mterest of fessening the dangers of nuclear werrorsn In particular, the development of fuels
containing thorium in more proliteration- and terroristresistant fuel cveles should be considered.

Background

In recent vears, new technolozies have emerged with o potentiad for easier and more efficient production
of weapon-usable torms of nuclear materiabs It therefore important without unnecessanty inhibiting
commercial transactions o serutingze these mmmu and evidute the extent to which they might make
it casier for terrorist groups—-indepe ndm[ Or State-s POy nui«—--m ablain or progess \\mpon-kmbk
Iml'”’?j‘“m‘ nuclear materials. Intelligence services should identify the appropriate indivators ~o as to he able o
Provenion o detect intttatives by terrorists or therr sponsors e set up production plunts

Nuciear

[errarnm

e | 0f Jasers and was contrifuiges for separatmg fissionable sotopes. In addition. fusion reactors are under
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Most significant among these concerns s development tor wide wse by the end of the century or later




long-term development and could be used. at least mitially. for breeding plutonum as fuel for tission
reactors.

The development of commercial laser enrichment plants for uranium s receiving high priority in the
United States and Europe. ay well as a number of other countries. The process can also be used 1o
recover plutonium-239—-u fissile isotope for weapons. The U.S. government is planning to build such 4
laser plant to purity plutonium for nuclear weapons,

Laser and advanced gas centrifuge processes are being pursued commercially because they ofter the
prospect of lower uranium enrichment costs in the civilian fuel cycle than existing gaseous ditfusion and
centrifuge plants. As laser enrichment technology maturcs and becomes avatlable 1n commerce. smaller
laser enrichment plants could be acquired and operated by states. ncluding those supporting terrorism.
to separate out fissionable isotopes of uranium and even plutonium. The nature of the laser sepuration
process makes it relatively easy to operate and hide. Detection is still possible. however. through
monitoring the supply of nuclear materials or the chemical composition of emissions to the atmosphere.

Also of concern is that farge centrifuge plants. designed to produce fow-enriched uranium for power
programs. could be altered clandestinelv by states to produce hightv enriched uranium. usable in
weapons. This matertal conceivably could become uccessible 1o terrorists. In a similiar vein, small
centrifuge cascade svstems could be constructed clandestinely by states to produce small but significant
quantities of highly enriched uranium.

The emergence of commercial fusion power plants is ~till o very distant prospect. Some experts
believe. however. that “ignition™ could be uchicved within a decade. This might open the possibility of
“hybrid™ power generation. i which a fusion reactor. a very prolific source of neutrons. will be used to
breed plutomum in @ surrounding blanket of depleted or natural uranmum: Platonium recovered from the
blanket would be used to fuel fission reactors. Whether such a hybrid phase ol tusion development will
be widely deploved depends on future economic and encray-supph conditions. Development of the
hybrid system could inject lurge quanuties of pidtonium mto commerce. and this could have signiticance
with regard to increased access to plutonium by terrorists and. of course. by nations.

On the other hand. there are some emerging fuel-cvele technologies that may aftect the avatlability of
nuclear weapons-usable matertals by miking them fess uccessible. The development of the
thorium-cvele. for example. opens the possibilite of decreased profiferation und rerrorist risk relative o
plutonium recvele. In its simplest forms. however. the thorium evele stll mvolves risks associated with
TEProcessing (o recover weapon-usible uramium-233 from thorium, even though subsequentiv the
uranium-233 15 “denatured” by mixang 1t wath uranium-223% betore fabrication mto fresh tuel This
difficulty 15 bypassed in ong advanced concept. utilizing low-cnriched uranium “seeds”™ and thorium
blankets. where uranium-233 iy burned in place in the reactor as it is formed m the thorium.
Development ot sueh fuels even 1or se 1n existing power reactors could open the wav tor conversion Lo
Jess proliterative applications of nuclear energy in the tuture.
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APPENDIX: FOR FURTHER CONSIDERATION

The Task Force discussed fong-term nuclear materials policies. These policies have broad implications
for the nuclear arms race and the further spread of nuclear arms and are only indirectly related to future
dangers of terrorism. Since our focus is necessarily narrow—-the threat of nuclear terrorism—-we have
made no recommendations on these policies. We recognize at the same time that the terrorist threat may
pose future risks tor nuclear materials bevond those already associated with the arms race and nuclear
proliferation. In this context the Task Force appends to its report. without recommendation. the
following approach to long-term nuclear-materials policy issues as a matter for further consideration.

PRODUCTION OF NUCLEAR MATERIALS USABLE IN WEAPONS

Current circumstances in the ¢ivil and military nuclear sectors provide polievmakers @ window of
opportunity to inquire as to whether alternative approaches are available to minimize production and use
of fuels usable In weapons. 1Uis o ime when world supplies of nuclear materials not usable i weapons
are plentiful and assured and are availehle as economic fuels for civilian nuclear power and research
programs. It is also a ime when military plutomum sutticient for as many as 60.000 nuclear warheads
already has been produced. and when policymakers and analysts are engaged in a review of whether
more 1s needed now.

Proposals have heen made at different times by each of the superpowers and by other nations for
mutual reduction of stocks of weapon materials. The original concept of the U.S. Atoms for Peace
proposal—-to build up a global pool of power und rescarch tuel by progressively drawing down the
weapon stockpiles—was never implemented. Today. the superpowers have hetween them some 200
tons of plutonium and 1.000 tons of highly cnriched uranum stored in. or available for. their weapons.
These comprise some S0.000 to 60000 nuciear warheads—-virtually all m the world.

Given these circumstances. it 1y prudent to ask whether the means may be avatlable o fimit
production of potentially explostve nuclear matertaly and. at the sume time. o serve national as well s
global economic and security interests. Such an approach would have broad arms-control and
non-proliferation implications if it involved reciprocal actions taken by nuclear-weapon and non-weapon
states.

|. What is available in the way of alternatives to further production of weapon-usable nuclear
materials?

Steps could be taken to minmize and eventually to suspend turther production of weapon-usable nuclear
material throughout the world. w & manner that involves reciprocal actions by stutes possessing and not
possessing nuclear weapons.

The weapon states could take the first step by halting further production of weapon-usable materials in
both military and civilian programs This could he done perhaps in the context of arms control
agreements reducing the size of nuclear arsenals. but the halt need not necessarily awart such an
agreement. The second step could involve suspension by the non-weapon states of production of such
materials in their civil programs as those states considered justitied on national ecconomic and security
grounds.

There could be allowances for limited production of separated plutonium and highly enriched uranium
for long-term civil research. development und demonstration projects if sufficient fuel were not available
from existing stocks. Special provisions lso could be made for weapon states to continue limited
production. as necessary. of highlv enriched uranium for naval reactors and of tritium which must be
replaced periodically in existing weapons. [One Task Force member could not subscribe to such a
statement which. in his view, would seem to sanction the programs of the nuclear-weapon states. |



Reciprocal actions by the weapon and non-weapon states could be tactlitated by establishment of
International storage centers for spent fucl and for surplus stocks of separated plutonium and highly
enriched uranium, Verification of compliance in participating states and of nuclear-material balances in
the storage centers could be donc by mspectors of the International Atomic Energy Agency.
supplemented by national-technical means.

3

Such & package arrangement could be pursued with the aim of bringing #t into force before the Treaty
on the Non-Proliferation of Nuclear Weapons 1< duc for renewal in 1993, and then be reviewed by the
parties every tive vears when the NPT is subject to review,

2. How could such an alternative approach be made feasible?

The feastbility of halting turther production of nuclear materials usable in weapons ts heiped on the
military side by the large stocks of separated plutonium and highlyv enriched uranium that already exist
for use in weapons. and on the civil side by the viable alternatives to a plutonium market that evist
today to permit greater reliance on uranium fuels not usable in weapons.

Under such an arrangement. the weapon states would continue the practice of recveling fissile
materials from old warhgadb nto new ones. Currently, the major source of mat terials for new warheuds
entering the U.S. stockpile is the retirement of old ones. Yet. there could be substuntial arms-control
value m 4 halt in production of additional fisstle material for weapons because this effectively would
place 4 cap on the size of nuclear arsenals.

The production of plumnium {ur weapons by the weapons states. now about 2 tons per vear in the
U.S and a comparable rate in the U.S S R. would halt. and so would the production of highly enniched
uranium for weapons, which the LS. now plans to start again in thc late 19805 after an absence of
production since 196+ In the further event of o mutual agreeniont by the supery pUR eI 1 deep culs in
their nuclear arsenals. the dismantling of nuclear weapons would produce & surplus of fissile material.
the ultimate disposal of which would huve to be agreed o and sapervised by the superpowers under
appropriate mternational auspices.

Venfication of 4 halt in the production of new fissile material couid be Carmed out by mspectors of
the International Atomic Energy Agencs with the ussistance of national t uhllmd [means including, tor
cxample. the use of satellite surveillance. The ability to venty such a halt was acknowledyed as ull]_\ as
the1960s when the proposal was given seiious aticioion by the superpowers,

Special provisions would have to be made to supply the h ghiv enriched man.u..f needed to tuel nusal
reactors. cither by transter from the weapons mventors or. i nuu.\ary by lomated production in
safcguarded facilities. Also. limited operation of production reactors could be allowed to produce
tritium. which decays and 1s replcn'shcd periodically in nuclear weapons. This is casihy distinguishable
froms plutonium production because of dilterent wrget-prepuration requirements and product separation
technigues. [One Task Force member retterated his reservation, stated m the bracketed portion above.
with regard (o appearing to sanction nuclear-weapon programs. |

On the civil side. within the next decade the cumulative amount of plutonium reprocessed from
commercial spent tuel 1s expected to exceed the 200 tons the superpowers now have n their arsenals.
By the vear 2000. if present plans for commercial reprocessing of spent fuel proceed. some 400 tons of
plutomum will have been separated by that time.

The cconomic and energyv-security factors for recovering and ooy ciing plutunan rom speat fuel
could be reussessed in the light of evolutionary changes being made n the design and npcr'mnn of
light-water reactors and current advances i enrichment mhnnln\'\ Together they could reduce uranum
requirements up to 43 per cent by the beginning of the next century. Extending fuel hum-up could
reduce significantly the volume of spent fuel. At the same tme. the plutonivm-tueled brecder reactor
not expected to have an economic advantage over current-generation nuclear power reactors fueled with
non-weapon usable uranium or with thorium tor several decades

Some investments are being made in new technologies o reduce uranium consumption. But the
current global pattern of uranium avadabiliny . the Tow prices and excess eprichment capactiy . and the
slump in the demand for new electrical capacty. all have reduced the eeononne incentives tor greater
uranium efficiency.
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The sume global over-supply conditions may reduce pressures on importing countrics to seek
long-term supply assurances of nuclear fuels. Over the vears. much attention has been paid to the
credtion of an mternational fuel bank and other measures designed to assure countries of tuel supplies
and to chmimate the need to build ther own enrichment and reprocessing plants, But m the face of the
present uranium glut. countries may have little incentive to move quickly on these institutional tssues.
They prefer to make their purchases. at the best prices they can get. on the open market. However, the
work of the JAEA Committee on Assurances of Supply on these 1ssues 15 welcomed and may prove
invaluable in the long run.

The result is that prospects for prompt cooperative eftorts to extend and assure supplies of natural and
low-enriched uranium must now be relatively discouraging unless such efforts can be integrated n an
advantageous way with present needs to manage and dispose of nuclear wastes. Reprocessing of spent
fuel to recover plutonium fuel could be deferred because there are now surpluses of uranium to tuel
power reactors and of plutonium to use in rescarch. development. and demonstration of the breeder
reactor das & long-term energy option.

3. What can be done with accumulating spent fuel if not reprocess it?

An orderfy svstem tor collection, storage and eventual disposal of spent tuel under mternational auspices
would be needed. Without such @ svstem. some nations under legal reguirements or political pressure to
dispose of spent fuel may be lett no choice but to reprocess it Excess plutonium could be collected and
depostted in an IAEA-operated repository. as authorized by the IAEA Statute. and spent tuel could be
coltected under TAEA auspices. as well. tor storage or disposal without reprocessing.

If international arrangements for collection of spent fuel were to prove impossible tor lack of
immediately avaifable sites. spent tuel could be casked and stored domesticallv at reactor sites or at
away-from-reactor facihities unt! such tme o internationa! repositaries were arranged . Some ngtional
populations would have to be educated to the fact that spent-fuel reprocessing need no longer be
regarded as an essential step in nuclear waste management.

4. What can be done with research reactors fueled with weapon-grade uranium?

Another ong-term concern. involving the use of highly enriched uranium as fuel w some 140 civilian
research reactors throughout the world. mav be on ity way (0 solution. Annually these reactors receive
fuel contaming approsimately 1 ton of fissile uranium, coming mostly {rom the United States. The
widely dispersed guantities of weapon-usable uranium are potential turgets {or errorists. particularly on
university campuses where they are most vulnerable. Almost all of these reactors can now be converted
to low-cnriched fuels that have been developed and demonstrated without any significant reduction in
performance characteristics. Conversion is beginning to take place. but still not as rapidly us feasible.

5. Conclusion.

A reciprocal halt by nuclear-weapon and non-weapon states i the further production of weapon-usable
forms of plutonium and uranium. ay discussed here. could promote global as well as national cconomic
and security interests. including « reduction in future risks of nuclear terrorism. Such an approach
warrants serious consideration.
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the company’s Chairman of the Board and Chiet Executive Ofticer He was a pnincipal developer of the
firng cireuits for the first auclear weapons and participated in the assembly and delivery of those
weapons. He worked in the Engincering Department of the Massachusetts Institute of Technology and.
with an MIT colleague. formed Radiation Instruments Co. before joining the three principals of EG&G
in founding that company.

JERROLD POST 15 Director of Behaviora! Sciences tor Defense Systems. Ine.. which conducts policy
analvsis research for the federal government, Prior to joining DSIL he was responsible for developing
and leading the Center for the Analvsis of Persenality and Peliica! Behavior. An Assoctate Professor of
Psychology at George Washington University, he is @ founding member of the International Society of
Political Psvchology,

JOHN REDICK. u specialist on nuclear development and non-proliteranen in Latin Amernea. s a
program ofticer with the W Alton Jones Foundation. Inc.. of Charlottesville. Virginia. He is u lecturer
at the Untversity of Virginia and the former Research Director of the Stanley Foundation

MOHAMED SHAKER 1« the Deputy Permanent Representative of Egvpt to the United Nations, Before
that he was the Representative of the Director General of the International Atomie Energy Agency to the
United Nations. He was President of the Third Review Conference of the Nuclear Non-Prohferation
Treaty in 1985 and 1s the author of The Nuclear Non-Prolijeration Treay.: Orvigin and Implementation.
1959-1979.

CLAIRE STERLING 1~ an American foreign correspendent who has been based in ltaly sinee 1951,
She has reported on European. African. Muddle Lastern, and Southeust Astan aftars for The New York
Times. The Atlantic. Reader's Divest. Harper's. and The New Republic. She is the author of The
Vasark Case. The Tervor Network, and The Time of the Assassing

SHUZABURO TAKEDA i Protessor of Engincering at Toka University i Japan. He holds o master’s
degree in engineering froni Keio Univerain. w Phu.Doin physies from Olno State. and has done research
i chemustry at the University of North Caroling. He s active in nuclear energy activities and serves on

a number of committees of the Japanese Atomie Industrial Forum.

KENNETH TAYLOR was aocareer dipfomat i the Canadian Foreign Serviee from 1939 o 1984
before becoming Sentor Vice-President. Government Affwrs. for Nabisco Brands. Inc. From 1977 o
1980. he served as the Canadian ambassador to fran. He received recogmtion for the Canadian

1

Embassy’s sheltering of siv ULS, diplomats durning the franian hostage cnisis.

THEODORE TAYLOR is Chairman of the Board of Nova Inc.owhich speciahizes mosolar-energy
applications. He is @ nuclear physicist who once designed the United States” smallest and largest atomic
(fisston) bombs. He also designed nuclear rescarch reactors. He has served as Deputy Director
(Scientitic) of the Detense Atomic Support Agency and as an independent consultant to the LS. Atomue
Energy Commission. He 1s co-author twith Mason Willrichy of Nuclear Thefi: Risks and Safeguurds and
1s the subject of John McPhee's The Curve of Binding Encrgy



INGA THORSSON is the former Undersecretary of State for Disarmament in Sweden's Ministry for
Foreign Affairs. She was President of the 1975 Review Conference of the Nuclear Non-Proliferation
Treaty. She also has served as a Member of Parliament. as Ambassador to Isracl. and as chairman of
several United Nations committees.

ADM. STANSFIELD TURNER was the U.S. Director of Central Intelligence from 1977 to 1981.
Prior to that appointment. he served as President of the Naval War College. Commander of the United
States Second Fleet and NATO Striking Fleet Atlantic, and Commander-in-Chicf of NATO’s Southern
Flank. He is the author of Secrecy and Democracy. published in 1985,

MERRILL WALTERS is Director of the Nuclear Planning Group for NATO. Previously he was
Deputy Director and Acting Director of Theater Nuclear Forces in the Department of Defense. He also
has served as Chief of the Strategy and Doctrine Department of the Air War College at Maxwell AFB
and as Chief of the Nuclear and Chemical Section of SHAPE.

MASON WILLRICH is Senior Vice President of Pacific Gas and Elcctric Company. Previously he was
John C. Stennis Professor of Law at the University of Virginia and Director of the University's Center
for the Study of Science. Technology. and Public Policy. He has also served as Assistant General
Counsel of the Arms Control and Disarmament Agency and written Nuclear Theft: Risks and Safeguards
(with Theodore Taylor).

BERTRAM WOLFE is Vice President of General Electric and General Manager of the company s
Nuclear Technologics and Fuel Division. He is President of the American Nuclear Society, as well as a
member of the Board of Directors of the Atomic Industrial Forum and the American Nuclear Energy
Council. He holds a number of patents in the nuclear ficld and is the author of several dozen
publications concerning nuclear encrgy.
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GLOSSARY

BREEDER REACTOR - Fueled by plutonium. the breeder produces more plutonium than it consumes.
The fissile material 15 produced both i the reactor’s core and also in a “blanket™ of uranium. There are
several experimental and demonstration breeder reactors operating but none vet on a commercial scale.
COMMAND DISABLE - A system integrated into the storage container of @ weapon which can be
activated to destroy a weapon’s ability to achieve a signific: ield.

CONTAINMENT - A pressure resistant structure surrounding a nuclear reactor intended to contam
radioactive solids. gases and water that might be released from the reactor in an accident.

CRITICAL MASS - The minimum amount of fissionable material needed to sustain a chain reaction.
The amount may vary according to the tvpe of fissionable material. 1t concentration. its chemical form
and its density. For example. when compressed by high explosives the muss of fissionable material
needed to sustain the chain reaction is reduced.

DEPLETED URANIUM - Uranium having a concentration of U-235 less than the 1.7% found 1n
nature. It iy a by-product of the uranium enrichment process.

EXCLUSION ZONE - The region surrounding a reactor or other nuclear tacility mside the perimeter
fence.

FISSION - The process by which o newtron i ahorhed in o nuaclous of fisgonable material, causang the
nucleus to “split™ and emit more neutrons Both uraniim- 2335 and plutomum- 139 hehave in this manner
FUSION - The formation of a heavier nucleus from two highter ones. and an accompanving release of
energy. For example. i the hvdrogen bomb. which i based on fusion. hydiogen sotopes need a
massive burst of heat and tremendous p pressure betore they will fuse to form o heavier hehum nucleus
and explode.

FUSION REACTOR - A device m the planning stage m which the controlied tusion ot hvdrogen
1sotopes would be contained and sustained. 1t could he used 1o conduct research. produce tissile sotopes
or generate clectricny.

IGNITION (FUSION) - The controlled self-sustamed fusion of hvdrogen isotopes in d fusion reactor.
GAS CENTRIFUGE - A rotating ovimder used for the ennchment of wranium hevafluonde gas, The
heavier U-23% concentrates at the walls of the rotating cvhinder leavimg enriched U-235 near the center.
GASEOUS DIFFUSION - A method of separating the two tsotopes of uranium 238 and 235 by passing
uranium gas through a series of porous barriers. Since the lighter U-235 sotope passes through the pOTeS

more easily than the heavier U-238. the end result 1w zas “enriched™ in U-235 The process requires
huge plants and enormous amounts of efectriciy.

HIGHLY ENRICHED URANIUM - Uranmum in x\hi\'h lhc pcrgcm‘mc of the fissiomable isotope U-235
has been increased from the natural level of O.7¢ al to o greater than 200 usualh
around 90%. Tt is a4 weapon matertal

ISOTOPES - Forms of an element with dilferent numbers of neutrons methe nucicus. Some sotopes of
aranium are U-235 and U-238. of pluwnium. Pu-239 and Pu-240,
INSENSITIVE HIGH EXPLOSIVE - A chemical high esplosive detonated only by speciad means. It

will not detonate under accidental conditions. such \huulx ot fire, or it bullet soused

LASER ENRICHMENT - The process of using high-powered lasers to separate. for example
uranium-233 from uranium-238 or plutonium 33) trom plutonium 240,

LIGHT WATER REACTOR - A reactor that uses ordmary water 10 moderate neutrons and to cool the
core.

LOW ENRICHED URANIUM - Uranium in which the percentage of the fisstonable 1sotope
aranium-233 has been mereased from the natural level of 7% o less than 204 wually 2 0 6% T
not a weapon material.



NUCLEAR FUEL CYCLE - The “evele™ of chemical and physical operations for mining uranium and
preparing 1t for use as fuel n the reactor through its “burn up™ m the reactor core to its removal,
storage. “reprocessing’” for re-use s fuel. or ity disposal as waste.

NUCLEAR FUEL FABRICATION PLANT - A plant where natural or enriched uranium or separated

plutonium 1 made into fuel elements tor use i reactor core,

NUCLEAR POWER PLANT - A plant which converts nuclear enerey mto clectrieity by means of
heating water to make steam which turns a turbine that drives 4 generator.

NUCLEAR REACTOR - A device tor containing a nuclear cham reaction that produces heut. There
are three general types of reactors = power reactors producing electricity, production reactors designed
for the production of plutonium-239 and trittum for making bombs. and rescarch reactors.

NUCLEAR WARHEAD - The part of 4 nuclear weapon containing the fissile materials, fusion
matcrials and related svstems.

NUCLEAR WEAPON - A deviee that releases explosive energs through nuclear fission. or a
combination of fission and fusion.

ONE-POINT SAFE - The detonation of @ nuclear weapon at one point in the high explosive has d
chance of no greater than one in 4 milhion of producing a nuclear exploston with 4 vield greater than 4
pounds of TNT equivalent.

PERMISSIVE ACTION LINK (PAL) - A mechanical combingtion fock or clectronic coded switeh
alluded or integrated mto @ nucledr weapon to prevent tse until i combination or code s inserted.

PLUTONIUM-239 - One of the two tissile materials - the other being L’-“‘\* ————— - that are used 1 the
core of nuclear weapons. It iy made artificrally when U-238 1y irradiuted with neutrons.

PLUTONIUM 240 - The 1sotope of plutonium produced in reactors when o plutonium-239 nucleus
captures a neutron, It can he used in nuclear weapens although its presence is less desirable from a design
standpoint than plutonium-239.

N

REACTOR BLANKET - A aver of U-238 or thopiun-232 wrapped around the core of the reactor. The
blanket 15 composed of atomy that eastly absorb neutrons 1o produce tisstle material, For example.

hl - oy N o tron
uranium-23% becomes "IU Im-23Y after 1t has ahsorbed o ACUiTol.

REACTOR COOLANT - A wubstance. usuadly water, numped throueh the reactor core. (o remove or
\ ) f g

transier heat.

REACTOR CORE - The central purt of the reactor contaming the fue! elements and usually the

moderator.

REACTOR-GRADE PLUTONIUM - This s recovered by an industrial chemical process from the
spent {uel of a power reactor. It iy usuadly detined o have 9% or more ;lul’un'um—NO. atthough the
amount depends on the fevel of exposure of the Tuel n the reactor. \hhuuu tless destrable from a
weapon-design standpoint than weapon-grade plutonium dess than 7% plu[nmum-lﬂ))_ it can be used in
a weapon.

RECYCLE - Reuse in reactors of the uraniuni and plutonium i spent fuel after separation from
radioactive waste in a reprocessing plant,

REPROCESSING - The process by which spent reactor fuel is chemically treated so as to separate the
plutonium and the uranium {rom the wiste.

SAFEGUARDS - The system of auclear material accounting and control administered by the

International Atomic Energy Agency (PAEA G under 1ts Statute and under the Nuctear Non-Proliteration
Treaty (NPT).

SPENT FUEL - Nuclear tuel elements that are discharged from a nuclear reactor after a period of
irradiation and thus contain radioactive fission products.,
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TACTICAL NUCLEAR WEAPONS - Nuclear weapons assigned to support the conduct of battles and
deployed close to likely arcas of military cngagement.

THORIUM-232 - A naturally ocurring isotope of the element thorium in which fissile uranium-233 can
be bred by the absorption of neutrons.

URANIUM - An element that occurs naturally in the earth’s crust in three different forms or isotopes.
Two are important —- U-235 and U-238. the U standing for uranium and the number for the the total of
neutrons and protons in each isotope. The isotope U-235 1s fissile. It readily splits or fisstons when
bombarded with slow neutrons. but it is present only in minute quantities. about 0.7% . in naturally
occurring uranium. More than 99% of the uranium in the earth’s crust is non-fissile U-238.

URANIUM-233 - A fissile. weapon-usable, isotope of uranium that does not occur in nature but 1
made artificially in a reactor by the absorption of neutrons in thorium-232.

WEAPON-USABLE NUCLEAR MATERIAL - This is material suited for use in a nuclear weapon
and is either uranium enriched to about 90% U-235 or plutonium after separation from spent fuel,

YIELD - The total energy released i a nuclear explosion usually expressed in equivalent tons of TNT.
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