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landestine nuclear dealings have long threatened international efforts

to halt the spread of nuclear arms and could contribute to the risk

of future nuclear terrorism Today, this nuclear netherworld em-
braces a broad range of activities, including outright smugghng, the quet
explontation of loopholes 1n nuclear export controls, the purchase of nuclear
goods under false pretenses, and secret R&D work on nuclear weapons
themselves

Fortunately, these activities fall short of constituting a black market com-
parable to that for illicit drugs or conventional arms For now, virtually all
the actuvities in the nuclear underground are pursued at the behest of a small
number of national governments rather than by criminal, dissident, or ter-
rorist groups There appear to be few, f any, independent, free-standing
smuggling networks Furthermore, the commodities ulumately being sought—
nuclear weapons and nuclear weapons material—do not appear to be for
sale, only the equipment and technology needed by nattonal governments
to build the plants to produce them are commercially available !

Sull, this nuclear netherworld may ulumately contribute to the danger
of nuclear terrorism 1n at least three ways First, as national governments
explot thus underground market and nuclear weapons spread to additional
states, the possibility that terrorists will gamn access to them will grow Such
weapons 1n nuclear threshold countries are likely to be more vulnerable to
terrorist seizure than they are in today’s more advanced nuclear weapons
states Moreover, depending on its alignment, an emerging nuclear weapons
state could conceirvably seek to advance its own pohtical goals by sharing
those weapons with ostensibly independent terrornst groups whose actions
it could later disclaim
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Second, terrorist groups mught seek to exploit the nuclear gray market
themselves, using the same subterfuges that national governments use Al-
though n today’s nuclear netherworld, subnational groups cannot obtain
nuclear arms or nuclear weapons matertal and cannot hope to build the
complex installations needed to produce the latter, they might be able to
engage 1n a form of barter with sympathetic emerging nuclear states (for
example, offering raw materials or needed nuclear hardware i return for
nuclear weapons material ).2 No cases of such barter arrangements mvolving
terrorist groups have come to hight, but 1t has been reported that one national
government, Libya, provided uranium concentrate to Pakistan in the possible
hope of receiving nuclear weapons or sensitive nuclear technology 1n return 3
US. officials disclaim the possibility that Pakistan would have offered such a
qud pro quo

Finally, there 1s always the risk that nuclear arms or nuclear weapon
materials will someday become available on the nuclear black market There
is evidence indicating that terronst orgamzations mught well be nterested
in acquering such items Understanding underground nuclear commerce 1n
its current form 1s essenual to preventing such future dangers

Rules for Legitimate Nuclear Commerce

The cornerstone of current nuclear export controls 1s an agreement among
the nuclear suppliers—in essence, the advanced industrialized nauons, in-
cluding those 1n the Eastern bloc—to requure that their nuclear exports be
subject to audits and mspections 1n recipient nattons by the International
Atomic Energy Agency (IAEA) Supphiers have adopted thus requirement for
IAEA safeguards under the Nuclear Suppliers’ Guidehines they negotiated 1n
1976 The requirement 1s also mandated by the 1970 Non-Proliferation Treaty
(NPT), which has been signed by all the suppliers except France *

The commodities that trigger the application of safeguards 1n recipient
countries are worked out 1n negotiations among the suppliers and are spec-
ified 1n an agreed-upon trigger list, which 1s updated from time to time
Manufacturers seeking to export items on this list must report their proposed
sales to the supplier country authorities and obtain export licenses so that
these authonties can verify the ntention of the recipient country to apply
the required safeguards

Many recipient countries are themsclves parties to the NPT and as such
have agreed to place all their nuclear activities under IAEA inspection. How-
cver, Argentina, Brazil, India, Israel, Pakistan, and South Africa have not joined
the pact To support their growing nuclear weapon capabilities, many of
these nonsignatories have quietly attempted to obtain nuclear commodities
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without being subject to IAEA safeguards Iraq, although an NPT signatory,
may have donc hikewise

In addition to the safeguards requirement, the supplier nations have
agreed to exercise restramnt in the sale of the most sensitive nuclear facilities
These include reprocessing plants, which extract weapons-usable plutonium
from spent reactor fuel, and enrichment installations, which can upgrade
uranium from 1its natural state to weapons grade Since France cancelled 1ts
proposed sales of reprocessing plants to the Republic of Korea and Pakistan
mn the late 1970s, there have been no sales of those installations The very
success of these efforts to curtail commercial sales of sensinive nuclear plants,
however, has driven would-be purchasers to the auclear underground, where
at least the components for these facilities can sometimes be obtained

The export of related dual-use commodities—items having both nuclear
and nonnuclear uses—is controlled partly through the suppliers’ trigger list
in the West, many of these items are also controlled through a separate export
control system (known as the COCOM regime), established to prevent ex-
ports of strategic items to the Soviet Union and Eastern Europe > Licenses
are required for these exports, but IAEA safeguards nced not necessarily be
applied 1n the recipient nation because the basis for granting the relevant
export hicense 1s often that the export not be destined for a nuclear end use
Dual-use items controlied through these mechanisms include advanced com-
puters potentially useful for desigming nuclear weapons, equipment for nu-
clear weapons testing, and electronics and hardware potentially usable 1in
nuclear weapons themselves

Despite their seeming comprechensiveness, these controls are far from
being wholly effective As a stream of recent prosecutions has shown, they
are subject to continuous assault by a number of emerging nuclear nations
intent on using the nuclear netherworld The prosecutions provide hard
evidence of clandestine nuclear trade and also show the relative lemiency
accorded offenders, a factor that may encourage would-be nuclear terrorists
to exploit the nuclear gray market 1n the years ahead

Illicit Nuclear Trade

Perhaps the most egregious case of nuclear smuggling in the recent past took
place between 1977 and 1980, when Albrecht Migule, 2 West German bust-
nessman, shipped a nuclear piant to Pakistan 1n sixty-two truckloads and
provided a team of West German engineers to supervise its construction
The facility processes natural uranmum mnto ecasily gasified uranium hexa-
fluoride so that 1t can be enriched for possible use 1n nuclear arms Thus the
plant 1s a critical buldding block mn Pakistan’s nuclear weapons program—- in
the words of one West German official, providing the “yeast for the cake "

Unlike many other nuclear smugglers, Migule was tried and convicted
for exporting the $6 million plant in 1985 He received only a $10,000 fine
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and an eight-month suspended sentence ~ The facility he supplied, now be-
lieved to be operating in the town of Dera Ghazi Khan, contributes to fears
that Pakistan will soon have the bomb

Simularly, i 1976 and 1977, the Dutch automobile transmission manu-
facturer, Van Doorne Transmussie, exported 6,500 tubes of specially hardened
steel to Pakistan, despite warnings from the Dutch government The tubes
were intended to encase high-speed centnfuges at Pakistan’s sensitive Kahuta
enrichment plant, a facility that may soon produce weapons-grade uranmum *
Although Van Doorne executives had acknowledged to one Dutch official
that the tubes were destined for the Pakistanmi enrichment program, the busi-
nessmen were acquitted at their 1985 triat because of ambiguities mn Dutch
regulations implementing the Nuclear Suppliers’ Guidelines ®

Other recent crimmal and cwvil proceedings for similar acts of nuclear
smuggling include the following

The prosecution of the Dutch firm Fysisch Dynamisch Qderzoekslabor-
atorum (Phystcal Dynamics Laboratory) for illegally exporting in 1976
specially designed measuring equipment for Pakistan’s classified Kahuta
uranmum enrichment plant '

The prosecution of Henk Slebos in the Netherlands for ilegally exporting
to Pakistan 1n 1983 a wide-band oscilloscope potentially useful in helping
run the Kahuta plant "

The prosecution in Canada of Abdul Aziz Khan and two accomplices for
the illegal export to Pakistan 1n 1980 of electronic components for mn-
verters, devices used to regulate the speed of centrifuges of the type
used 1n the Kahuta plant *?

US Commerce Department proceedings against Sarfaz Mir and Albert
Goldberg for illegally attempting in 1981 to export zircomum metal (used
to sheathe uranium fuel for reactors) to Pakistan, labeled as “mountain-
climbing equipment '?

The prosecution in Houston, Texas, of Nazir Vaid for attempting illegally
to export to Pakistan 1n 1984 50 krytrons (high-speed electronic switches
used n nuclear weapons) '*

The prosecution of Richard Smyth for illegally exporting 810 krytrons
to Israel between 1980 and 1983 °

The prosecution of Man Chung Tong, in Los Angeles, for attempting to
export high-technology equipment to the People’s Republic of China in
1983 and 1984, including special Polaroid film, measuring devices, and
computers said to be destined for China’s nuclear test site at Lop Nor '

In April 1986, the West German weckly Stern carried a lengthy account
of yet another nuclear smuggling operation involving Pakistan that was con-
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cluded 1in August 1985—and whose perpetrators have apparently not been
brought to justice The account offers a detailed look at the intricacies of
such operations

On August 10, 1985, according to Stern, a shipping company, Global
Internattonal Transport, moved 880 kitograms (1,936 pounds) of specially
hardened maraging steel to a Karachi address '™ The steel had been fabricated
into round bars whose diameter exactly matched that of a German-designed
uranium enrichment centrifuge of the type Pakistan 1s believed to be building
at Kahuta '® Maraging steel is on the hist of items of the Nuclear Suppliers’
Group that require special export licenscs to ensurce cither that the export
will not be used for nuclear purposes or that it will be used only 1n a nuclear
installation covered by JAEA safeguards The Kahuta enrichment plant 1s not
so covered

According to Stern, a small London steel-trading firm, Lizrose Ltd , ong-
inally ordered the maraging steel from the Arbed Corporation of Voelklingen,
West Germany, 1 October 1984 Lizrose 1s run by Inam Ullah Shah, a man
of Pakistani descent Western intelligence agents learned of the order and
persuaded Arbed not to go through with it Two weeks afterward, Arbed
recerved a second order for the same material from Mark Blok, a Cologne
steel dealer, who 1s married to a Pakistant and 1s said to be a friend of Inam
Shah Blok had the material delivered to a Cologne warchousc, thus avoiding
the need for Arbed to obtain an export license The material was then shipped
to Hamburg and on to Karachi by Global Transport, presumably under false
labeling '°

Although these episodes all 1nvolve smuggling acuvities undertaken to
advance the nuclear weapons programs of national governments, one case
that has been the subject of a prosecution mnitiated 1n 1984 by the Itahan
government raises the possibility that a subnational group, the Palestine Lib-
eration Organization (PLO), may have sought to exploit the nuclear neth-
erworld The case 1s also unusual because 1t nvolves an offer to sell nuclear
weapons and nuclear weapons-usable plutonium rather than merely the
technology and equipment necded to derve these coveted products For-
tunately, 1t appears virtually certain that the would-be purveyors never ac-
tually possessed these 1tems

The central figure 1n these illicit dealings, and a defendant named 1n the
Italian indictment, was Glauco Partel, an Italian rocket engineer who served
as an intermediary for back-channel suppliers of conventional arms In early
1982, Partel, at the initiative of an Australian arms dealer, Eugenc Bartho-
lomeus, began offering three atomic weapons for sale—weapons that Partel
subsequently acknowledged did not €xist—l10 4 SEres of potential buyers
with connections to Arab mterests in the Middle East* In all likelihood,
Partel and Bartholomeus intended to use the nuclear weapons as bait to
attract buyers, who would then be told that these weapons were not avaiiable
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but that Partel and company could provide a variety of conventional arms
mstead

One telex from Partel in the prosecutor’s dossier on the case gave the
following details on the offering of the weapons to another intermediary with
close contacts to the Syrian government

Terms of offer Power of units same as Japanese onginal ones ( 20kt) Delivery
will be effected in buyer's country The 3 units are being assembled now
and will be ready for delivery in the first week of March [1982] Testing
|without a detonation] will be effected 1n a neutral country of Europe at
[szc] the presence of the seller and buyer reps/experts Selling people will
arrange for transportation This unit have [sic] not been offered elsewhere
Net price for the 3 units delivered 15 USD 924 mullions Deposit of 462
mitlions On delwvery the balance will be paid *

Other telexes to or from Partel obtained by the prosecution specified that
the weapons weighed 90 kilograms (198 pounds) each, contained 40 kilo-
grams (88 pounds) of weapons-grade uranum (sufficient for a Hiroshima-
s1ize weapon ), and measured 41 inches by 11 inches 2

Although Partel’s approach to Syria apparently fell through, telexes from
the prosecutor’s file grouped under the heading “A-bombs, Arabs” appear to
indicate that Partel did bring one and possibly more groups into serious
negotiations for the weapons One of these imnattves sent Partel and a col-
league on a trip to Iraq In a March 30, 1982, cable to Bartholomeus while
he was 1in Sydney, Australia, Partel hnked the PLO to the “three toys,” a term
considered by the Itahan prosecutor and others who have examined the
entire court file to be a code for the three atomic bombs

Thus 1s the first in a sertes of TEXS reporting on our tnip to Baghdad presenting
the general picture of the whole situation It was apparent that the first
operation—the supply of specific armaments to Iraq—is the security key
for the men involved 1n the operation of the three toys By successful com-
pletion of the first operation the men 1n question are to receave [sic] the
official protection of the Iraqn services throughout thc Middle East and
Europe (not only with regard to Israel but also with nonfriendly Arab coun-
tries) In other words, the two deals were mterconnected We were intro-
duced at the top Iraqr nulitary and political levels by the PLO men
responsible for the three loys and by the Iraq: services %

This reference to the PLO 1s the only one 1in the dossier in connection
with nuclear devices While hardly conclusive evidence (Partel may have
been inflating the accomplishments of his trip ), 1t 15 at least an indication of
PLO mterest in the acquisition of nuclear arms, either directly or through
the organization’s ties with the Iraqs government
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The same telex describes Iraq’s apparent nterest in acquuiring 33 9 kil-
ograms (74 pounds) of plutonium from Partel’s group—plutonium Partel
later maintained was available to the smugglers, although this possibility
seems extremely unlikely “As for the offers submutted to Iraq, the Chief of
Armaments told us they are interested 1n SAM-7 [surface-to-zir musstles] mor-
tars, AH-1s [helicopters] armed with TOWS [wire guided anti-tank missiles),
plutonium, Glauco’s secret rocket system 7?* Although Partel stated 1n a sub-
sequent wnterview that Iraq continued to pursue the plutonium offer through
the summer of 1982 (a claim seemingly supported by telexes among Partel
and his cohorts 1n the court file), the deal fell through in August, when
Partel’s group proved unable to supply samples of the matenal for inspection

In the end, the episode seems to reveal that at least one terrorist group,
and at least one nation that has supported such groups in the past, are
interested n acquiring nuclear weapons clandestinely On the other hand,
the Partel affair also supports the view that despite the existence of seemingly
willing buyers, such weapons and the key materials needed for their fabn-
cation remam unavailable in the mnternational marketplace

Preventive Measures

Clandestine trade 1n nuclear-related commodities that are further removed
from nuclear weapons may still contribute to nuclear terrorsm 1n the future
Curtailing such clandestine trade 1s essential to reducing these risks As a first
step, efforts to prosecute nuclear smugglers must be ntensified and the
penalties increased In Western Europe, criminal laws and export regulations
need strengthenung, and the United States 1s urging 1ts allies to move in this
direction In the United States, where statutory penalties are already tough,
the problem 1s inadequate coordination and follow-through of law enforce-
ment efforts 2 The best remedy for such case management shortcomings 15
more active oversight by sentor officials 1n the executive branch and Con-
gress One approach would be to designate a ranking nonproliferation aide
at the State Department as responsible for coordmating with appropriate
Justice Department officials all nuclear prosecutions and for reporting an-
nually on these activities to Congress

At least as important 1s the need to take diplomatic actron agamnst the
national governments that are directing and benefiting from today’s nuclear
smugglhing activitics These nations should be condemned n international
fora, and aggrieved nuclear suppher states, particularly when they have ob-
tained convictions for smugghng, should strongly confront the nation re-
sponsible and demand that the ilegally obtained goods be returned,
mothballed, or placed under IAEA safeguards so they cannot contribute to
the development of nuclear arms
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Fortunately the nuclecar netherworld remains fraught with obstacles as a
route to nuclear terrorism The existing regime of export controls and 1n-
ternational safeguards continues to restrict merchants in the nuclear gray
market to the sale of components for production that are many steps removed
from the coveted atomic weapons themselves Nevertheless, this success
should not be taken as a cue for complacency The continued circumvention
of nonproliferation measures by national governments not only increases the
risk of nuclear terrorism by facilitating the spread of nuclear arms, 1t also
invites subnational groups to enter the world of clandestine nuclear trade
themselves, if only to obtain items for barter Thus, the tightening of prolif-
eration constraints must be part of any long-term strategy for curbing the
threat of nuclear terrorism

Notes

1 This may not always have been the case In the mud-1960s, Israel 1s behieved
to have diverted weapons-usable highly enriched uranmum from a plant 1in Apollo,
Pennsylvania, run by the Nuclear Materials and Equipment Corporanon (NUMEC)
No additional diversions of nuclear weapons material are believed to have occurred
Although offers to sell such material have been made from ume to time, apparently
they have all been hoaxes

2 Nuclear commodities could, of course, be bartered for nonnuclear imple-
ments of terrorism, such as high explosives or rockets thereby contmbuting to an
intensification of tercronst acuwvaties, although not at the nuclear level

3 John] Fialka, “West Concerned by Signs of Libvan-Pakistam A-Effort,” Wash-
mmgton Star, November 25, 1979

4 The supphers’ guidelines are set forth in Internattonal Atomic Energy Agency
document INFCIRC/254, the paratiel requirements applicable to NPT parties are spec-
ffied 1n TAEA document INFCIRC/209/Add 2

5 COCOM 15 an acronym for Coordinating Committee, an informal organization
of Western governments that meets periodically to ensure consistency in the imple-
mentation of member nations’ respective export control systems In the United States
the principal statutes establishing export controls over strategic goods are the Arms
Export Control Act and the Export Administration Act

6 “Waffenschmied Deutschland” [Weaponsmaker Germany |, Sferrn, November
14, 1984, and interview with a West German official, March, 1985

7 “Achte Monate au Bewahrung fur Albrecht Migule” [Albrecht Migule receives
eight months’ probation}, Badische Zeitung (Freibourg), March 12, 1985, and mter-
views with the presiding judge and West German foreign minsstry officials, May 1985

8 “Report of the Inter-Ministerial Working Party for Investugatng the ‘Khan
Affair, " Foreign Minustry of the Netherlands (mumeo, English version), p 16, and
interviews with Dutch prosecutors and foreign mimstry officials, May 1985

9 The defendants had little to fear in any event Had they been convicted, each
would have received a $6,000 fine and a one-month suspended sentence
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10 The firm was also acquitted because of ambiguities i Dutch law Violet
Cotterell, “Boetes geeist voor verboden export” [Faines demanded for forbtdden ex-
ports], Parool (Amsterdam), October 30, 1984

11 Slebos recerved a six-month suspended sentence and a modest fine Details
of the Slebos prosecution are based on interviews with Dutch and US officials, July
1985, see also “Israel’s Uranum,” Foreign Report, July 19, 1985

12 Khan was acquitted after the prosecution faiied 1o prove the inverters had
been exported The others pleaded guiity and recerved $3.000 fines John ] Fialka,
“How Pakistan Secured US Devices in Canada to Make Atomic Arms,” Wall Street
Journal November 26, 1984, and mterview with the Canadian prosecutor. July 1985

13 Mir was never apprehended, Goldberg’s export privileges were suspended
indefinitely Leslie Matland, “US Studying Forled Bid to Export a Key Reactor Metal
to Pakistan,” New York Times, November 20, 1981

14 Vaid pleaded guiity after three months’ pretrial detention and was deported
to Pakistan Seymour M Hersh, “Pakistani 1n US Sought to Ship A-Bomb Trigger,”
New York Times, February 25, 1985

15 Smyth disappeared before his tnal, the krytrons not 11 use were returned
by Israel, which told the Umted States that the others were bemng employed for
nonnuclear purposes John M Goshko, “LA Man Indicted i Export of Potential
Nuclear Bomb Component to Isracl,” Washington Post, May 17, 1985, US House
Subcommittee on Europe and the Middle East, Heartngs on Developments i the
Middle East, 99th Cong, 1st sess , July 24, 1985, and John J Fialka, “Invesugators 1n
Pollard Case Confront History of Accommodation by U S, Israch Spy Agencies,” Wall
Street Journal, December 18, 1985

16 Tong jumped his $350,000 bail and did not appear for trial Ronald L Soble,
“US Investigates Illegal High-Tech Exports to China.” Los Angeles Times, Apni 11,
1984 Regarding other alleged high-technology smuggling for China, see Maureen
Dowd, *“5 Named 1n Plot to Send Peking High-Tech Gear,” New York Times, February
13, 1984, and telephone commumication with the assistant 1S attorney in charge of
the prosecution, winter 1985

17 Egmont Koch and Simon Henderson, “Auf dunken Wegen zur Atommacht”
[Secret routes to the bomb], Stern, April 30, 1986, p 52

18 “Report of the Intermuinisterial Working Party Responsible for Investigatng
the ‘Kahn Affair, ” Foreign Mmustry of the Netherlfands Dr A Q Khan, a German-
tramed metallurgist, 1s thought to have obtained classified information on this design
in the course of hus work 1n 1975 for the Dutch enrichment program at Almelo,
where the West German design was being vetted

19 The Pakistan: embassy in Bonn, the Stern report states, was involved 1n the
operauon from the beginning A few weeks after the first order was placed with Arbed,
Pakistan’s military attaché visited the steelworks and showed considerable interest n
speciatized steels The most dammng piece of evidence of involvement by the Pakistan
government, however, 1s that Global International Transport sent the shupping doc-
uments and 1ts invoice for shipping the material to the Pakistam embassy 1n Bonn for
payment According to a short note dated August 20, which authors Koch and Hen-
derson apparently obtained 1n the course of their investigation, the shupping docu-
ments and the nvoice, numbered 12240 m the amount of deutschemark (DM) 1,373 38
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(about $660), were sent to embassy counselor Azmat Ullah “per telephone conver-
satton with Mr Shaw.” an alias of Inam Shah

20 ‘Thus discussion 1s based on an examination of the documents 1n the prose-
cutor’s file on the indictment, an in-person terview with one defendant ( Glauco
Partel) and a telephone interview with a second (Carlo Bertoncin ), talks with jour-
nalists covermng the case, and the following news reports “Iraq’s Bid for Plutonium
Foiled,” Energy Daily, June 15, 1984, “Bombes A d’Occase” [Second-hand A-bombs],
Le Matin, June 20, 1984, p 11, “Le Marché nowr de la mort atomigue,” [The black
market 1 atomic death], Le Nouvel observateur, June 22, 1984, p 35, “Unfassbar’
Europaische Waffenmafia Liefert Atombomben fret Haus” [Incredible! European weap-
ons mafia delivers atomic bombs C O D |, Bunte, August 9, 1984, p 102, Peter Nichols,
“Judge 1n a Hurry Indicts 37." Témes (London ), November 19, 1984, E] Dionne, Jr
“Jtalian Case Uncovers an Alpine Heart of Darkness,” New York Times, November 24,
1984, and “Atomuca Connection” [Atomic connection |, [l Mondo, February 25, 1985,
p 42 Significant assistance was also provided to the author by the ABC “Closeup”
tetevision documentary team that investigated this story 1n depth in the course of
preparing a threc-hour documentary, “The Fire Unleashed,” which aired on june 6,
1985

21 Prosecutor’s file, p 3762

22 Ibid,p 3754

23 1bid, p 3783 Emphasis added

24 Ibid

25 Nazir Vaid, tor example, was apparently let off hghtly because the prosecutor
in that case thought that evidence clearly hnking Vaid's krytrons to the Pakistam
nuclear program was lacking As mvestigative journalist Sevmour Hersh has brought
out, however, the prosecution had subpoenaed a cable showing that the krytrons
were ordered 1n Pakistan by one SA Butt—a figure unknown to the prosecutor in
the Vaid case but known well to State Department experts as a man long involved in
Pakistan’s clandestine nuciear affairs Although it was supposedly momtoring the case
closely, State apparently failed to alert the prosecutor to thus key fact Hersh, “Pakistam
in US” In the Smyth and Tong proceedings, a different case management problem
arose the failure to take adequate measures to prevent the fhight of the defendants



Prospects for Nuclear Terrorism:
Psychological Motivations and
Constraints

Jerrold M. Post

omprehensive analyses of the prospects for nuclear terrorism nev-
itably address two major considerations technological and psycho-
logical What s striking about these analyses, however, 15 the great
disparity between the scrupulous attention devoted to technological consid-
erations and the cursory attention given to psychological ones An example
of this disparity 1s the frequently cited study Nuclear Theft Risks and Safe-
guards by Mason Willrich and Theodore Taylor, prepared for the Energy
Policy Project of the Ford Foundation The authors provide rigorous analyses
of the materials, technology, skills, and resources necessary to construct a
crude fisston bomb or radiological weapon They also give thorough attention
to the requirements and elements of nuclear safeguards systems Their at-
tention to detai 1s scrupulous In contrast, only 10 of the book’s 252 pages
are devoted to examining terronst motivations and mtentions, and even that
imited treatment 1s descriptive and superficial
Thus, we are 1n the paradoxical position of having a clearer understanding
of the interior of the atom than we do of the interior of the mind of the
terrorist As 1s the case i the broader area of nuclear strategy, absent a clear
understanding of the adversary's intentions, the tactics and stratcgies devel-
oped are based primarity on knowledge of terrorists technological capabul-
ities and give insufficient weight to psychological motivations

Irrational Act or Rational Choice?

In considering the potenual for nuclear terrorism, Brian Jenkins observes
that the historical record does not contain mcidents in which terrorist groups
have attempted to acquire fissile material for use in a nuclear device ' More-
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over, he observes that inflicting mass casualties 15 yg
the goals of terrorist groups On the other hand, whe
category of psychotic individuals, he 1s led to obsery
responsible for many of the low-level incidents ang
“lunatics have been perpetrators of many schem
concludes that on the basis of intentions alone,
nuclear terrorists, but in terms of capabilities, they
nuclear weapons

Although 1 agree with the overalf thryust of Jenkins’s
quick reading of his analysis could lead to the false conc
danger 1s from irrational actors—from psy

in small groups One could go on to conclude—agan falsely—that there 1s
hittle or no danger from political terrorsts, since political terrorist groups
tend to guide their decision making in accordance with rational political
considerations and 1t does not seem to be 1n the rational interest of pohitical
terrorist groups to engage n nuclear terrorism But, as Jenkins would be the
first to agree, this thinking revolves around a fajse dlchotomy In reality, there
15 a great deal of territory between Irrationakity angd rationality Moarjeover,

rational terronists may reason quite logically, but the fixed premises that are
at the basis of their rauonal calculus can lead to 3 “psycho-loglc” with dreadful
consequences

ually inconsistent with
n Jenkins considers the
¢ that “nuts are probably
Nuclear hoaxes” and that
€s of mass murder” He
psychotics are potential
are the least able to acquire

arguments, an overly
lusion that the major
chotic individugs acting alone or

Terrorist Psycho-logic

In examining terrorist psycho-logic, 1t 1s necessy
analysis individual psychology,

psychology

Iy to utilize three levels of
group  psychology, and organizational

Indiwvidual Psychology

Comparauve studies of terrorist psychology do not
mind Terrorists do not fit into a specific psychs
Indeed, most would be considered to fit withiy ¢
But 1t 1s difficult to conceptualize a psychologc
would carry out an act of mass destruction Ap
chology that would lead an individual to be mot
nuclear terrorism and have the wherewithal 1o 4
a paradox On the one hand, to be motivated
destruction suggests profound psychological d;
in severely disturbed individuals, such as parangyg psychotics On the other
hand, to implement an act of nuclear terrorism Fequires not only organiza-
tional skills but also the ability to work cooperatively with 3 small team To

indicate a unique terrorist
atric diagnostic category
he spectrum of normality
ally normai individual who
attempt to construct a psy-
tvated to carry out an act of
mplement t quickly reveals
Lo carry out an act of mass
Stortions usually found only
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be suffering from major psychopathology, such as paranoid psychotic states,
15 incompatible with being able to work effectively with a small group

On the basis of my understanding of terrorist psychology, 1 agree with
Jenkins's observation that the psychouc individuals most strongly motivated
to commit acts of nuclear terrorsm would be the least able to carry them
out, although psychotic individuals could be—and have been—responsible
for nuclear hoaxes

Psychosoctal Vulnerabilities

Although there 1s no umque terrorist mund-set, there 1s a pattern of psycho-
social vulnerabilittes that renders those who become terrorists particularly
suscepuble to the powerful influences of group and organizational dynamics
In particular, some data suggest that the act of joining a terrorist group
represents an attempt to consolidate an incomplete psychosocial identity
Within the broad array of terrorist groups with thewr disparate causes, a
common feature 15 an unusually strong motivation to belong that 1s coupled
with a tendency to externalize by secking outside sources for personal
inadequacies

A major study sponsored by the Ministry of the Interior of the Federal
Republic of Germany is illustrative * The study of the epidemiology of ter-
rorism found that one-fourth of terrorists had lost one or both parents by
age 14, that a thuird had been convicted in juvenile court, and that those
studied evinced a high frequency of job and educattonal failure The lives of
the terrorists before joining were characterized by social 1solation and pet-
sonal fallure For these lonely, alienated individuals on the margins of society,
the terrorist group was to become the family they never had

Alienation from the family 1s characteristic of a major class of terrorists
whom I term the anarchic ideologues * This class, of which the Red Army
Faction and the Red Brigades are examples, have turned against the generation
of their parents, which 15 identified with the establishment They are dissident
to parents loyal to the regime

In apparent contrast, the nationalst separatists, such as ETA of the Basques
and the Armenian Secret Army for the Liberation of Armenia (ASALA), are
carrying on a family mission they are loyal to families dissident to the es-
tablishment They are not, however, at one with their socicties i spite of
their famuly identification Thus they too have fragmented psychosocial iden-
tities, and for them too, joining a terrorist group 1s an attempt to consohidate
therr 1dentities

To recapatulate, from the perspective of individual psychology, terrorists
are not in the main suffering from serious psychopathology They do not
suffer from mental dlness that could lead to the profound distortions of
motivation and reality-testing one would expect to be associated with the
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driven desire to carry out an act of mass destruction At the same time, they
suffer from psychosocial wounds that predispose them to seek affiliation with
like-minded individuals Thus strong affihative need, coupled with an incom-
plete personal idenuty, provides the foundation for especally powerful group
dynamics

If this hine of reasoming 1s correct, 1t suggests that the terrorist group 1s
an unusually powerful setting for producing conforming behavior Insofar as
the individual psychosocial identity 1s incomplete or fragmented, the only
way the member feels reasonably complete is in relation to the group Be-
longing to the terrorist group for many becomes the most important com-
ponent of their psychosocial identity Indeed, data from terrorist memoirs
and from interviews with terrorists suggest that individuals have a tendency
to submerge their personal identity into a group idenuty The fact that in-
dividual terrorists subordinate their own judgment to that of the group has
major umplications for the question of whether a terrorist group would engage
in an act of nuclear terrorism

A summary review of the evidence, direct and indirect, bearing on the
group dynamics of political terrorism helps clarify thus issue The strong need
to belong becomes a major lever for ensuring the compliance of group
members Andreas Baader, a founder of the Baader-Memhof gang, used the
threat of expulsion to ensure compliance In response to members who
expressed doubt about the group’s violent tactics, he indicated that “whoever
15 in the group simply has to be tough, has to be able to hold out, and if one
1s not tough enough, there 1s not room for him here ”* Wanda Baeyer-Kaette,
who had unusual access to members of the Heidelberg cell of the Red Army
Faction, cites the example of a new recruit discussing an operatton that had
a high probability of producing a high casualty rate > When he questioned
whether 1t was 1deologically proper to conduct an operation where innocent
blood would be shed, a heavy silence fell over the room It quickly became
apparent that to question the decision was to be seen as disloval Moreover,
to question the group judgment was to risk losing his newly won place in
the group

The risks may be much more consequential than the mere loss of one’s
membershup Several conveyed the fear that to disagree actively with the
group and be perceived as dissident was to risk not just membership but life
itself Baumann stated that withdrawal was umpossible except “by way of the
graveyard "¢ Boock, a former Red Army Faction member, commented that
the intensity of the pressures “can lead to things you can’t imagine the
fear of what 1s happening to one when you say, for example, ‘No, I won’t do
that, and for these and these reasons’ What the consequences of that can
be.””

Thus there are great pressures for comphance and conformity that mute
dissent Consider the dilemma of the doubting group member, at once de-
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sirous of belonging yet uncomfortable about an action that runs counter to
his or her principles For this person, ideological rhetoric plays an especially
important role, providing the justification for the contemplated antisocial
act Indeed, as Baeyer-Kaette has noted, a remarkable upside-down logic
characterizes terrorist group discussions But there 1s a psycho-logic to the
reasonng if one accepts the basic premuse that what the group defines as
good 1s desirable and what the group defines as bad 1s evil If the group cause
is served by a particular act, no matter how hemous, the act 1s good by
defimition

Absolutist Rhetoric

The rhetoric of terrorism 1s absolutst, 1dealizing, and devaluing, polarizing
“us versus them,” good versus evil What 1s within the group 1s ideal and not
to be questioned. What 1s without—the estabhshment—is the cause of so-
ciety’s ills and is bad

Throughout the broad spectrum of terrorist groups, no matter how di-
verse their causes, the absolutist rhetoric 1s remarkably similar The absolutist
rhetoric is characterized by sphitting,® an important psychological character-
istic of the borderline personality, a personality disorder disproportionately
represented 1n the terrorist population Lorenz Bollinger, who has had the
unusual opportunity of conducting in-depth psychoanalytic interviews of Red
Army Faction terronsts, found a striking preponderance of borderline mech-
amsms, especially splitung and projecting onto the establishment the deval-
ued aspects of the self while concomitantly 1dealizing the group® To the
extent that the terrorist ideology devalues and dehumanizes the establishment
and identifies it as the cause of soctety’s (the terrorists’) problems, it 1s not
only not immoral to attempt to destroy the establishment, 1t 15 indeed the
highest order of morality By the terronsts’ upside-down logic, destroying
the establishment 1s destroying the source of evil, and only good can result

A brief excursion mto indirect evidence s also in order Studies of the
membership of the Unificaton church of Reverend Sun Yung Moon are par-
ticularly instructive '* They indicate that the more 1solated and unaffiltated
the individual was 1n terms of family and friends before joining, the more
likely he or she was to find membership 1n the church attracive And the
greater was the emotional relief the new member found, the more likely he
or she was to accept instruction to participate in antisocial acts For the
purposes of this comparison, recall the remarkable mass engagement cere-
mony 1n Madison Square Garden, where Reverend Moon assigned fiancés to
1,410 members The individuals who found in the Unification church their
entire sclf-definition were the individuals willing to accept blindly an assigned
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marital partner, a step contrary to the social mores to which these individuals
had been sociahzed

A further major contribution to the power of the group over its members
derives from the relationship between the group and its surrounding society
For the underground group solated from society 1n particular, group cohe-
ston develops n response to shared danger In the words of a member of
the Red Army Faction, group sohdarity was “compelled exclusively by the
illegal situation, fashioned into a common desuny """ According to the tes-
umony of another member, “the group was born under the pressure of
pursuit” and that pressure was “the sole link holding the group together ™2

Thus, the terrorist group represents an almost caricature version of the
fight-flight group Bion described '* The fight-flight group acts in opposition
to the outside world, which both threatens and justifies its existence The
group perceives that the only way 1t can preserve itself 1s to fight against or
flee from the enemy seeking to destroy it This belief that the enemy 1s out
to destroy it 1s not merely a paranoid delusion Although imnally it may
derive from internal psychological assumptions, as a consequence of terrorist
acts, the psychological assumption becomes a self-fulfilling prophecy The
terronist group successfully creates an outside world that indeed 1s out to
destroy 1t

The psychological pressures within the individual terrorists and the psy-
chological tensions within the group are externahized Terrorist groups re-
quire encrmes in order to cope with themselves If such enemies do not
exist, they create them, for if they cannot act against an outside ecnemy, they
will tear themselves apart

The evidence on terrorists thus indicates a pattern of behavior 1n which
the predommant determunant of terrorist actions 1s the internal dynamucs of
the terrorist group If the terrorist group does not achieve recognition as a
feared opponent of the estabhishment, 1t loses its meaning If the terrorist
group does not commt acts of terrorism, 1t loses its meamng A terrorist
group needs to commut acts of terrorism to justify 1ts existence, and 1t needs
to be recognized as a feared opponent in 1ts fantasy war against society

Terrorist Decision Making

If this characterization of terrorist group psychology 1s correct, what are the
implications for group decision making? Would a group able to rationahize
that its causes justify—indeed require—wreaking violence on mnocent vic-
tims be simularly able to rationalize the mass destruction of nuclear terrorism?
Is it a2 quantum leap, an unbnidgeable gulf, or merely an incremental and
inevitable step as terrorist acts escalate mn magnitude? Can we construct a
terrorist psycho-logic that not only permuts but requires nuclear terrorism?
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In addressing this question, 1t s tmportant to emphasize that more than
most other decision-making groups, individual judgment i terronst groups
tends to be suspended and subordinated to the group process Thus the focus
of this inquiry 1s not whether individual terrorists could make such a cata-
strophic decision but whether a group deciding as a group could do so

This approach requires us to address the phenomcnon Janss 1dentified
as groupthink '* Occurring when groups make decisions in tiumes of criss, 1t
1s defined as

high cohesiveness and an accompanying concurrence-seeking tendency
people engage in when they are deeply mnvolved i a cohesive n-group,
when the members’ strivings for unanimity overtide their motivation to
realistically appraise alternative courses of action a detenoration of
mental efficiency, reality testing, and normal judgment that results from 1n-
group pressures '°

Groupthink 1s the characterized by the following features

Ilusions of nvulnerability leading to excessive optumusm and excessive
risk taking

Collective rationalization efforts to dismuss challenges to key assumptions
Presumption of the group’s morality

Unidimensional perception of the encmy as evil (thereby denying the
feasibility of negotiation) or incompetent (thereby justifving  risky
alternatives)

Intolerance of challenges by a group member to shared key beliefs

Unwillingness to express views that deviate from the perceived group
consensus

A shared dlusion that unanimity 1s genuine

The emergence of members who withhold adverse information con-
cermng the mstrumental and moral soundness of 1ts decision from the

group

This cluster of traits would seem to epttomize the decision making of the
terrorist group Of particular importance are the reduction of critical judg-
ment, the assumption of the group’s morality, and the dlusion of invulnera-
bility leading to excessive risk taking

Semel and Minix have nvestigated the effects of group dynamics on risk
taking '¢ In a group problem-solving task, they found that US Army groups
shifted in the direction of riskier policy choices than individual members
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preferred privately Individual tendencies were strongly reinforced and in-
tensified as a result of interactions within the group Also, the tendency of
group members to conform to the preferences of the group was found to
increase with the length of their interaction with the group

The phenomena described by Jams and by Semmel and Minix occur with
psychologically healthy mature adults If mature adults with healthy self-
esteemn and appreciation of their own individuality ¢an slip into such flawed
decision making under the pressures of group dynamics, what of groups
composed of individuals with weak self-esteem who depend on the group
for their sense of significance? Does this circumstance not suggest that these
groups would be subject to distorted decision making to 2 magnified degree?

Distorted decision making 1s not equivalent to total irrationality, however
Looking at the world through distorted lenses 1s not equivalent to being blind
or being subject to visual hallucinations Is there a psycho-logic that, under
the pressure of distorted decision-making processes, could lead a terrorist
group to opt for weapons of mass destruction? Jenkins has noted that “ter-
rorists want a lot of people watching, not a lot of people dead Mass
casualuies may not serve the terrorist goals and could alienate the popula-
tion ”’!” But are there circumstances in which the upside-down logic of ter-
rorists could lead them to want a lot of people dead, where they could be
drawn to conclude that mass casualties could serve their goals and could do
so without alienating the population? If there 1s a psycho-logic that could
lead a group down that path, might not the distorted decision making make
the difference in a close decision?

It 1s useful to invoke here a proposttion advanced by Ariel Merar:, who
has made an important distinction between domestic tefrorsts acung on
their own territory and those acting on the soil of other nations '8 Such groups
as the Red Army Faction and the Red Brigades believe they are in the vanguard
of a social-revolutionary movement They aspire to persuade their country-
men to join their fantasy war against the estabhishment, and they depend on
their countrymen for both active and passive support In attempting to draw
attention to their cause through acts of terrorism, 1t 1s their countrymen they
are trying to influence The same ts true for the terronst group ETA when 1t
1s acting n the Basque region

In vivid contrast, when a group operates across borders, the rules of the
game in terms of the target of influence are quite different As Merar1 has
emphasized, when Palestiman terronsts operate in Isracl, the horror and
disapprobation of the population 1n the target country are not a disincentive,
they are a reward

The 1ssue of audience comes into play too In the media age, each act
has multuple audiences If a group of moderate Palestimans, 1in considering a
particular action, comes to believe that the act would invoke internationat
opprobrium, that belief would mitigate against the action, for they much
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value and need Western approval and would see the act as having the potential
for being a setback to the Palestinian cause In contrast, for radical Shute
terrorism, different weights are probably attached to the reactions of different
sectors of the international audience The degree to which the West 1s al-
ienated by a particular act is probably not a major dissncentive The key point
1s that a group acting across borders 1s significantly less constrained than one
operating within its own national boundaries I beleve it 1s with these groups
that the greatest dangers lie

The Potential for Nuclear Terrorism

An examination of the historical record provides some comfort However
distorted their reasoning, their special psychological calculus, thus far ter-
rorist groups have concluded that nuclear terrorism would not advance their
cause and have rejected that option Lest we draw false comfort from that
historical record, however, let me suggest a scenario where a group might
well have concluded that honor compelled 1t to perpetrate an act of mass
violence and that such an act would advance 1ts just cause Indeed the scenario
15 not a product of fantasy but might have occurred had 1t not been for the
alertness of the Israeli counterintelligence forces In the spiraling cycle of
violence begetting violence that characterizes the Middle East, an act of
terrorism was planned and set into motion that, had 1t succeeded, would
have had catastrophic consequences and could easily have provided a plau-
sible rationale for nuclear terrorist response

When we think of Middle East terrorists, we are pronge to think of radical
Palestinian groups or Shute groups such as Amahl or Hizballah In this case,
the terrorists were zealous Jewish fundamentalists—mnullenarian Kabbalists—
who had formed a cell within Gush Emunim '* Reasoning with a fundamen-
talist logic that has been analyzed by Ehud Springzak, an Israch political
scientist, they planned to destroy the two holest Islamic mosques n Jeru-
salem—in fact, two of the holiest sites in the Islamic world—the El Aksa
Mosque and the Mosque of Omar (the Dome of the Rock) # Only the holy
sites in Mecca and Medina are more mmportant than the El Aksa Mosque,
which is described 1in the Koran as the site at which Mohammed began hus
ninth journey Built in 732 A D, 1t has been the scene of violence 1n the past,
for 1t was on its steps that King Abdullah of Trans-Jordan was assassinated in
1951, to be succeeded after a brief interregnum by his grandson King Hussein,
who was at his side Built in 1691, the Mosque of Omar 1s constdered by
many to be the most magnificent shrine mn Jerusalem

The logic of the Jewish terrorists 1s an example—and a horrifying one—
of the psychological biinders that terrorists can wear, of the twisted psycho-
logic that can lead to actions that can shape history In planning the destruc-
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tion of the holy sites, these Jewish terrorists did not consider the holiness
of the sites, nor did they define therr planned action as an anti-Arab act Nor
did they dwell on the consequences i the Arab world to any significant
degree Their perspective was quite simple The El Aksa Mosque stood on
the temple mount, the holiest place 1n Judassm The mosque was behieved
to stand on the very place where Abraham was instructed to sacrifice his son
Isaac and was the site of the First Temple (built by Solomon 1n 970 B € ) and
of the Second Temple

The millenarians believe that redemption and the coming of the messiah
are due for the year 6000 (1n the Jewssh calendar) The Kabbalist mullenarians
feel that they can help these events occur, and 1If they do not, the coming of
the Messiah may be postponed for another thousand years This 1s why the
Kabbalist band thought they had to help by removing the Mushim shrines,
since according to their belief, the Messiah will rebuild the Jewsh temple
For the fundamentalist Jewish terrorists, the planned destruction of the Is-
lamic holy sites was necessary to restore the temple mount to its original
form Had they succeeded, there 1s hittle doubt that a yibad of worldwide
proportions would have resuited In that climate, nuclear terrorism against
Israel would have been considered fully justified by many i the Islamic
world

There 1s another scenario worth considering—perhaps less extreme but
potentially as far-reaching 1n 1ts consequences Is it beyond the pale to imagine
a terrorist cell in West Germany, obsessed with an escalating arms race,
persuading tself that the only way to avoid a nuclear holocaust would be
forcibly to call attention to its humanitanian cause, and that the most effective
way to do that would be to seize a nuclear weapon, not for the purpose of
detonating it but as a means of capturing the world’s attention? Such an event
could have profoundly destabihzing effects on the North Atlantic Treaty
Organization (NATO) and the polities of the NATO countries most concerned
with the forward deployment of Pershing IIs

In the two examples considered above, [ have moved from considernng
terrorists’ actually detonaung a nuclear device to therwr seizing a device 1n
order to dramatize a cause The next logical step 1n thas progression is one
that, from the point of view of the terrorst group, would involve even less
profound consequences and hence would be more readily considered the
nuclear terrorist hoax If it s technically feasible for a group with a certain
range of scientific and engineering abilities to construct a primitive nuclear
device, 1t is certainly much less complicated for 1t to mount a plausible hoax

Although there have been a number of such episodes, it 1s puzzling that
they have not been more frequent A highly persuasive nuclear terronst threat
can have major consequences The probability may be judged quute low, but
were a group to provide plausible evidence that 1t had fissile materal, could
decision makers afford to ignore its demands? One of the major difficulues
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with the low probabihity—high consequence act of high-technology terrorism
1s that 1t tends to throw normal procedures out the window It 1s generally
recommended that senior policy makers should avoid becoming involved in
terrorist tncidents But should a plausible nuclear terrorism threat be raised,
it would be difficult, f not impossible, for them to avoird becoming actively
involved 1in dealing with the crisis High-level involvement automatically
changes the nature of the crisis and would 1n itself consutute success from
the terrorists’ perspective

The possibility of nuclear terrorism 1s usually discounted because of the
historical record and the logic that it would not serve the terrorists’ goals |
believe 1t 1s hughly likely that plausible nuclear hoaxes will occur with 1n-
creasing frequency It 1s a contingency that requires more active planning
and preparation than it has been given

One final class of actors must be considered terrorist losers Despite a
stated commitment to various causes, the central priority for any terrorist
group or orgamzation 1s to survive And surviving means committing acts
that justify and call attention to 1ts existence What can be said of the terronst
group or faction on 1ts way out, that has lost its support and 1ts headlines,
and, 1n a factional struggle, has lost 1ts influence to a rival group? Desperate
for success, might not such a group ask, “What have we got to lose?” Could
the pressures of group decision making coupled with the requirement for
organizational survival not argue for a nuclear spectacular as a way of re-
gaining prominence? While the constraints raised earhier would continue to
operate, n this case, I would suggest they would be significantly weakened

Summary

To understand the psychological motivations and constraints of terrorists
considering nuclear terronsm, tt 15 necessary first to identfy the important
features of their individual, group and organizational psychology Although
there 1s no one terrorst mind-set, there 1s a pattern of psychosocial vulner-
abilities that renders terrorists especially susceptible to the powerful 1nflu-
ences of group and organizational dynamics In particular, the act of joining
a terrorist group represents for many an attempt to consolidate an incomplete
psychosocial identity A common feature 1s an unusually strong motivation
to belong, coupled with a tendency to externalize, 1o blame the establishment
for personal falures

These characteristics set the stage for terrorist group members to be
unusually susceptible to the forces of group dynamics As a consequence,
there 1s a tendency for individual judgment to be suspended so that con-
forming behavior results Many of the features of “groupthink™ are present,
with 1ts accompanying tendency toward risky deciston making
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In considering the implications of these psychological understandings to
the specific case of nuclear terrorism, 1t 1s emphasized that distorted decision
making does not equate to totally irrational decision making In certain cir-
cumstances, however, the distorted individual and group decision-making
psychology could influence the group toward a high-nsk opuon such as
nuclear terrorism

For terrorists operating within thewr own national boundaries, a terrorist
act producing mass casualties would generally be counterproductive For
groups acting across national boundanies, however, this constraint does not
apply to nearly the same degree Although the opprobrium of the West will
be a constraint for some, 1t will not be equally so for all terrorist groups The
degree of disincentive will relate in particular to the major audience of
influence Thus, Shute fundamentalist terrorists would be less constrained
than radical Palestinians, who would 1n turn be less constraimned than more
moderate Palestinian groups Finally, there are the terronst losers who are
being shunted aside and losing the recogmtion they seek Such a group could
justify a terrorist spectacular in order to regain influence on the basis of a
“what have we got to lose” rationale Other scenarios are possible 1n which
terrorist groups could conclude that an act of nuclear terrorism was required

In thuinking about the possibility of nuclear terrorism, it 18 important to
distinguish between the actual detonation of a device and the use of a device
for extortion and influence The constraints against the latter are significantly
reduced m contrast to acts producing mass casualties The constraints are
even more reduced 1n the case of the plausible nuclear hoax, an option that
can be expected to become more frequent
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Nuclear Weapons Security
and Control

Thomas A. Julian

protection of US nuclear weapons after the Department of Energy

has transferred them to mulitary custody Thus transfer 1s effected in
accordance with a biennial, presidentially approved Nuclear Weapons De-
ployment Plan that allocates the weapons to strategic and nonstrategic nu-
clear forces.! The weapons treated in this study are those covered by the
plan The specific focus 1s their protection while being stored or transported
by the mulitary or when operationally deployed from peaceume storage
worldwide Special attention is paid to 1ssues involved in protecting US Navy
nuclear weapons

T his study of nuclear weapons security and control focuses on the

Definitions

Given the terrorist context of this study, protection 1s defined broadly It
apphies not just to the threat of actual physical seizure of a weapon by
unauthorized people and its detonation—or, more probably, 1ts threatened
detonation. Moreover, unauthorized people encompasses not just terrorists?
but also muitary personnel, both US and allied, particularly from member
nations of the North Atlantic Treaty Organization (NATO) with which the
United States has concluded Programs of Cooperation (POCs) ?

The terms of reference for the discussion here are the U'S nuclear weap-
ons employment policy. It 1s contained in successive (and evolutionary)
presidential directives on the subject—National Security Decision Memo-
randum 242, Presidential Directive 59, and National Security Decision Di-
recttve 13—which lay down the policy for planning the possible employment
of US nuclear weapons 1n support of US national objectives The purpose
of this planmng 1s to deter to the fullest extent possible any conflict with
the Soviet Union and its surrogates
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All the directives affirm the concept of extended deterrence (that 1s, the
threat to employ US nuclear weapons, including first use, on behalf of U'S
allies threatened by the Soviet Union or 1ts client states) The United States
has chosen to further the principle of extended deterrence i the NATO
context by the forward deployment or storage of US weapons during peace-
time at locations within the integrated U S and allied military command called
Allled Command, Europe (ACE) Geographically ACE covers all the conti-
nental members of the NATO alliance and the United Kingdom Withun the
context of NATO strategy and policy, the presence of these weapons mn
Europe 1n part meets the requirement that ACE military forces be capable
of escalatton to combat a Warsaw Pact attack Moreover and most significant,
within the context of NATO’s strategic concept of a flexible response, the
storage of these weapons and their delivery systems in Europe 1s viewed as
coupling the conventional forces of the alhance to the US strategic deter-
rence forces based outside Europe

In view of the significance of these forward deployed weapons to NATO,
1t 18 possible that terrorist organizations might well view activities directed
aganst these weapons, even if they did not actually result 1n the seizure of
one or more, as successful The mere fact of an attack using mortars or rockets
without actually entering or penetrating the storage site could, for example,
generate substantial publicity and/or create anxiety about a nation’s partic-
ipation 1n the NATO integrated military structure, with its explicit emphasis
on shared risk and responsibility At the extreme, these anxieties could gen-
crate domestic political pressures to remove US nuclear weapons from na-
tional territories and to make them more secure by storing them 1n the United
States

Some would argue that the removal of US nuclear weapons 1s precisely
what should be done, even without the stimulus of a terronist attack At the
same time, there 1s 2 well-documented concern on the part of Europeans
that the perception of coupling be maintained, a stance that was painfully
evident during the ground-launched cruise msssile (GLCM) and Pershing 11
deployments (Another indication 1s the current concern with what Europe
views as the potentially decoupling effect of the Strategic Defense Initiative )
U.S and other alliance decision makers see the removal of US nuclear weap-
ons as a step that might irretrievably destroy NATO cohesion Even the most
sanguine person could hardly be optimustic that the present consensus over
security in each alliance nation could be maintained or, at the extreme, that
a credible new deterrent strategy could be agreed to of forward deployment
were abandoned. These forces militate against removal of the weapons

The point of this study 1s not, however, to argue the merits of forward
deployment but rather to argue that the protection of US nuclear weapons
against terrorists must mnchude protection against the loss of their functional
uttlity to US policy There 1s a range of plausible scenarios to suggest that



Phystcal Security and Safeguards * 171

terrorist acts other than seizing a US nuclear weapon (or acts short of
detonation such as nuclear blackmail 1n the event a weapon 1s se1zed ) could
precipitate that loss Regardless of whether all the scenarios are equally
credible, the fact remains that senior alliance officials are concerned about
the possibilities

Within the spectrum of terrorist actions, the theft and detonation of a
US nuclear weapon by terrorists (or by other people) must be considered
the extreme case The mere fact of an attack on a nuclear storage site or of
access by unauthorized people to US weapons could have negative effects
on the weapons’ functional utility 1in a number of direct ways For example,
unauthorized people could damage the weapons so that they could not be
used or could cause a nonnuclear detonation that would stll scatter the
plutontum Even a chalked message on a weapon container symbolizing the
possibility of further action, whether actually carried out or not, might have
a serious mnpact in a country where the public was particularly agitated by
the presence of the weapons

Approach

Specific information about the means and processes through which the se-
curity and official control over US nuclear weapons are maintained 1s gen-
erally classified. Therefore the approach taken here 15 to state a set of principles
that should govern protection I then show how the application of these
principles would serve to realize the fundamental US (and NATO) objective
of preventing unauthorized persons, including terrorists, from gaining pos-
session of US weapons or using them m any way Here, use like protection,
15 defined broadly to mean direct actions such as detonation or indirect
actions such as the generation of publicity for the terrorists’ cause

It 1s also important to define the protective task Clearly 1t 1s to mamntain
the security of US nuclear weapons It 1s far from clear, however, how the
United States or NATO can dissuade terrornists from attacking nuclear weapons
storage sites Thus 1t appears that the task 1s also to find ways to prevent a
decision to attack from being made From a terrorist’s point of view, the
attainment of publicity means success, whatever the undertaking Generally
(though not always) a successful undertaking has involved a hijacking and
seizure of hostages, assassination of an industrialist, or bombing of a govern-
ment mstallation An wnability to achueve these results can have a variety of
adverse results for terrorists, such as demonstrating that the government 1s
cifective and can protect its citizens and facilines, the implication being that
the terrorists’ cause 1s associated with fallure, or losing a trained cadre
Measures that make nuclear weapons storage sites overtly more difficult
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targets could well compel terronsts to seek softer targets that offer a higher
probabuility of success

A secondary reason for developing a framework of protective principles
15 to avoid too spectfic a discussion about the potential valnerabuilitics of U S
nuclear weapons This approach should preclude possibly useful information
from being made available to terrorist groups

The principles I have outlined are derived from a variety of unclassified
sources on US policy, interests, and national objectives They include the
Atomic Energy Act of 1946, as amended, various congressional hearings and
reports, other official documents and pohicy statements, and a small but
significant number of published books and aruicles * Although these principles
are broadly apphlicable to both the strategic and nonstrategic components of
the US nuclear stockpile, clearly both the circumstances of peacetime and
wartime storage and the requirements for their movement vary sharply They
therefore pose somewhat different 1ssues or problems with regard to how
the principles should be applied in specific terms For example, strategic
weapons would be delivered by strategic nuclear delivery vehicles, including
Titan, Minuteman, and Peacekeeper (MX) intercontinental ballistic mussiles
(1CBMs), submarine-launched ballistic missiles (SLBMs), and B-1 and B-52
bombers and crutse missile carriers In peacetime, these strategic weapons
are located within the continental Umited States or at various places under
the oceans, generally 1n one of three configurations or condittons mounted
on their ICBMs and SLBMs, loaded aboard bombers standing alert at various
Strategic Air Command bases, or stored at specially protected sites inside the
general defenses of such bases, not too distant from the runways from which
the bombers would take off

It would be imprudent to rule out the possibility of terrorist access to
these strategic weapons, however, thewr location inherently hmts the op-
portunities for successful access 1n comparison with the nonstrategic nuclear
weapons that currently are or are planned to be deployed forward in potential
theaters of operations outside the conunental United States Because of the
greater risk, the discussion here focuses on the nonstrategic nuclear weapons

Nonstrategic nuclear weapons emploved by theater forces outside the
United States would be delivered by systems whose range 1s less than inter-
continental These systems vary between the so-called battlefield ones (nu-
clear-capable howitzers and Lance mussie launchers) and the intermediate
range GLCM and Pershing II mussiles currently deployved in Europe The latter
can strike targets just short of Moscow from bases in West Germany De-
ployment of these delivery systems and the storage of their warheads on the
European continent 1s an integral element in NATO'’s strategic concept, which
relies on the credible threat of their use to deter the Warsaw Pact

Peacetime forward deployment of US nuclear weapons 1n Europe or 1n
other locations outside the United States potentially places these weapons at



Physical Security and Safeguards * 173

greater risk from terrorist actions The United States has acknowledged pub-
licly not only that nuclear weapons are stored 1n Europe but also the quantity
stored The location of the stored U S. weapons 1s dispersed but keyed to the
peacetime positions of the national forces 0 which the weapons have been
allocated The storage sites have also been chosen to further the principle
of forward defense that 1s integral to NATO’s strategic concept, as well as
the General Defense Plan of the Supreme Allled Commander, Europe
(SACEUR), that also supports forward defense

Although there has been a steady consolidation of storage sites to increase
weapons security in recent years, some 4,600 U S nuclear weapons will still
be located at various sites throughout Allied Command, Europe, in 1988,
even after the 1,400 are withdrawn as directed by the alhance ministers of
defense at Montebello, Canada, in October 1983 Operauonal requirements
dictate that many of these sites be in the Federal Republic of Germany or
nearby 1n other countries of NATO’s Central Region These are the same
locations where the German Red Army Faction and other terrorist groups
have been active The Southern Region countries—Italy, Greece, and Tur-
key—have expertenced similar problems, and the operational imperauves
governing the peacetnme storage of nuclear weapons there also apply In
short, weapons storage in Europe must be responsive to the operational
requirements that flow from NATO’s military strategy In turn, these require-
ments constrain where peacetime storage sites can be located and require
that they be dispersed to some degree The result 1s the creation of a set of
potential targets that comcide with areas where terrorists, who are usually
stridently anti-American, have been or are operating

U.S nuclear weapons stored during peacetime are not the only concern
when it comes to terrorism or other acts by unauthorized people to seize,
damage, or detonate the devices In tumes of crisis or international tension
whose severity the alliance nations all recogmze, NATO would probably
implement its Formal Alert System This system, whuch apphies to the NATO
integrated mulitary structure, COmMpriscs a set of actions, generally sequential,
that the forces assigned to SACEUR commanders (that 1s, the Supreme Com-
mander, Atlantic, and Commander-in-Chief, Channel) are to take as prudent
preparations for possible conflict In view of the forward defense concept
and given that in peacetime the national military ground forces that come
under SACEUR’s command are located rearward, one step in the Formal Alert
System 15 to deploy US nuclear weapons forward to their General Defense
Plan positions, except for nuclear bombs, which must remain at or near the
airbases from which NATO’s aircraft operate Movement of the weapons to
those locations means that they will be more dispersed, a situation that helps
their survivability by increasing the number of targets that must be attacked

Once US nuclear weapons are dispersed, they become more vulnerable
to terrorist actions Because the weapons need to be reasonably near the
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national military untts that might be authorized to employ them, there would
be more ficld storage sites (FSLs) than peacetime storage sites and therefore
more potential targets to choose from Based on inferences drawn from
current unclassified discussions, FSLs do not have elaborate protective struc-
tures Thus, dispersal combined with the conditions of field-type storage
could present greater opportunities for terrorist action

The extent of the opportunities would depend on the degree to which
cavillan movement in the forward areas was controlled by West German
territorial forces or mhibited by the presence of the defensive forces
themselves On balance, 1t must be concluded that the threat of terror-
ism posed by dispersed US weapons 15 shght In this carcumstance, the
greater threat 1s from Soviet special forces (SPETZNAZ) or US or allied
military personnel assigned to fulfill custodial, guard, or other protec-
tive functions but who might decide to act in an unauthorized manner
These possibilities must also be considered when formulating principles of
protection

Principles of Protection

Each of the principles 1s stated and then explored briefly The discussion
contains information from unclassified sources regarding current practices
that illustrate how each principle has been derived 1n Lhight of the context
described earlier

Principle 1: The protection accorded US nuclear weapons against ter-
rorists or other people with similar intent should be provided by means of
a multilayered system that encompasses technical means (equipment and
other direct applications of technology to protect weapons physically or
provide warning), procedures, personnel and structures, and other physical
Jacilities.

A multifayered protective system tends to create a synergistic effect
whereby the protection provided by the whole 1s greater than the sum of
its parts For exampie, technology that prevents physical access to weapons
in peacetime storage for a specified period, when coupled with a guard force
required and trained to respond within that period, provides greater protec-
non than either a delay system or guards alone can provide Layers of pro-
tection also tend to ensure against the fatlure of one element and, presumably
for a terrorist group, raise the level of uncertainty of a successful action
against a peacetime storage site There are several U S -sponsored, alliance-
funded NATO programs involving protective infrastructure that are erther in
the process of completion or have just been completed They do or will
provide extra layers of protection
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These programs were generated by concern over the security of weapons
after the 1972 Munich Olympics and in the face of continuing terrorist
activittes These infrastructure programs include the Long-Range Security
Program, by which the physical facihities at storage sites for US nuclear
weapons in Europe are upgraded (for example, through new fencing, build-
ings, and lighting that meet higher standards of security ); the Weapons Access
Delay System Program, under which physical barrters were erected that delay
the access of unauthorized people to certain types of US weapons, should
the outer defenses protecting the actual storage igloos be breached; and the
Intrusion Detection System Program, which provides sensors to warn custo-
dtans and guards of unauthorized activity directed aganst stored US weapons

The newest layer or element of the system of protection will be the air
force weapon storage vault, which provides for storage of air force nuclear
bombs mn such a way as to increase their survivability, security, and safety
With respect to the problem of personnel contemplating unauthorized acts
(insiders), whether US or allied, there 15 a2 two-man-rule that requires joint
performance of certain key functions, as well as a system of overlapping
clements—that is, one that includes different groups of persennel who may
be either exclusively US or multinational (US personnel will always be
present because of their custodial responsibilities) These measures also tend
to lessen the threat from insiders The actual deterrence of insiders will
depend on successful interaction among the different elements of the pro-
tective system Those elements include, at one extreme, protective features
designed into the weapon itself or perhaps into its protective container

Principle 2: Protection should be an integral part of weapons design.
The core of the protection system should be the security features built
into the weapon 1itself These can provide yet another layer of protection
(and synergy) Of even greater importance, they can provide the most direct
prevention against an unauthorized detonation Government officials in tes-
timony before the US Congress have repeatedly pointed to ongoing programs
designed to increase the safety and security of U 8. nuclear weapons and have
emphasized that the latest of technologies ar¢ incorporated 1nto new weapons
as they are fielded. This point has been reflected in the annual arms control
impact statements, and both the Congress and the executive branch have
been lending important momentum to these programs since the carly 1960s
‘The most significant technological development has been the permussive
action link (PAL) systems ntegral to each weapon PAL systems are designed
to preclude unauthorized detonation of a weapon by requiring the msertion
of a proper digital code before the warhead can be armed The earliest PAL
systems were mechanical combination locks, found on the older 8 inch and
155 mm nuclear artillery projectiles (designated, respectively, W33 and W48
by the Departments of Energy and Defense) stdl 1n the US. inventory and
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currently deployed in Europe The PALs have now evolved nto the elec-
tronically controlled category D and F PAL systems, with switches that can
be individually coded so that only selected weapons can be unlocked These
category D and F PAL systems also incorporate command disable systems
that allow a nuclear weapon to be rendered incapable of a nuclear detonation
through nonviolent means (that is, without using externally applied explosive
devices) built into the weapon itself or 1ts contamner. The new 8 inch (W79)
and 155 mm (W82) weapons have category D PAL systems with thas com-
mand disable feature

The command disable systems, at least those assoctated with the newer
PAL systems, also incorporate the principle of automaticity After a limited
number of attempts to unlock the weapon with an naccurate code, the
weapon automatically becomes incapable of nuclear detonation Clearly au-
tomaticity is preferable to other means that require action by US custodial
personnel (such as activating a switch or lever or, at the extreme, the actual
physical destruction of the mechamsm 1n the weapon that permuts generation
of the nuclear explosion), given that the worst case possibility is the mnca-
pacitation or death of US custodians The combination of PAL and command
disable systems 1s a2 powerful tool with which to prevent the unauthorized
nuclear detonation of 2 US weapon

The PAL systems alone, particularly the category D and F systems with
their muluple code, coded switches, are also a powerful tool for helping
ensure positive control of US weapons Therr status 1s regulated continuously
and effectively, changing only as directed by authorized higher personnel
Systems such as the PAL exemphfy how technological means can provide an
additional degree of certainty over that provided by the routine complex set
of procedures, training, ¢valuation, and scrutiny by military personnel, all
supported by basic military discipline, which are and will continue to be the
primary means of ensuring positive control

A variety of other features that provide either greater safety or security
(or both) to US nuclear weapons also serve as obstacles to terrorists (The
concept of overlapping protective measures 18 exemplified by the mulitary’s
use of the term nuclear surety to mean nuclear security and safety } These
other features include the use of insensitive high explosives (IHE) in modern
weapons to make them resistant to chemucal detonation that would produce
a plutonium scatter One-point safe is another characteristic of the weapons.
It ensures that in the event of a detonation 1mitiated at any one point in the
high explosive system, the probability of achieving a nuclear yield greater
than the equivalent of 4 pounds of TNT will not exceed one 1n a million
Weapons designed to function only when an msertible nucicar component
(INC) 1s placed nside also inhibit terrorists or other unauthorized personnel
from generating a nuclear detonation The degree of security here, however,
depends on where and under what conditions the INCs themselves are stored,
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arrangements that will have to reflect the operational requirements for em-
ployment of the weapon

Principle 3: Protection systems musl not be so cumbersome in either a
figuratwve or literal sense (such as use of equipment or storage facilities
that are deliberately designed to make rapid removal of US nuclear weap-
ons from peacetime storage impossible) that the weapons do not meet the
operational requirements of military forces.

Storage systems can be designed to impose deliberate time delays on
erther physical access to, or the removal of, U S nuclear weapons from peace-
time storage The objective of the delays 1s to permit guards to respond to
alarms or other indicators before the weapon can be damaged, stolen, or
subjected to other unauthorized acts On the other hand, if authorized per-
sonnel have no way to circumvent the designed delay, the system will be
biased toward physical security rather than operational responsiveness (for
example, the capability to respond to directives to disperse the weapons for
survivability or to move them forward that SACEUR mught issue) General
Bernard Rogers, the current SACEUR, has testified that weapons access delays,
measured in minutes, are built into some current US Army nuclear weapon
storage sites in Europe through the weapons access delay system (WADS)
and the new U S Air Force weapons storage vault for nuclear bombs Given
the hugh degree of responsiveness required for forward deployed forces and
the potentially short warming times of attack, given the proxumity of the
probable attackers, the delay times must be reasonably short and, 1t must be
assumed, capable of being circumvented by authorized personnel This bal-
ance between security and operational responsiveness must be embodied n
protection systems if US nuclear weapons are to preserve thewr functional
utility

This principle must also apply to clements of the protection system
applied to US weapons that have been removed from peacetime storage for
dispersal and/or deployment forward Those elements should not inhibit the
rapid transportation of US weapons However, to the degree possible within
the implicit limitations of space, weight, and size relative to the need for
rapid movement, the elements of the protection system that pertain to weap-
ons when they are moved should replicate those provided during peacetime
storage While what might be construed as classic terrorism tends to be
viewed as a peacettme phenomenon, recent indications relating to state-
sponsored terrorist groups suggest that this presumption need not be true
Given the greater range and size of resources available through governments,
combined with the leverage ths assistance gives terrorsts in pursuing therr
objectives, concetvably terrorists with state sponsorship and guidance might
seek to attack US weapons during dispersal or even while located at some
forward storage location. Admuttedly this possibility seems remote because
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of the difficulties that would constrain civihans from operaung freely mn a
country mobihizing for defense In view of other threats (such as from SPETZ-
NAZ) to US weapons as they are going through the various phases of their
operational deployment sequence {for example, 1n the case of ground-deliv-
ered weapons, removal from storage, transportation forward, establishment
at field storage locations, and possible subsequent movement or emplovment
of selected weapons), the need for such protection 15 conclusive, however

Principle 4: Command and control elements and supporting commu-
nications systems must be incorporated into the weapons protection system
to permit responsive action, including weapon movement, employment,
and disablement by authorized personnel while precluding unautborized
personnel and terrorists the opportunity to detonate a weapon, should they
acquire one Command and control elements or subsystems of the overall
weapons protection system are seen as comprising military organizational
structures, including all the appropriate authorities, technical means for
supporting information flows among them, procedures, and other mech-
anisms, among them authentication systems and PALs and command dis-
able or similar physical or technical systems that provide specific means
of preventing the unautborized detonation of a US weapon.

In military terms, the exercise of effective command and control over
US nuclear weapons by the National Command Authorities (the president
and secretary of defense) and thewr subordinate mihitary echelons 1s the
mechanism through which positive control of US nuclear weapons (includ-
ing the maintenance of US nuclear weapons in US custody) 1s ensured, as
required by US law and the nature of the weapons themselves 5 Effective
command and control must cover the possibility of hostile military forces
overrunmung locations where US nuclear weapons are stored and employing
them against US or alhied forces Terronsts and other people operating
without authorization are the other principal threat to US weapons with
which the command and control elements or subsystems of the overall weap-
ons protection systems must deal

In keeping with military organizational principles and as described in
testimony and by various students of the subject, clear hierarchies and special
channels exist through which directives regarding U S nuclear weapons are
required to pass These direcuves start with the Nanonal Command Author-
ities and run down to the unified commander to whom nuclear-capable and
conventional forces are allocated and then to the commanders of the nuclear-
capable delivery forces through whatever interveming command levels have
been established. These forces are the military means with which the unified
commander executes the theater mission The command and control of the
nuclear component of these forces are always handled separately and are
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always dependent on authorizations and directives from the National Com-
mand Authorities

In Europe, SACEUR 1s the focal pomnt of the command and control system
for nuclear weapons deployed within (or specifically allocated to the support
of) Allied Command, Europe, British as well as US He identifies the levels
at which requests for the release of nuclear weapons to be employed by s
forces can originate and has the power to decide whether the requests (or
requests ongmatng at his level) are submitted to the National Command
Authority or the British equivalent

For posttive control, the flow of information among the elements of the
hierarchy must be accurate, imely, and, most important, capable of validation
as to the source cited in the message The familiar systems of message au-
thentication employed by the US mulitary provide the last Typically these
authentication systems require the inclusion m the message of special al-
phanumerics that can be compared to those designated for 2 given tme and
day as stated in the authentication tables distributed to the headquarters of
the relevant commanders In the case of nuclear dehvery units deployed
forward and hence subject to the possibility of overrun, the potential ac-
quisition of authentication tables by hostile forces poses the possibility that
spurious messages could be generated, creatuing confusion and severe prob-
lems of positive control

The capability to validate directives from higher levels in the nuclear
command and control structure, particularly at operational levels, is valuable
chiefly 1n preventing hostile military forces from disrupting US posiuve
control In this regard, it 1s conceivable that terrorists or msiders might also
seek to attamn their objectives by generating messages contaning vahd au-
thentication values but spurious directives mtended to confuse or spoof the
system The nuclear command and control structure, however, must be based
on the far more serious potential for unauthorized persons securing the
proper code with which to unlock and detonate US nuclear weapons

U.S PAL systems are key elements 1n the exercise of effective command
and control over US weapons that are forward deployed on land in support
of operational commanders Positive control requires that the code for un-
locking U'S nuclear weapons be provided to US custodians of the weapons
only at the time the president releases them for employment In operational
terms, this requirement means that the code must be provided through
messages directing the weapons’ use For forward deployed weapons, logic
suggests that these messages must originate at the unified or theater com-
mander’s level, since the forces deployed there are to support his mission
and are under his command In Europe, the US European Command super-
vises nuclear weapons storage and must provide the messages with the un-
locking data to the custodians. During hosulities, the enemy, such as the
Soviet Umon, could conceivably ntercept messages with sophusticated 1n-
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tercept equipment and ascertain how to unlock the coding data with deen-
cryption techmques In peacetime, however, terrorists and other unauthorized
people would not have even this potential source of unlock codes to draw
upon

An unauthorized person with access to a US weapon with an operative
PAL system but without the code to unlock 1t would try picking the lock
That attempt would be foiled by the integral command disable systems A
weapon in terrorist hands that required external activation (such as a switch
thrown) that had been accomphished would still be useless If the system was
of a limited-try type, a certain number of incorrect entries mnserted in the
PAL coded switch would automatically produce the same result This com-
bination of an advanced PAL system with multiple code, coded switches, and
an integral, non-violent command disable system that operates automatically
appears to be the most effective means at present for both strict positive
control of US weapons and prevention of an unauthonzed nuclear detonation

Navy nuclear weapons merit special discussion in the hght of principles
2 and 4 Definitive unclassified data on the security systems associated with
specific navy weapons are not available However, much testunony and other
official information contained n the arms control impact statements provided
by the executive branch to the Congress regarding various US Navy nuclear
weapons, together with information provided orally by former US Navy
officers, tend to confirm that navy nuclear weapons either have not been
designed with integral PAL systems or, 1 the case of weapons used by the
navy and other services that are known to incorporate PALs (such as most
models of B-61 nuclear bombs), the weapons are stored unlocked, at Icast
when on board ship Assuming this conclusion s true, the ssue 1s whether
principles 2 and 4 should be made applicable to US Navy weapons ¢ This
issue is made all the more pointed by the fact that US Air Force strategic
nuclear missiies and air-delivered weapons are protected by PAL devices

Given the potential for terrorism or unauthorized acts by other people,
including dissident US Navy personnel, the issue must be considered from
two perspectives (1) the possibility that such people could achieve their
objectives by virtue of the possible presence of unlocked US Navy weapons
stored on land 1n the United States or 1ts territories or on board US Navy
vessels in port anywhere n the world and (2) the possimlity for unlocked
weapons on board US Navy vessels at sea being employed 1n unauthorized
manner by the crew for whatever reason (such as the belief that the United
States has been attacked on a massive scale and that nuclear retaliation is 1n
order even without National Command Authority direction, a scenario that
1s the most salient concern of those who want US Navy weapons to incor-
porate PAL systems)

As to the first possibility, it 1s generally analogous to the situation of
forward deployed U S. Army and Air Force weapons 1 Europe In the absence
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of PAL and associated command disable systems, the possibility that terrorists
or other unauthorized people will achieve success—if success 1s measured
by the potential to acquire a weapon that can be detonated and to produce
the designed nuclear cffects—is greater The ability of these people to gan
access to a weapon in the first place will be determined largely by the
effectvencss of the other elements of the multilayered protective system
Conversely, whatever other use terrorists might be able to make of any
weapon they acquire, at least an actual detonation would be precluded by a
PAL and a command disable system

The potential for unlocked US Navy weapons on board vessels at sea to
be employed 1n unauthorized manner 1s the more serious concern, although
it 1s 2 special case that, at least on the surface, has little to do with terrorism
Fundamentally this possibility exists because of two factors the relatively
greater difficulty of commumicating with US Navy vessels at sea, especially
the submerged submarimes (SSBNs) that carry the navy’s strategic ballistic
mussiies, and the availability of unlocked nuclear wcapons stored aboard
essentially autonomous combat units that can only be communicated with
via electronic means

with regard to the possible unauthorized launch of SLBMs, apparently
authoritative US Navy sources have described an intentionally comphicated
and (one must assume) lengthy process for launching these mussiles The
process can begin only upon specific National Command Authonty direction
and mvolves not only the two-man rule with respect to the authorizing
message but also the performance of a large number of sequential actions by
separate individuals (an unidentified senior navy official has estimated they
number thirty) Ostensibly any participant in the launch process can stop it
if he has reason to believe the launch 1s not truly authorized Thus the navy
relies on the human factor rather than on physical and technical means (at
least 1n the sense of a PAL system) to maintain the requisite positive control
over 1ts nuclear weapons, including SLBMs

Especially 1n the case of SLBMs, the navy obwviously believes that 1t can
ensure effective command and control by means of the extremely careful
selection and monitoring procedures 1t has established for 1ts submarine
crews, their well-known discipline, and therr frequent practice of procedures
for launching (they include becoming famuliar with the sound of the voices
that would provide nputs to the launch procedure ), particularly when this
approach 1s coupled with the absolute requirement for a specific National
Command Authority directive to launch

The navy’s tactical nuclear weapons are subject to the same kinds of
procedural checks and balances (or votng on a launch, as 1t has been de-
scribed), although the human factor may be somewhat more problematical,
since the crew of a surface vessel may not meet the standards required of
submarine crews in entircty The mmplications of unauthorized employment
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of tactical navy weapons are potentially somewhat less alarming, although
the employment of any U S nuclear weapon must be viewed as producing a
qualitative change 1 any ongoing hostilities, with consequences that are
difficult to calculate Certainly the loss of a major Sowviet fleet unit to a U.S
Navy nuclear weapon, or ¢ven a Soviet SSBN, is hardly comparabale to the
loss of a Soviet city from a US bomber or ICBM attack However, the prob-
ability of a US Navy commander’s somehow employing a tactical nuclear
weapon as a weapon of choice rather than a conventional weapon designed
to perform the same mussion (such as torpedoes or depth charges 1n anu-
submarine warfare) seems low

In this regard, 1t 1s instructive to know that there appears to be a virtual
lack of UGS Navy doctrine on how to employ its tactical nuclear weapons, a
situation that has been commented on critically by a number of national
security analysts 7 These critics appear to have overlooked the fact that this
gap implies a preference for conventional weapons with which to perform
the same naval missions (for example, antisubmarine warfare, anti-air warfare,
and antisurface warfare), for which carefully designed doctrine and tactics
have been developed and are continuously exercised by US. Navy vessels
assigned these combat functions There 15 a concept, advanced recently by
Desmond Ball, that a use-or-lose syndrome militates for use by the U.S Navy
of tactical nuclear antisubmarine warfare weapons 1n a war at sea in which
Soviet attacks were on the verge of destroying the navy's underwater sensor
system for detecting Soviet submarines * The argument seems singularly un-
persuasive when set 1n the context of tactical engagements at sea These
events require extremely responsive weapons systems, and the uncertainty
of securing timely NCA release of the navy’s tactical nuclear weapons provides
an additional reason why conventional weapons are indeed the navy’s choice

This analysis of the potential for unauthorized employment of either
strategic or tactical US Navy nuclear weapons suggests that the trouble-free
history of effecuve navy command and control can be extrapolated with
confidence into possible future wartime situations However, integrating PAL
systems into present and future U.S Navy nuclear weapons through retrofit
or design has potential utibty On balance, 1t may be desirable to put PAL
systems with command disable features on these weapons PAL systems would
provide the physical and techmcal means of raising to the maximum the
already extremely high probability that effective command and control can
be maintatned over SLBMs 1n all situations, including during a communica-
tions loss Any cost in terms of tiume as a result of adding another step to the
launch process, already deliberately designed to be complex, would be muin-
imal and should have no significant impact on the responsiveness required
of strategic weapons As to the tactical nuclear weapons carried on board a
ship, PAL and command disable systems would provide another layer to their
protection systems, an addition that would be particularly advantageous dur-



Physical Security and Safeguards + 183

1ng port visits anywhere in the worid but especially in those areas where the
visits are visible demonstrations of US mterest and power but where the
potential for terrorist activities 1s high (as 1n the Middle East)

Principle 5: Protection systems against lerrorists or other persons with
similar intent must be effective and reliable under a wide range of geo-
graphbic and climatic conditions.

The emphasis up to this point has been on US nuclear weapons planned
for or already forward deployed in Allied Command, Europe This focus 1s
understandable because a great deal of unclassified information about US
weapons stored 1n various alliance countries 1s available It i1s important not
to overlook the fact, however, that US policy and worldwide force posture
may require the forward deployment of US nuclear weapons in other areas
of the world where terrorist activities could be directed against US weapons

The Republic of Korea is the one other geographic area in the world
besides Europe that a US secretary of defense has specifically discussed m
the last ten years as a place where US nuclear weapons might be employed
mn support of a US. ally Thus it 1s possibie that during a crisis U S. weapons
might be deployed to the Korean peminsula, a place markedly different in
many ways from Europe There are also other areas, notably the Middle East,
where 1t 1s possible to concetve of U.S nuclear-capable forces being deployed

In the light of the differences of these areas, the various layers or elements
of the mululayered protection system must be flexible enough to adapt to
the spectfic conditions of each one, with the overall mix of layers providing
the requusite level of protection For example, larger guard forces located at
storage sites to respond to terrorist actions could conceivably be necessary
for US weapons stored in South Korea, given the rugged topography and
potential for interdicting augmentation forces responding from other locations.

Principle 6: Protection systems must include elements to facilitate the
recovery of US. weapons that may have been removed successfully from
peacetime storage by terrorists or other people with similar intent,

One logical element in this regard should be specific additional bilateral
agreements that address this contingency between the Umited States and those
nations with which it has established programs of cooperation (POCs) cov-
ering US. weapons forward deployed on therr soil These agreements pre-
sumably would specify mdividual and mutual responsibilities for recovery
actions, establish channels for bilateral and multulateral coordimation of these
efforts, and provide for external assistance as appropriate Given the relauve
propinquity of international borders in most of the known POC countries,
the agreements maght also cover hot pursuit and rules of engagement should
the terrorists be brought to bay
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The agreements would not be of direct assistance n locating a stolen
US nuclear weapon if original contact with the perpetrators of the theft was
lost For this purpose, the US has developed the Nuclear Emergency Search
Team (NEST) The NEST was orgamzed specifically as a means of dealing
with possible nuclear terrorism It uses various sensors, including sensitive
gamma ray detectors, to fulfill its functions, which include detecting stolen
nuclear weapons, nuclear materals, or improvised nuclear devices, and 1t
utilizes the technical skills, experience, and knowledge of senor scientific
advisers, physicists, engineers, electronic specialists, computer analysts, and
instrument specialists from the Los Alamos, Lawrence Livermore, and Sandia
National Laboratories, as well as from supporting contractors

NEST’s capabilitics can be talored to provide a graduated response ap-
propriate to the nature of any incident, the number of people deemed nec-
essary (which could range from 2 to 200), and the types of equipment
required, whether airborne, handheld, or groundbased suitable for roadblock
monitoring Given the basing of NEST 1n the continental United States, as
currently structured 1t may not be entirely suitable for meeting the requure-
ments of this protection principle It seems obvious that NEST capabilities
would be most valuable in faciitating detection of a stolen US nuclear
weapon 1f its capabilities were applied within a very short time of the theft,
ideally while the weapon was still being transported to its mitial mding place

Although NEST capabtlities are configured to be moved by awrcraft, the
time necessary to traverse the distances between the United States and prob-
able or known locations of forward deployed US nuclear weapons through-
out the world is still long It 1s certainly long enough to raise questions about
how effectively NEST capabilitics might be brought to bear upon a theft,
particularly if 1t occurred n the highly urbamzed areas of Western Europe
where a variety of ways of shielding gamma radiation could be applied

Political and Cost Considerations

Pohtical and cost considerations tend to merge in NATO, where common
funding under the NATO infrastructure program 1s an intensely political 1ssue
The infrastructure program was created primarnly to provide faciliies and
other special capabilities for the integrated military structure, with procure-
ments subject to international competitive bidding 1 which national com-
parues and multnational consortia drawn from the alliance nations participate
The domestic political repercussions of infrastructure projects won or lost
can sometimes have substantial impacts on the fortunes of alhance govern-
ments (including the United States) that usually work assiduously on behalf
of their nationals’ interests Moreover, alllance governments other than the
United States have historically tried to keep the total NATO infrastructure
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low 1n order to avoid domestc criticism of therr budgets, which must include
their proportionate share of the common NATO infrastructure annual budget

On the other hand, the US government has generally sought to increasce
the level of infrastructure funding because of continuing concern about NA-
TO’s military posture and because of congressional pressure to get the other
alliance members to bear at least part of the cost of improvements This
congressional concern has also manifest itself 1n a general unwillingness to
countenance U$ prefinancing of infrastructure projects Prefinancing-—that
is, inmtial funding by a nation of a project thought to be chgible for NATO
common funding—is an accepted way for a country 10 fund and procurc
stems more quickly than 1s possible under standard infrastructure processcs
Prefinancing, however, involves a degree of risk, albeit generally shght, that
the projects being prefinanced might not ultimately be accepted for common
funding by the alliance as a whole There is also sometimes a substantial delay
in recouping the funds expended by the prefinancing nation Historically,
however, funding by NATO of projects related to improving the security of
US nuclear weapons has been relatively €asy to obtain, and the US Congress
has tended to support prefinancing of these projects with less difficulty

This pattern does not mean that funding for new security improvements
will be cither timely or as easy in the future The three large security-related
infrastructure projects—the Long-range Security Program, the Weapons Ac-
cess Delay System, and the Intrusion Detection System Program-—have 1n-
volved substantial expenditures that are stll ongoing It can be anucipated
that US initiatives for new infrastructure programs spectfically designated
to improve security will be scrutinized closcly by US allies The reason 18
that such initiatives tend to ratse questions about the need and value of the
earlier security programs that have not yet all been completed.

An additronal factor on the NATO side that may well generate resistance
to new security imtatuves, at least in the near term, 15 the fact that the si1x-
year NATO infrastructure program approved by the alliance munisters in
December 1984 represented a substantial mcrease in funding over previous
programs sought by the United States It was approved only after hard bar-
gaining and considerable US pressurc On the US side, in spite of a record
of good congressional support for NATO security programs, including their
prefinancing, the intense pressure to cut the defense budget stemming from
the Gramm-Rudman-Hollings legislation may generate much weaker support
than n the past Congress may also question why anything new 1s needed
when large sccurity programs for Europe have been funded already and
partially executed

More purely poltical considerations with regard to improvements in
security may arise from the nature of specific security ymprovement programs
developed 1n accordance with the principles presented mn this study For
example, programs that seem to reflect a lesser emphasis on security in favor
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of the operational utility of US weapons might generate alliance Opposition
They might be construed as proof of a long-standing Soviet assertion that the
United States would rather fight a nuclear war with theater weapons on
European soul than deter a conflict through the threatened use of U § strategic
systems Additionally, 1t 1s probably true that some European political op-
positton might be based on a fear that, in the absence of a clear terrorist threat
to nuclear weapons that would militate for funding, overt attention to weap-
ons sccurity might actually precipitate terrorist actyvities against them

Recommendations

‘This study of US nuclear weapons security and control has quite consciously
not approached the subject from a rigorous analytical perspective To do so
would have required the use of classified information that, even if 1t were
available, would have been mappropriate A comprehensive data base would
have been required, including descriptions of current facilities, procedures,
and processes for protecting US nuclear weapons against terrorists, and the
status of the various upgrade programs. If this data base had been available,
it might have been appropriate to make a bastc recommendation that the
principles presented 1n this study be used to assess the degree to which the
baseline (1including upgrade programs) adheres to these principles This as-
sessment, 1in turn, could have provided a basis for recommended changes to
ensure greater future consistency with the principles

Absent a detailed data base, the most appropriate basic recommendation
15 that the approach of this study—that 1s, the use of a broad set of protection
principles—be considered by responsible US government officials with ac-
cess to the necessary classified information as a possible basis for evaluating
the actual baseline U S unified commanders generate and submuit to the Joint
Chuefs of Staff documents called required operational capabilities that identafy
the addiuonal capabilities (for example, survivable Command, Control and
Communications systems ) needed by the theater commander to perform his
mission [t appears that no parallel effort has been directed specifically at the
subset of security relating to terrorism

Three specific recommendations flow from the discussion of the prin-
ciples stated here

First, programmed modermzation of US nuclear weapons should be
accelerated as a matter of the highest prionty in order to ensure that these
weapons, especially the ones that may be planned for forward deployment,
incorporate the latest PAL and, as appropriate, command disable technology
The latter should encompass the principle of automaticity 1o preciude the
possibility of an unauthorized unlocking of a usable US weapon Barring the
possibihity of retrofit, implementing this recommendation should involve, at
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a minimum, the accelerated production and forward deployment of the new
W79 and W82 weapons (presumably without their enhanced radiation ca-
pability) to replace the older W33 and W48 weapons

Second, U S. Navy nuclear weapons requirements should be reevaluated
with regard to the technical, cost, and operational feasibility of incorporating
modern PAL systems and, where appropriate, command disable systems 1nto
the weapons Although the various scenarios advanced by critics of US Navy
policy regarding PAL systems are not necessarily persuasive, the marginal
increase 1n positive control that the systems might provide would remove a
continung source of criticism and might yield an addituonal element of sta-
bility of the perceived U S -Soviet strategic balance PAL and command disable
systems could provide additional flexibility and better securnity for the de-
ployments of certain U.S Navy tactical weapons This gain could be especially
valuable for possible contingent deployments of air-delivered nuclear ASW
weapons on foreign soil

Thurd, ongowng research and development programs must emphasize ways
to prevent unauthorized access to U § nuclear weapons, as must the continual
monitoring by officials of proposals to improve weapons security. The po-
tential impact on alliance public opmion and governments that would result
from a terrorist’s merely gaining physical access to a US weapon is such that
finding ways to decrease the probability of that event is cssential Assuming
that weapons modernization with the objective of putting 1n place the most
advanced PAL and command disable systems has taken place, these measures
should provide sufficient guarantees against the possibility of an actual ter-
rornist detonation of a stolen weapon

Notes

1 The term nuclear weapons 1s used throughout this report to denote nuclear
bombs and nuciear warheads for mussites and artillery rounds, whether or not the
warheads are mated with their associated mussile bodies or artillery shells

2 The word terrorist as used here denotes indwviduals or groups such as the
Red Army Faction, Red Brigades, and Fighting Communist Cells An interesiing dis-
cussion of how else the term mught be defined 1s contained 1n Thomas C Schelling,
“Thinking about Nuclear Terronism,” International Security 6 (Spring 1982) 61-77

3 These POCs comprise a set of bilateral agreements concluded 1n accordance
with the Atomic Energy Act of 1946 that establish the conditions and mutual and
individual responsibilities of the signatory nations with regard to US nuclear weapons
provided for possible employment by aliied military forces

4 These are listed 1n the chapter Bibliography They also constitute the sources
for the data used in the discussions that foliow These sources have not been footnoted
in the text to avord breaking the flow

5 As early as the August 1968 version, the goverming Department of Defense
directive, number 5210 41, “Security Criteria and Standards for Protecting Nuclear
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Weapons,” was explicit that “nuclear weapons require special protection because of
therr political and military importance, their destructiveness, and the attendant con-
sequences of an unauthorized detonation” (August 14, 1968, p 3)

6 Principle 2 states that protective capabilities aganst terrorsts or the acts of
other unauthorized people should be an integral part of weapons design Principle 4
states that command and control systems for nuclear weapons should incorporate
physical and technical systems to prevent the unauthorized detonation of US nuclear
weapons

~ The latest 1s Desmond Ball “Nuclear War at Sea,” International Security 10
{(Winter 1985—1986) 3—31

8 Ibid

Bibliography

«Cosmos Puts US Teams to Test” Los Angeles Times, February 12, 1978, p 8

Ball, Desmond “Nuclear War at Sea " International Securily 10 (Winter 1985—1986)
3-31

Cochran, Thomas B, Willlam M Arkin, and Milton M Hoemg Nuclear Weapons
Databook Vol 1 US Nuclear Forces and Capabilities Cambridge, Mass Bal-
linger Publishing Company, 1984

Legge, ] Michael Theater Nuclear Weapons and the NATO Strategy of Flexible Re-
sponse Santa Momnica RAND, 1983

Mayer, Lawrence “Faisafe and Subs Should We Trust the Navy to Trust Itself””
Washington Post Magazine, September 30, 1984, p 7

North Atlantic Assembly Special Commitiee on Nuclear Weapons in Europe Nuclear
Weapons in Europe Brussels North Atlantic Assembly International Secretarat
1984

Scheling, Thomas C “Thinking about Terrorism ” International Security 6(Spring
1982)61-77

Stockholm International Peace Research Institute Tactical Nuclear Weapons Eu-
ropean Perspectives. New York Crane, Russak & Company, 1978

US Congress House Committee on Appropriaiions Mzltary Construction Appro-
priations for 1985 Hearings before a Subcommiuttee of the Commuittee on Ap-
propriations 98th Cong, 2d sess, 1084

House Committee on Armed Services Hearmgs on HR 2496 Department

of Energy National Security and Military Apphications of Nuclear Energy Au-

thorization Act of 1984 before the Procurement and Nuclear Applications Sub-

committee 98th Cong., 1st sess, 1983

House Commuttee on Armed Services Hearings on HR 5263 Department

of Energy National Securily and Military Applications of Nuclear Energy Act

of 1985 before the Procurement and Military Nuclear Systems Subcommitiee

98th Cong, 2d sess, 1984

House Commttee on Armed Services Hearings on HR 1873 Depariment

of Energy National Security Programs Authorization Act for Fiscal Years 1986




Physical Security and Safeguards * 189

and 1987 before the Procurement and Milttary Nuclear Systems Subcommitlee.
99th Cong, 1st sess, 1985

House Committee on Armed Services US Military Commuiiments to Europe
Hearings before the Ad Hoc Subcommattee of the Commutiee on Armed Services
93d Cong, 2d sess, 1974

House Committee on Foreign Affairs The Modernization of NATO's Long-
Range Theater Nuclear Forces Report Prepared for the Subcommittee on Europe
and the Middle East of the Commuitee on Foreign Affairs 96th Cong, 2d sess,
1981

House Committee on International Relations First Use of Nuclear Weapons
Preserving Responstble Control Hearings before the Subcommittee on Inter-
nattonal Security and Scientific Affawrs of the Committee on Internationai
Relations 94th Cong, 2d sess, 1970

House Atomic Energy Act of 1946 and Amendments. Washington, DC US
Government Prinung Office, 1975

Jomnt Commuttee on Atomic Energy Development, Use and Control of Nuclear
Energy for the Common Defense and Security and for Peaceful Purposes. First
Annual Report to the United States Congress Pursuant to Section 202(b) of the
Atomic Energy Act, as Amended, 94th Cong, 1st sess, 1975

Joint Commuttee on Atomic Energy Military Applications of Nuclear Tech-
nology Hearings before the Subcommuiitee on Military Applications of the Joiunt
Commuittee on Atomic Energy 93d Cong, 1st sess, pts 1-2, 1973

Joint Commuttee Print Fiscal Year 1985 Arms Control Impact Statements
Statements Submitted to the Committees on Foreign Relations of the Senate and
the House of Representatives 96th Cong, 1st sess, 1984

Jomnt Committee Print Fiscal Year 1980 Arms Control Impact Statements
Statements Submitted to the Committee on Foreign Relations of the Senate and
the House of Representatives 96th Cong, 1st session 1979

Senate Commuttee on Armed Services Department of Defense Authortzation
for Appropriations for Fiscal Year 1985 Pt 7 Strategic and Theater Nuclear
Forces. Hearings before the Committee on Armed Services on § 2414 98th Cong,
2d sess, 1984

Senate Commuttee on Armed Services Department of Defense Au thorization
for Appropriations for Fiscal Year 1 986 Pt 3 Unified Commands Binary
Chemucals, Hearmgs before the Commitlee on Armed Services on § 674 99th
Cong, 1st sess, 1985

Senate Committee on Foreign Relations Nuclear War Strategy Hearmg
before the Conmmittee on Foreign Relations 96th Cong . 2d sess, 1981

Senate Commuttee on Foreign Relations Nuclear Weapons and Foreign Pol-
icy Hearings before the Subcommiltee on US Security Agreements and Com-
mitments Abroad of the United States Senate 93d Cong, 2d sess , 1974
Senate Commuttee on Foreign Relations Post-Deployment Nuclear Arms
Control in Europe A Staff Report Prepared for the Commitiee on Foreign Rela-
tions 98th Cong, 2d sess, 1984

Senate Commuttee on Foreign Relauons US Security Issues in Europe Bur-
den Sharmg and Offset, MBFR and Nuclear Weapons A Staff Report Prepared



190 * Background Papers

for the Use of the Subcommuittee on US Security Agreements and Commitments

Abroad 93d Cong, 1st sess, 1973

Senate Committee on Government Operations 7he Atlantic Alliance Hear-
ings before the Subcommuatiee on National Security and International Opera-
tions. 89th Cong., 2d sess, pt 1, 1966

US Department of Defense Secretary of Defense The Theater Nuclear Force Posture
m Europe A Report to the United States Congress in compliance with Public
Law 93-365 Washington, DC US Goverament Printing Office, 1975

Wade, Troy E Statement “The Kinds of Responses It Is Prepared to Handle, and
Examples of Some Recent Catiouts ” Before the Subcommuttee on Crime of the
House Comnmuttee on the Judiciary, November 12, 1981




Physical Security of Nuclear
Facilities

Herbert Dixon

Regulatory Commission (NRC) are responsible for providing adequate
protection to nuclear facilities, materials, and shipments under civihan
control Of the two, DOE's task 1s somewhat more critical, since generally
the nuclear materials it handles can more readily be converted 1nto a nuclear
weapon, and it 1s responsible for nuclear weapons prior to therr transfer to
military custody
A protection system should be able to deter attacks by making the price
of entry too high for all but the most dedicated and determined likely ad-
versaries in terms of personnel, equipment, and skills That security mssion
has several fundamental elements definition of the threat, design of a security
philosophy, identification of the systems and processes to be used to deter,
detect, and deny access to intruders, and decisions as to the requured training
and the tacucs that will neutralize the threat.

I n the United States, the Department of Energy (DOE) and the Nuclear

Defining the Threat

The basts of the security system 1tseif 1s the potential threat The definition
of the threat must go well beyond numbers of adversaries to include detailed
characteristics, such as method of attack, armaments, and speed of movement
Although 1t is impossible to protect against all threats, the most likely ones
need to be planned for

The intelligence agencies disagree to a considerable extent on whether
a credible threat exists to nuclear materials facilities, and there has been little
intelligence that provides any guidance In the absence of a clearly identifiable
threat, both the DOE and the NRC have had to develop what are called design
basts threats, within which context they have also prepared generic security
standards that serve as guidelines for the design of security systems at specific
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nuclear facilities The field offices, aided by security staff from the facilities,
conduct site-specific threat analyses and are responsible for converting the
generic standards into site-specific performance standards for the security
system Implementation of the related security system 1s put out for com-
petittve bid

The lack of a sufficiently detailed defimtion of the threat and the ambi-
guity over the mnterpretation and implementation of the headquarters’ guide-
lines by the field offices have caused the DOE and the NRC many problems
in developing their nuclear protection programs A common all-inclusive
threat to all sites could be defined by headquarters, yct this step has not
been taken Both the threat parameters and related standards have been vague,
and as a result they have permitted different interpretations at the field level
For that reason, actual sccurity systems have varying capabilities that may or
may not be equivalent to what headquarters intended

There 15 one comprehensive set of standards at the headquarters level
the Inspection and Evaluation Section of the DOE recently completed (after
some fourteen years) Draft Inspection Standards Documentation, which staff
members use to evaluate security systems at nuclear facihities (In fairness to
that unit, its status has been so uncertain over the years that it was unable
to fulfill these types of fundamental functions 1n timely fashion ) These stan-
dards are not policy, however, and hence cannot be used by plant licensces
as the basis for requesting funds to adapt their systems (o meet the inspection
umit’s standards Moreover, because there are conflicts between those stan-
dards and what has been put 1n place at the facilities, the inspection standards
may engender controversy Finally, the standards appear in eight different
volumes; the one on physical protection and operations alone 18 400 pages
long

In spate of thus facility-based approach to designing security systems, there
are some aspects of potential threats that seem to be universal Attackers are
likely to be highly mobule, skilled 1n the operation of electronic security
systems, and knowledgeable about sccurity force routines These capabilities
would apply to any nuclear facility Itis interesting to note, then, that current
guidelines call on each facility, 1n conjunction with law enforcement and
intelhgence agencies, to do a detailed local threat assessment These types
of outside threats are similar across facilitics and can be better assessed at
the national level Local assessments should focus on what they are best
suited to address- insider threats

Evaluating the insider threat requires an assessment of the impact of each
employee at a facility in terms of the person’s authority, access, job, and
relationship within the organization and with the security program Positions
that present the best opportunity for successful nsider threats should be
dentified and security measures designed to minmmize possible problems
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Measures nclude the two-man rule, rotation of personnel, assignment of new
work schedules, and perhaps interplant reassignments, along with more de-
tailed checks on personnel background and strict enforcement of “need to
know” and “need to be” regulations

Not enough attention has been paid to defining the insider threat Current
specifications require the security system to detect an attempt by an msider
to bring explosives Or weapons into the plant or to remove nuclear materials
illegally from the plant Somec parts of the security system are designed to
detect an attempt to approach certain critical elements of the nuclear process
The problem 1s that thes¢ specifications do not adequately define the insider
or certan charactenstics of a potential threat, such as the range of speeds
and ume needed for electrical or mechamcal detection, or the quanuties and
types of explosives an mnsider mught have Yet this information 1s needed to
design an effective and complete security system For example, depending
on a sensor setthng time after being triggered and (ts sensitvity, an intruder
walking at the night speed could pass undetected through an area covered
by a single sensor Adequate protection might require two sensors and a
television monitor per zone

The outsider threat 1s even harder to design aganst Wilk the intruder
use armor-piercing bullets, a shaped charge explosive, or something else?
These quesuons should be addressed, although they can be unending, and a
limit will have to be imposed In some cases, a capability will be considered
unlikely enough that it will not be addressed or will be put aside for monetary
or other reasons A good general basis for a secunity philosophy 1s the state-
ment, “The security system must defeat the terrorist who will be armed with
automatic weapons, possess explosives, and be highly trained and dedicated

Once the fundamental threat parameters arc established, more precise
data can be developed, such as the speed of the intruder, different positions
he or she may assume when moving, and mummum height and weight This
type of informaton should be common to all faciities That is, the threat
characterstics should not be site specific for the purpose of preparing system
technical performance standards When local conditions are used to define
a quantitative generic threat further, systems of varying performance capa-
bulities among the facilities will result

Operational requirements and techmcal specifications should be defined
for both the msider threat and some outsider ones The requirements and
the specifications should address each segment of the detection and verifi-
cation subsystems Only then can the security system designer provide the
functional requirements to the producers of the hardware and software In
addition, some common standard of security will be present at all nuclear
facilities
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Security Philosophies

The DOE and the NRC follow two basic security philosophies graded security
and power block security Both philosophies are predicated on the 1dea that
physical barners, armed guards, and electronic devices will deter most would-
be intruders Should deterrence fail, however, the objective is to provide
means of detecting the intruder(s) and to aid the securty forces in denying
them access to the protected materials

The graded security philosophy 1s based on the premise that the security
system should become more difficult to resist the nearer the intruder gets
to the asset being protected Traditionally the first grade of defense has been
perimeter fences with barbed wire on top; the second grade is a combination
of electronic components to detect attempted intrusions and response forces
to intercept the intruders Locks, vaults, steel doors, and concrete walls, along
with mnside and outside law enforcement personnel, are the last grade This
philosophy 1s akin to DOD’s “defense in depth” approach to protecting nu-
clear weapons storage sites

The power block security philosophy presumes that the intruder will be
successful 1n arriving at the buildings that house the reactors and other power
generation equpment Thus although the system includes perimeter security
fences, they serve only as a barrier to keep out animals and casual passers-
by and are not colocated with electronic detection and surveillance equip-
ment The strategy 1s to deny attackers entry into the buildings through a
circled wagon approach Vehicles and people are controlled by security
guards ouside the power block areas, more sophisticated electronic equip-
ment, including detection and verification devices, are found at the power
block facilities.

Elements of a Security System

A discussion of the different segments of a security system 1s useful in un-
derstanding how the system as a whole deters, detects, and denics access
The discussion also highlights the need for detailed operational requirements,
technical specifications, and threat definitions so the system designers can
select the best equipment and configurations of components and measures
The elements of a secunty system addressed here are barriers, lighting, ex-
terior sensors, interior SCnsors, alarm assessment equipment, and command
and control devices Examples of some of the equipment standards pubhlished
by the DOE are used to illustrate their weaknesses
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Deterrenice

Lighting and physical barriers such as fences, walls, and doors are used to
deter and impede access to secure areas The barrier standards for civilian
nuclear facilities cover such features as the height of wires and the thaickness
of doors The specifications yield some but not total uniformity of protection
across all facilites Perhaps more important, neither the DOE nor the NRC
standards address other important barrier problems, such as protecting against
penetration by a high-speed land or aeral vehicle

As a further deterrent, entrance to protected areas by personnel and
vehicles 1s controlled, for example, by steel turnstiles for people, as well as
metal detectors and, in some instances, explosive and radiation detectors,
and searches for vehicles, using mirrors to check underneath them Television
cameras usually track all searches An elaborate system of badges ensures
that only authorized people are admutted to a facility. Upon arrival at the
actual plant, an individual turns 1n one badge and gets another that authorizes
further specified access In some instances, access is possible only with a
specially coded card nserted into an electronic card reader These readers
are connected to a computer that can track individuals wherever they go in
the facility

Other deterrents are the high visibility of the forces, loud sirens, and
armaments When properly configured, these devices and measures can deter
most thieves and vandals and protect the outermost perimeter and interior
facilities of a nuclear facility against a low-level threat For better prepared-
ness, security forces engage in mock responses to alarms

Detection

Should deterrence fail, the next element 1n the security system 1s detection,
which relies on exterior sensors, interior sensors, and alarm assessment
equipment

If a ground-based intrusion 1s attempted from outside the facility at other
than an entrance, electronic detection sensors and a closed circuit television
system at the exterior fence should pick it up There 1s also a possibility that
the guards will detect intruders while still outside the fence, using standard
military devices for nightsighting

At present, the only requirement at civilian facilities is for a human
detection capability to sight adversaries before they reach the perimeter fence
or within sight of a perimeter-viewing closed-circuit television camera When
early detection 1s based on human capabilities, many factors must be con-
sidered- artificial and natural hight levels, weather conditions, dress of the
intruder, and the ability of the intruder to stop the human detector without
alerting other security forces or the electronic and video systems The DOE,
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NRC, and Department of Defense (DOD) have assessed the capabilities and
accuracy of humans (and ammals) as detectors extensively In all tnstances,
they were found to be poor detectors The probability 1s therefore very high
that an intruder at most civil nuclear facilities would not be detected by a
human before reaching the penimeter fence, wherc there has to be an elec-
tronic security system

Exterior Detection Sensors. Most nuclear facdities use two sensors, each
directed toward a different phenomenon, at the perimeters A fence detection
sensor 1s usually mounted on the mnermost fence A second sensor, which
may consist of electric field fences, buried magnetic field metal detectors,
buried seismic motion detectors, electric cable, or microwave or infrared
beams, 15 installed between the two fences Because physical and environ-
mental conditions can significantly affect exterior detection systems, their
selection and mstallation are critical, particularly since each site 1s unique

All types of electric security sensors are subject to false and musance
alarms, both of which have generally accepted definttions, although they may
vary somewhat across agencies In general, a false alarm is system generated,
2 musance alarm 1s a response to a nonthreatening stimulus To deal with
ausance alarms, the sensitivity is adjusted while still maintaining an accept-
able probability of detection. To permit a higher sensitivity setting, some
nuclear facilities have integrated a form of combination logic into the system’s
software Selected sensors must activate 1n a prescribed sequence and within
a preset time frame, or the system will conclude that a nuisance alarm has
occurred The software must also allow for activation in reverse sequence
and for overlapping zones, so that a person leaving the faclity by climbing
over the fence may be detected Clearly security of and access to the software
and its documentation are critical with this type of system

In the absence of combmation logic software, maintenance personnel
tend to overadjust fence-mounted sensors, and console operators tend to
become conditioned to repeated false alarms Another problem in designing
adequate sensor systems 1s the absence of performance standards The threat
must be defined 1n such terms as minimum weight and speed of the mtruder,
wind velocities, snow density, rainfall, and grass height Detaded specifications
for all security equipment are especially important since each field office can
approve substitute equipment Further, the DOE and NRC need to specify
three performance probabilities that must be met or exceeded that the sensor
will detect anomalies, that the sensor will work, and that the system will
indicate what a sensor picks up

Present DOE standards do not address exterior mtrusion detection sys-
tems, and what standards the DOE and NRC use for system probability are
unclear At this time, the exterior (beyond the fence) detection capability at
some nuclear facilities, because 1t relies on humans, does not provide suffi-
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ctent time for security forces to mntercept intruders before they get through
the perimeter fences

Other departments of the federal government have developed standards,
specifications, and operational requirements for security sensors Unfortu-
nately, there 1s inadequate sharing of information and R&D cfforts For ex-
ample, the DOD has foliage-penetrating nfantry radars that might be applicable
to civil nuclear facilities Greater sharing of equipment and other cooperation
n security matters would produce greater efficiency and economy

Interior Sensors. Interior sensors are electronic devices that detect unau-
thonzed personnel entering restricted areas such as desks, safes, and rooms
Motion sensors such as infrared (passive or active), microwave, or ultrasonic
(passive and active) can detect unauthornzed personnel Proximity sensors
relay an alarm if the protected item 1s touched In highly sensitive arcas, a
combuination of volumetric detection and proximity sensors with video sur-
veillance 1s appropriate Here, too, more detailed specifications are necessary,
based on a clearly defined threat Without them. uniformuty of security across
facillities cannot be achieved

Alarm Assessment Capabilities

When a sensor generates an alarm, the cause must be determined Because
human assessments are too slow against a fast-moving intruder, electro-optic
devices that can view the area in question immechately are necessary Remote-
controlied day and mght television cameras arc a very effective means of
verifying alarms and determiming the exact nature of the stumulus Each
camera covers a particular section of the perimeter, usually 100 meters long

The capabilities of some video systems found at nuclear facilities are
Iimited 1n some respects One constraint 1s their inadequate ability to handle
multiple alarms in situations where an intruder must be wiewed almost 1n-
stantaneously—perhaps because the number of personnel available to mon-
tor the cameras 1s mnsufficient and several cameras therefore have to be
viewed through onc momitor Although all the cameras tape what they see,
this capacity does not help when immediate decisions have to be made

Standards and specifications relating to the performance of the television
system are extremely important Lighting specifications in particular have a
major impact on the performance of cameras The kinds of hghts found at
nuclear faciies are mercury vapor, sodwum vapor, metal halde, and
fluorescent

At present, the performance and techmcal specifications for video sys-
tems, as with electrontc equipment, are determned by the field offices, an
ineffictent approach The final determination as to whether an alarm 15 real
will be made by the system operator, and 1 most cascs it will be based on
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what the operator can se¢ with the camera In turn, the camera will perform
only up to the specifications prepared 1n the field offices

Command and Control

Command and control must interface with all sensors, assessment equipment,
communications systems, and electromc displays Typically the consoles con-
tain visual and audio alarms, panels for directly monitoring protected areas,
and communications modes (radio, telephone, intercom, or public address)
for contacung security forces and commangd officials The consoles may also
contain switching controls and monitors for viewing information reported
by closed circuit television assessment equipment and the electronic access
control system The key point herc 1s that the design of command and control
equipment must cmphasize human engineering and the needs of the security
force commander

Several features of some command and control systems at nuclear facil-
sties give cause for concern Some systems can manage only a hmited number
of alarm and video inputs, and the computers may be subject to falure,
although the impact of that problem 1s greatly reduced by the use of redun-
dant equipment phystcally separated from the prumary systcim Two omissions
in the command and control standards at nuclear facilities are noteworthy
The security systcms arc supposed to protect against electronic devices that
collect classified information illegally, such as by eavesdropping. Protection
1s provided by means of periodic electronic scanning of areas to be used for
classified conferences Little attention 18 paid to eavesdropping on unclassified
conversations of key officials mn, for example, hallways, from which the best
information may be obtained, stattonary, fixed equipment is not used

To counter the threat of electronic cavesdropping, one US government
agency uscs off-the-shelf surveilance equipment to measurc line resistance
and other factors that would indicate tapping This equipment alerts the
operators to any anomalics and their location The same system also mOMIOLS
a radio frequency analyzer that constantly samples radio frequency encrgy
and calculates its point of origin, again alerting the operator to anomahes.
This type of monitoring equipment 1s likely to be more effective and efficient
than are traveling teams of mdividuals who periodicaily perform electronic
sweeps of classfied areas, the present system

A danger with clandestune histening devices 1s that they could cause the
importance of a position to rise The potential security impact of a low-level
employce who may be able to record conversations of key employees 15
certainly elevated

The second omission 1s the absence of a requirement that the security
system software access other data bases at the facility where important per-
sonnel information may be stored. It 1s easy 10 determine job by job what
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the impact would be if an employee were to collaborate with tcrrorlstsl
It 15 similarly easy to develop software to analyze events .and pcrson::e
activities to detect suspicious patterns of behavior lnfor‘matxon on secu bt}i
forces and technicians who maintain the system is especially important, be
cause these two groups could do the most damage Variables to chccell( a;e
sick days taken, vacanon patterns n relation to other employees, and pay
advances i
At the same time, 1t 15 important to be aware that the software used to
analyze personnel information can itself be made the villan 1n the scc;rl:g
System At present, the software 1s mamntained by the contractor who 1nst. -
the security System, 1n some cases, the nuclear facility does not ew‘:n g ot
Copy of the software source program There should be a clear requirem

i been
that the software be tested independently to ensure that it has not
subverted

Denial

The final step in cither the graded or power block phﬂosoph?“barﬂe?’
walls, doors, and locks notwithstanding—is the use of the security ﬁ?rczlrg
deny access. The key to the secunty equation 1s demal, and that go:.lrlcf:: o
lies almost exclusively with the capability of the on-site security fo

the assistance 1t gets from off-site law enforcement agencies

On-site Security Forces. The quality of the security foree 13 eqmval?;l::;?
the quality of each member i terms of character, traimng, and equ.lporder
The DOD is conducting studies of how people respond under stress mm o
10 quantify the probabulity that a person will perform as crate ¢ stvlcnnce on
threatening situations A person’s background and 1ts potential influe
behavior are two points to be checked

The greatest Il))omt of vulnerability in any security system 1s the Ilj(foi:’i
who operate and repair it Some states, however, limit access to an en;lg 1})70E
criminal record Thys restriction, which affects the NRC more than fhe FBi
is sufficrently troublesome that Congress passed a ]a‘.ﬁ requinng that 1als and
help screen people who have access to nuclear facilities and mater o
that the criminal records of employees be made available to :facﬂlty l1ce:St of
(Section 606 of the Omnibus Diplomatic Security and Antiterrorism Ac
19806, P L. 99-399)

: E
With respect to those who operate or mamntain the security system, DO
order 5632 4 of November 4, 1985, says that

0SSESS
Protective force personnel within exclusion areas are required to p

ential
Q" access authorizations and “L” access authorizations when a confid
matter 15 involved
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Maintenance personnel are to possess an access authorization equivalent
to those levels of classified matter, and/or SNM [special nuclear materials|
to which they will have access

The difference in the depth of the investigation for the “Q” and “L” clearances
is substantial If their standards were followed to the letter, a2 portion of both
the guard and maintenance crews would not get top security clearances, and
the number of personnel with that access would be fewer, a positive change
More important, a more stringent clearance requirement reduces the per-
sonnel base for rotaung assignments, a measure that greatly assists in deterring
collusion At the same time, 1t 15 prudent to clear all security and maintenance
personnei to the highest level of access they may need In crises, an 1m-
properly cleared person may be granted access to sensitive material and
information because of necessity; it 1s better to have foreseen this possibility
and to have cleared the person in advance Finally, if supervisors are not fully
confident of those under them because of a lack of informauion, their suspicion
could be detrimental to the individual and the orgamzation

A critical factor 1n security nvestigations 1s timing It 1s felt that more
frequent reviews would, for example, have uncovered John Walker’s spy
activities One reason for pertodic reviews 1s that people and the conditions
of their lives change, sometimes to the detriment of job loyalty and perfor-
mance. More frequent mvestigations should be required for all security and
maintenance personnel. A related matter 1s the need to control the abuse of
drugs Some facilities now require random urine samples and undertake rou-
tine searches of the premises

Tramming for the protecuve forces requires a minimum of eighty hours
of introductory work and twenty-four hours of refresher courscs each year
The material should encompass the required procedures of the organization,
indivadual skalls tramning, and monthly exercises mvolving security responscs
to serzure, theft, or sabotage of the facility or materials Special response
teams are also legislated, and therr training 18 simular to that required of civilian
SWAT teams One potential problem 1s that some traimng must SOmMetmes
take place during overtime, yet overiume funds are increasingly scarce

The DOE has improved the training of security managers and the read-
1ness of 1ts security forces through several programs They include the Central
Tramning Academy at Albuquerque, New Mexico, and auxiliary protective
force tramning That latter force, which is composed of nonsecurity guard
contractor personnel, acts as a home guard The auxihary force poses severe
clearance problems, especially 1n terms of 1ts being given access to classified
material during an emergency

The size of the guard force, clearly an important consideration, must be
determined on the basis of different attack scenartos. In general, the number
of guards has been judged adequate in terms of the present design basis threat
as defined for therr facilities The problem is that the design basis threat may
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not be appropriate As a result, the adequacy of the guard force may not be
sufficient to protect nuclear facilities or materials

Another determinant of the size of the guard force 1s the amount of time
required to place securnty forces in a position to intercept intruders Present
guirdelines state that “security 1nspector response tme to alarms shall not be
more than 5 minutes Alternately, response time shall be less than the delay
time that can be demonstrated from alarm activation untl intruder could
complete their adverse actions ™

Each field office decides what constitutes a proper response to an alarm,
it can range from simply pushing an acknowledge alarm button to deploying
the security forces Moreover, although a five-minute responsc ume is called
for, travel times during certain periods of the day at larger nuclear matenals
facilities can be unpredictable Generally a larger response time than that
based simply on the travel ime of the intruder is available because of the
time 1t takes to penetrate doors, walls, and fences, given their deterrent
characteristics For the most part, penetrability times have been calculated
for different threats As long as the capabilities of the attacker do not exceed
the parameters on which the calculations were based, it s possible to predict
the penetration time quite accurately The preferred size of the guard force
is that needed to cope with the worst case situation, but clearly that sort of
standard is unrealistic The alternative 1s for facilities to improve on their
early warning and detection capabilities

A key point 1n this discussion is the speed with which attackers can
penetrate 2 pertmeter fence and avoid the detecuion devices Tests show that
it can be done tn less than one to four minutes, depending on the distances
to be covered, distance being the other determinant of force size The greater
the amount of time there 1s to respond to an attack—and time 1s a function
of the speed at which the attacker must move and the distance to be cov-
ered—the smaller the security force can be to protect aganst penctration
of the outer barriers

Facilities that process nuclear materials, as well as the weapons assembly
plant (PANTEX), equip their security forces with weapons that should be
equal to the firepower that a terrorst group mught have They also have night-
sighting equipment State-of-the-art body armor and bullet-resistant helmets
provide acceptable protection to individual guards against small caliber weap-
ons and, to a lesser extent and depending on the distance, hand grenade
fragments

The transportation for moving security forces and special response teams
has not always proved rehable Moreover, armored vehicles have tires that
are susceptible to light antitank weapons, 10 which most terrorist groups
have access. Those weapons are also capable of destroying guard towers and
the hardened portal cubicles Defenders rely on 50-caliber machineguns
mounted on some of the armored vehicles as thewr principal air defense and
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antivehacular (car or small truck ) weapon These weapons are highly effective
against a helicopter, hang glider, parachutist, or slow-flying fixed wing aircraft
On the other hand, it is well documented that friendly fire from machineguns
can exact a high toll on a facility’s own forces Some security personnel do
not realize the destructive capability of small arms and machinegun bullets
With respect to the vehicles, they do provide the necessary high-speed trans-
port capability

In the main, the conclusion reached on the basss of assessments of the
type and quantity of weapons, equipment, and vehicles issued to sccurity
forces is that they are cost-effective against the quantified design basts threat
bewng used. It has also been concluded that they would be used effectively
in an attack On the other hand, these assessments do not assume any deg-
radation of the systems, personnel, and equipment, as they should in order
for realistic standards to be set

Off-Site Security Forces. The DOE and the NRC have entered into agrec-
ments with local, state, and federal law enforcement agencies for support of
facility forces Field offices specify communications checks on assigned radio
frequencies and local telephone systems, and the various forces engage in
mock exercises annually With respect to the latter, however, funding 1s often
so scarce that less than the full complement participates Moreover, it 1S
unclear what would be the priority for local forces 1n the event of contem-
poraneous crises such as an attack on a facility and a natural disaster

Annual mock exercises do not provide sufficient experience to cnsure
a coordinated response in an actual emergency The movement and use of
multiple security forces arc a complex command and control matter, as
evidenced by the problems encountered 1n the Grenada exercise Ideally
more frequent and fully funded exercises involving both on- and off-site
security forces are desirable

Denying access to 2 protected asset requires an integrated response by
all elements of the protective system- equipment, facilities, and people At
present, the subsystems and the required mtegrated response are based on
the quantified threat prepared by headquarters, as mterpreted, in terms of
the detailed specificattons and level of capability of the protective systems,
by the enginecrs and security personnel at the field offices and faciliies One
result of this approach 1s that security system capabilities vary across facilities

Evaluation of Security Systems
The DOE evaluates security systems against the design basts threat, however,

it is unclear what standards are to be used 1n evaluating capabulities because
there are no predefined operational requirements or technical specifications



Physical Security and Safeguards = 203

In the end, 1t 1s difficult to say with certainty what the capabulity of a protective
system is with respect to threats of various levels of sophistication For ex-
ample, the opening and closing of areas by operational personnel in the course
of the regular activities i1s considered a valid test of access alarms However,
a terrorst 1s likely to target the vulnerabilines of a system, not 1ts normal
operations Another example 15 that each field office 1s permitted to set the
sensitivity test levels for sensors What 18 needed are uniform standards for
all sensors and other segments of the total protection systcm

The mspection and evaluation section of the DOE has drafted 1ts own
performance criteria, which 1t uses to pass or fail the systems 1n place at
facihties The problems with these standards have been outlined

shipments of Nuclear Materials

Interfacility Shipmenis

The DOE transports nuciear materials and a portion of the nuclear weapons
it manufactures for the DOD between 1ts facihuies Per year, 1t makes more
than one hundred truck and rail shipments, with the percentage of weapons
transfers by truck now 1ncreasing

DOE has developed special trucks and railcars for exclustve use in trans-
porting threshold quantities of nuclear materials The trucks, modified tractor-
trarlers called safe-securc traiers, are armored and contain deterrent and
dental devices All weapons-grade plutonum and enriched uranum are moved
by truck. Similar safe-secure railcars are used for large-volume rail shipments
Both types of vchicles have been tested extensively for their capability to
withstand different kinds of terrorist attacks, with close attenuon to physical
protection, COMMUuMCANONSs, demal of access, armor, energy absorption in
the event of impact, and personnel safety These vehicles are accompamed
by escort and power buffer vehicles that are also specially equipped and
protected

The communications system, which involves the transmission of voice
and digital data, has been tested extenstvely as well For example, the fea-
sibility of two-axis mertial attitude reference devices and laser radar and
chemical beacon systems for relocating hijacked vehicles was analyzed The
resulting communications system 1s capable of mamntaimng contact with the
special vehicles anywhere in the contmnental United States

An access denial system for transport vehicles 18 designed to delay the
attackers from reaching the nuclear weapons or materials until other forces
arrive at the scene A variety of devices are used, including instant foam,
maladorous substances, and some incapacitants It1s believed that the various
measures provide adequate protection against the defined terronst threats
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The guard forces that accompany the safe-secure vehicles are employces
of DOE, they ride n escort vehicles for road transport and escort railcars for
rail transport The trucks are also driven by armed couriers All these guards
undergo security investigations and an eight-week traimng course, with re-
fresher courses every three months They receive annual refresher training
in radiation monitoring, firearms safety, security, and SWAT team techniques

More likely than a hijacking 1s an accident, particularly one involving an
impact at high velocity It is wadely believed that even 1n that circumstance,
detonation of high explosives or plutonium dispersal 18 almost impossible

The greater danger to the viability of the interfacility transport program
is complacency The system was designed to meet a specific terrorist and
criminal threat The character of that threat 1s changing, however, in partic-
ular, terrorists seem willing to sacrifice even their hives New analysts of the
design basis threat may be in order

Intrafacility Shipments

Special nuclear materials being moved between buildings are usually trans-
ported 1n a sealed, locked van or trailer A shipping custodian schedules
authorized shipments with the nuclear materials custodian The shipping
custodian also releases the materials from the storage vault to the uranium
operations personnel for loading into the sealed van These procedures are
all documented. At the destination, the van enters a vehicle trap that has
doors at etther end, only one of which may be open at any one time At thus
point, the two-person rule applies An exterior door is raised, and the material
handlers back the van up to the loading dock A receiving custodian breaks
the seal and inspects the material containers during unloading Both he and
the guard verify the shipment and complete the necessary documentanon
Guards located in hardened cubicies oversee the loading and unloading process

Substantial effort has been expended to design a system that ensures the
integrity of the cargo and that accounts for the materials during loading and
unloading But the transport system 15 weak during the period of movement
between the loading and unloading sites The current security system and
procedures are geared to the skilled, covert, sneaky intruder. The recent
helicopter snatch of prisoners from prisons in North Carolina and Pans and
the truck bomb incident 1n Beirut suggest, however, that more violent, overt
threats also need to be considered It 1s advisable to reassess the adequacy
of the level of transport vehicle armament and security during the tume of
movement between buildings in the hght of these types of threats Factors
that should be addressed are the weight of the vehicle and the nature and
number of weapons issued to the transport force
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Conclusions and Recommendations

A serious problem with present security systems at nuclear facilities 1s that
the threats and standards prepared by the NRC and DOE are general, and
the field offices are required to develop their own local threats and, on that
basis, to prepare detailed specifications for security systems at sites in their
jurisdicton As a result, the capabilities of the systems vary across facihties

A further problem 1s that no testng 1s required beyond “alarm”/“no
alarm” (which checks whether the sensors will activate the alarms), and
there 1s no defimtion of what stimulus should set the alarm off Present
standards accept the stimulus of routine personnel movements Such an ap-
proach to setting standards ignores the probable innovauveness and shrewd-
ness of the likely adversary Another problem caused by the absence of defined
performance standards s that there 15 no good basis for collecting empirical
data on the true capability of the security system for any facility

For purposes of inspection and evaluation, the DOE unit 1 charge of
that effort has had to develop its own standards Its standards do not, however,
constitute policy to which all parties must adhere, and they differ from those
being used in the ficld As a result, they are likely to engender conflict and
controversy Nor can field or factlity personnel use them as a basis for re-
questing funds to bring their systems up to that standard

Other agencies of the federal government have prepared their own se-
curity system requirements, standards, and specifications Sharing these data
would be useful and cost-effecuve A new effort 1s needed to create an
administrative process whereby the exchange of information, testing of equip-
ment, and participation 1in R&D programs arc facilitated among all federal
agencies

As to the actual performance of systems, 1t 1S imperative that they be
able to detect intruders sooner than s called for at present DOD has mihitary
personnel detecting radars and point sensors that meet the carly warming
requirements In additton, they reduce the number of human detectors needed
Each nuclear facility should assess whether this equipment 18 cost-effective
in terms of potential personnel reductions or possible reassignment to duties
to increasc overall security

Security guards and mantenance technicians are the potential weak link
in the security chain agamnst an insider threat Both groups have access to all
parts of a faciity and could be called on during an emergency to perform
critical tasks Therefore their behavior and background are critical Present
standards do not require that these two groups of personnel receive the
highest security clearances, with their all-important comprehensive back-
ground check It 15 imperauve that the relatively small amount of funds
requred to conduct background investigations of all security guards, man-
tenance techmcians, and other critical personnel be made available In ad-
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dition, it is important to conduct reinvestigations of key personnel frequently
enough to denufy adverse change in individuals and their circumstances

The vehicles used for intrafacility shipment of nuclear matenals are vul-
nerable to small arms fire, are relatively hight in weight, and can be entered
casily using handguns or small explosive charges The entire physical ar-
rangement of this transport system should be reviewed to determine its
vulnerability to new types of threats, particularty a helicopter intrusion or a
high-speed truck bomb, and other violent and overt attacks Physical security
must be as thorough as that found at the loading and unloading stages

The physical protection systems of civilian nuclear facilities appear to
approach the generic standards established by headquarters, however, the
standards ar¢ vague and have left a lot of room for interpretation at lower
levels Morcover, there 15 a serious question as to whether the defined design
basis threats remain appropriate As to their implementation, the personnel
secunty mnvestigation stops short of a reasonable goal, and the lack of co-
ordination among and use of equipment from all government agencies 1s
economically wasteful When a security system at a nuclear facility 1s tested
by a smart adversary, as it will be, his or her probability of success should
be predefined and acceptable to headquarters, field offices, and facility man-
agers. It should not be an unknown because the systems were designed around
vague and incomplete standards.

Five steps 1n particular are strongly recommended at this time

First, those agencies responsible for civil nuclear facilities should jointly
prepare detailed threat defimtions, operationat requirements, and equipment
specifications to protect generic nuclear facilities, and these matters should
be 1ssued as policy The agencies should provide sufficient detad to guide
the design of specific security systems and to idenufy candidate components

Second, the DOE, NRC, and DOD should explain to Congress why gov-
ernment-developed security and other military equipment are not used to
upgrade existing security systems and to stock future ones

Third, each DOE and NRC facility should be assessed to determine the
impact on the size of the guard force and on warning time when personnel-
detecting radars and ground pont sensors are installed

Fourth, all security guards and technicians should be investigated for the
highest security clearance, with reinvesugations every four years

Finally, the processes and vehicles used n intrafacility transport of nu-
clear materials should be evaluated against a range of threats and attack
scenarios, including violent air and vehicle assaults

All of these recommendations are feasible and cost-effective The appro-
priatc congressional subcommuttees should direct that they be implemented
as soon as possible



The Truck Bomb and Insider
Threats to Nuclear Facilities

Daniel Hirsch

fixed-site nuclear facilities and with nuclear materials 1n transit the

theft of weapons-grade nuclear materials or fully assembled nuclear
devices and sabotage The potential consequences to the public from either
acuon can be surprisingly similar

In the field of nuclear safeguards and security, there 1s a tendency to
protect against threats that are relatively easy to address and to ignore those
that are somewhat more difficult However, overall security 1s a function of
the weakest links 1n the security chain, links that societies ignore at their
own peril In the nuclear field, two of these weak links 1n the security chain
are the truck bomb threat and the mnsider threat The risks assoclated with
terrorist use of vehucular bombs against nuclear targets surfaced (actually,
resurfaced ) following the terrorist attacks on the U S Embassy annex and the
Marme compound in Lebanon Concern was expressed that similar attacks
against nuclear facilities could result 1in substantial damage and release of
radioactivity Since the current regulations of the NRC require hicensees to
protect only against attacks on foot (and even then, only against very small
attacking forces), shortly after the Lebanon bombings, that agency com-
menced an urgent rulemaking to require 1ts hicensees to protect against truck
bombs Inexplicably, that rulemaking was called off after research results
indicated that the truck bomb threat to nuclear facihties was even more
serious than previously thought !

Even were nuclear facilities adequately protected against external attack,
be the aim theft or sabotage, the greatest security risk to these sites—the
threat of action by insiders—would remain The nsider threat 1s particularly
difficult to resolve because nuclear faculities typically employ large numbers
of people, and certain employces must have access to vital areas of the faciity
in order to perform their work Some employces could take advantage of
that access to perform acts of sabotage or theft that could be immensely

T here are two primary safeguard and security risks associated with
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destructive The traditional methods of protecting against the msider threat—
such as the two-person rule, strict compartmentalization of vital areas, and
design features that make damage to two or more redundant systems by onc
individual difficult—are generally expensive and have encountered substan-
tial resistance from the nuclear industry, which has restraned the NRC from
requiring them

Truck Bomb Threat

The NRC estabhished most of its security regulations for nuclear facilities and
materials 1n the mid-1970s Those regulations required power reactors to be
protected only aganst three external attackers, working as a single group,
moving on foot, with weapons no more sophisticated than hand-carnied au-
tomatic weapons and with the possible assistance of no morc than one insider
NRC-licensed facilities with weapons-usable nuciear materials were required
to meet only a marginally higher standard that primarily involved a shghtly
larger attack group capable of operating as two tcams Research reactors,
even those using hughly enriched (weapons-grade ) uranmum, as well as those
reactors posing a substantial sabotage nisk because of their urban siting and
lack of a conrainment structure, were, according to NRC staff, exempted from
both requirements *

Basing security at power reactors on a defined maximum threat of a very
small group with only those explosives they can hand carry (10 CFR §73 1)
leaves these facilines highly vulnerable to vehicular bombs This omussion
was not, however, an oversight The original proposed sccurity regulations
had included a provision requiring “appropriate barriers” to obstruct ready
access by ground vehicles, but it was exphcitly deleted from the final reg-
ulation on the following basts “The Commussion has decided that this pro-
posed provision should be further studied before being considered for nclusion
in the regulations. This proposed amendment has been deleted from the
rule 7* Whether those studies were ever conducted is unclear What 15 clear,
however, is that ten years later, the NRC security regulations still require
protection against only a small group of adversaries on foot, despite a marked
rise 1n 1nternational terrorism, including acts against nuclear targets

A mounting senes of truck bombings directed at US installations in the
Mideast led the NRC to reexamine the issue in early 1984, with considerable
urgency In a press release at the time, the NRC noted the

publicized events where US nstallations overseas have been the target of
terrorists using vehicle bombs and the Executive Branch’s recent announce-
ment that security precautions at certan government facilities in this country
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have been upgraded as a result [NRC] Licensees currently are not required
to protect against such attacks

As a matter of prudence, the staff 1s reviewing thus matter on a continuing
basis to ensure that secunty requirements provide for the continued pro-
tection of the public health and safety * (Emphasis added)

The review by NRC safeguards staff concluded that the regulations needed
to be changed rapidly They directed the development of “an immediately
effective rule which revises the design basis threat for both radiological
sabotage and theft to include the troduction by an adversary of explosives
and other equipment by vehicle "3 Because of the urgency of the sttuation,
the rule was to be written 1n the shortest possible time and to go into effect
immediately upon publication, without the usual delays At the same ume,
the NRC contracted with Sandia National Laboratories to study the potential
damage that truck bombs of various sizes could cause at various distances
from a power reactor

Three months later, on April 26, 1984, all action on the proposed rule
was deferred, “pending the results of research "¢ The research results had
actually been provided to the NRC two weeks earlier, however A review of
those findings raiscs troubling questions about the manner in which the NRC
has tended to deal (or not deal) wath difficult terrorism problems

The task the NRC gave Sandia was as follows

Terrorist activity in other parts of the world has exemplified the destructive
consequences of an explosives-laden vehicle 1e, a truck used as a2 weapon
against a facility Given this threat, the NRC seeks to evaluate the potential
vulnerabdities of nuclear facihies 1 this country against such action, to
determine the “worst case” potential consequences, and to develop eastly
implemented, cost-effective safeguards mechamsms for preventing facility
access of such a vehicle (Emphasis added )

On April 13, 1984, the NRC was provided the results of the Sandia study
As the staff subsequently reported to the commussioners “The results show
that unacceptable damage to vital reactor systems could occur from a rela-
tively small charge at close distances and also from larger but still reasonable
size charges at large setback distances (greater than the protected area for
most plants) ”’®

Why did the NRC, which had 1mitiated an urgent rulemaking to address
the truck bomb threat, suspend action on the matter only two weeks after
these results, which were extremely disquieting, came in Its actton mght
be easier to understand had the sequence of events been reversed—for
example, a January 1984 decision to commence research to see whether
truck bombs could cause serious damage to a reactor, with action suspended
pending the research results, followed by a subsequent decision to go ahead
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with an urgent rulemaking to address the problem when the research indi-
cated the threat was serious It 1s hard, however, to comprehend why, if the
NRC viewed the truck bomb threat as sufficiently serious to commence an
immediate rulemaking before the research findings were available, 1t called
off action when the study’s conclusions confirmed serious problems

An explanation for this state of affairs can perhaps be found 1n the original
direction the NRC provided to Sandia The NRC gave Sandia three research
tasks evaluate the vulnerability of US nuclear facilities to a truck bomb
attack, determine the potential consequences of such an attack, and develop
easily implemented inexpensive mechamsms for preventing access of explo-
sive-laden vehicles

Sandia’s rescarch produced unpleasant findings regarding each of the
questions posed It concluded that nuclear facilities in the United States are
extraordinarily vulnerable to truck bomb attacks, that such an attack could
result 1n “unacceptable damage,” and that addressing the problem would
require more than just a few concrete flower pots or barricades near the
reactor because of Sandia’s extraordinary finding that “unacceptable damage
to vital reactor components” could result even if the truck bomb were det-
onated off-site Thus the problem was graver than previously thought (and
therefore more needy of prompt action) and required costly corrective mea-
sures (which were therefore hikely to be resisted more vigorously by licensees)

As members of the Advisory Commuttee on Reactor Safeguards (ACRS)
have ponted out, there 1s a difference between the NRC and other federal
agencies, which had already taken measures to protect aganst truck bombs
(1including the DOE for its reactors) ¥ That difference can help explain why
the NRC 1s the only comparable federal agency not to have taken domestic
precautions against truck bombs The expense of the security measures adopted
by the other agencies was borne by taxpayers, whereas if the NRC expanded
its design basis threat regulations to require protection aganst vehicular
bombs, the added security costs would have to be covered by the utilities
that own the nuclear facilities '° Here is a unique situation where the level
of protection at a nuclear facihity 1s determined by who owns 1t rather than
by how many people could be hurt by a fardure of its security

As long as the proposed NRC truck bomb rule involved only a few extra
concrete barricades on-site, the cost to the licensees would have been min-
imal and the political cost to the NRC acceptable When research revealed
that the problem was considerably more serious than previously thought and
the solution therefore more cxpensive, the regulatory agency apparently felt
it could not afford to require action proportionate to the problem

This situation raises the peculiar paradox of contemporary regulatory
agencies such as the NRC with regard to large problems such as the risk of
nuclear terrorism As long as the problem 1s small and the solution not costly
to those being regulated (and thus not pohitically costly to the agency doing
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the regulating), the agency feels 1t can act Should the problem turn out to
be major, with significant nisks to the public, and the solution therefore
consequential 1n terms of costs to the lhicensees, the agency comes under
substantial mternal and external pressure to leave the problem unattended

Thus, iromically, 1t 1s only those hnks in the security chain that are already
relatively strong that the commission feels 1t can address because they are
mexpensive, both economically to the icensees and politically to the agency
The weak links, such as vulnerability to truck bombs, remain “deferred pend-
ing further study ” Yet 1t 1s the weak Iinks that create the bulk of the nisk to
the public and to the nuclear industry tself

Insider Threat

The second critical weak link in nuclear security ts the msider threat Indeed,
ACRS members have justified their inaction on the truck bomb 1ssue, 1n part,
on the basis that resolving 1t would still leave nuclear facilities extremely
vulnerable €0 acts by insiders ' Yet as little action has been taken to mitigate
the insider threat as that of the truck bomb problem

Examples of past incidents involving the insider threat range from the
relatively inconsequential (such as theft and attempted extortion involving
low enriched and only muldly radioactive uramium dioxide powder or theft
of kilogram quantities of depleted urammum and subkilogram quantities of
highly enriched uranium) through events costly to the company involved
but not dangerous to the public (destruction of a large quantity of fresh fuel
assemblies at a nuclear power plant) to occurrences that are potentially very
serious (such as intentional disabling of a power reactor’s emergency core
cooling system or the backup diesel generators) All point to the difficulties
in protecting nuclear matenals and facihities from tnsiders '?

In 1981 at the Beaver Valley nuclear power plant near Liverpool, Ohio,
someone shut a valve to the high head safety injection pumps, a crucial part
of the emergency core cooling system ( ECCS), an act that disabled the high-
pressure portion of the ECCS This act could have been serious had there
been an incident 11 which that system were needed (for example, a small
loss of coolant accident where high-pressure injection of emergency cooling
water would have been necessary) The consensus of opimon was that the
act was mtentional "

Also 1n 1981, at the Nine Mile Point Umt I nuclear power plant in
Oswego, New York, the NRC found what it described as a “major degra-
dation” of the backup power supply needed 1n case of a loss of off-site power
Diesel generators failed to start when tested because of an apparently de-
liberate closure of the drains on the fuel oil filters The utiity concluded
that the problem was the result of tampering !
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At the Salem Umit I nuclear power plant in Salem, New Jersey, 1in
August 1982, the manual 1solation stop valves to the air start motors to the
number 2C diesel generator were found closed This condition would have
prevented both automatic and manual start-up of the diesel generator were
it needed 1n an emergency {such as loss of off-site power) The event oc-
curred despite increased precautions by the licensce put 1n place after an
act of suspected sabotage the previous week '*

On July 1, 1969, four depleted uranmum plates and a smaller quantity
of highly enriched urammum were reported lost from a nuclear facility at MIT
The matenals were subsequently found on the desk of an MIT professor
following police questioning of a suspect The consensus was that a master
key was probably used to gain access to the maternial, presumably by an MIT
graduate student who was the prime suspect '

In January 1979, the general manager of the GE nuclear facility n
Wilmington, North Carolina received an extortion letter with a sample of
uranium diexwde powder The letter stated that the writer had two five-
gallon containers of low enriched uranium dioxude that had been taken from
the plant The containers were identified 1n the letter by serial number and
were subsequently authenticated as being missing from the plant The letter
demanded $100,000 or else the material would be dispersed i an unnamed
US cuy An employee of a GE subcontractor was arrested and sentenced
to fifteen years 1 prison "

Also 1n 1979, two plant operator trainees at the Surry nuclear power
station 1 Newport News, Virginia, entered the fuel storage building, which
was locked and alarmed, and poured sodium hydroxide on sixty-two of sixty-
four new fuel assemblies stored there, damaging them Both individuals had
authorized access to the storage building '°

Insiders pose a dual threat theft of nuclear materials and sabotage of the
facility The amount of material unaccounted for (MUF, now referred to as
the inventory difference, or ID) from facilities in the United States handling
highly enriched urammum or plutomum 15 enough to fabricate hundreds of
bombs It 1s uncertain whether all that material has merely been tost through
faulty accounting procedures or whether some has been stolen or diverted
It 1s clear, however, that the risk of the theft of these materals by insiders,
or with the assistance of insiders, 15 substantial It 1s widely believed, for
example, that the large apparent diversion of highly enriched uranium from
the NUMEC facility in Apollo, Pennsylvama, was accomplished with the as-
sistance of a well-placed insider ' The continuing long-term problem with
inventory differences outside acceptable staustical margins at the Erwin,
Tennessee, facility, which handles large quantities of highly enriched uranium,
is particularly worrnisome 1n thas regard, as 1s the NRC's willingness to permat
continued operation of the plant without reselution of the problem

An insider or conspiracy of mnsiders could cause immeasurable harm
through sabotage The fuel in a nuclear power reactor must be cooled con-
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tinually, otherwise 1t can melt and release large quantities of fission products
to the environment This requirement holds true even after the reactor 1s
shut down because decay heat 1s generated long after the control rods stop
the fission process Loss of either the coolant or the electricity to power the
pumps to move the coolant could be disastrous Although all reactors have
backup systems, 1t 1s precisely the attack on important backup systems that
makes insider sabotage attempts such a concern

In this regard, the published probabilistic risk assessments (PRAs) per-
formed for a number of nuclear plants are problematic They are of ques-
tionable use for their principal purpose the esttmation by the NRC and the
nuclear industry of quantitative values for absolute risk from particular fa-
cilines Worse, they could provide virtual road maps for saboteurs PRAs and
much of the recent source term rescarch identify the worst possible sequence
of events at nuclear facilities that could result 1n large releases of radioactivity
to the environment Some argue that the probability of the most serious of
these release sequences occurring accidentally 1s very small Whatever the
truth of that hotly contested matter, no such statement can be made about
the probability of their being made to occur intentionally As former NRC
chairman Palladino has remarked, unltke reactor accrdents involving human
error, sabotage 1s not mathematically random and involves deliberate attempts
to defeat safety systems 2°

The regulatory and mdustry responses to the insider threat have been
remarkably sitmilar to the response to the truck bomb threat. they hope that
it goes away on 1ts own Indeed some proposed actions appear to be making
matters worse For example, rather than further compartmentalizing vital
areas so that there 1s greater control of access to crucial portions of nuclear
plants, vital areas are proposed to be combined into larger slands Once
through a single access pomnt, workers would be free to wander through
large areas of the plant

A recent event at the Turkey Point nuclear power station s indicative
of the inadequacies 1n current practices designed to prevent insider sabotage
While sabotage has not been ruled out as the cause, the prepoanderant belief
15 that this particular incident was the result of personnel error It 1s, however,
illustrative of how sabotage could take place and remain undetected for long
periods of time At Turkey Point, a shared auxihary feedwater system supplies
two reactors at the site The system provides feedwater when the main system
15 not 1n service of when only small feedwater flows are required While one
reactor was down for maintenance, someone valved out the feedwater system
for the operating umit For five days, no one noticed that the system had been
rendered inoperable, despite a requirement that a thorough check be per-
formed twice per shift The faillure to detect the disabling of the feedwater
system occurred apparently because the checks were not adequately detailled
i instructions and because appropriate “out for maintenance” tags had been
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placed on the inappropriately closed valves. Had normal feedwater flow been
interrupted during that peniod, a serious situation, including the potenuial for
core damage, could have resulted because the auxihary system was valved
Oﬁ‘ 21

A traditional approach to the insider problem, the two-person rule (pro-
hibiting unaccompamed presence 1n vital areas ), has met with great resistance
from industry and within the NRC Even existing regulations designed to
provide some measure of protection against insiders seem to be enforced
and complied with inadequately Violations of access controls are common-
place, and the small fines imposed when such violations are detected scem
to offer little deterrent to repetition of the infractions

It 1s troubling that the current proposed NRC rule on nsider safeguards,
weak though 1t 1s, 15 being opposed by the nuclear industry and the ACRS
The ACRS has endorsed an alternative proposed by the Nuclear Utility Man-
agement and Human Resources Commuittee (NUMARC ), which both groups
argue is preferable to the 1ssuance of a commission rule NUMARC proposes
that the minimal actions suggested by the NRC staff not be made a binding
regulation but rather that there be “industry oversight of the program based
on a policy statement 1ssued by the commuission endorsing some guidelines 7
The NRC staff says that “the more effective way to go s the rule” because
“policy statements have a tendency to wither up and go away "% Nevertheless
the ACRS opposes the staff proposal for a binding rule

An important method of reducing the insider nisk 1s careful atention at
the design stage to the inclusion of features that make insider-induced sab-
otage difficult An example of a design problem that would make the work
of an insider easier rather than harder 1s reported by NRC security officials
to have occurred recently at the Wolf Creek nuclear plant A security officer
at that facility 1s said to have entered a command 1nto the security computer
erroncously, which had the effect of unlockng the doors to all the protected
and vital areas of the plant It was fifteen minutes before anyone realized
that, having pushed this button, all the doors were unlocked **

One approach to designing nuclear plants to make them more resistant
to mnsiders is to ensure that redundant safety features are located in different
vital areas such that access to both areas by the same mdividual ss difficult
In this regard, the NRC’s recent policy statements regarding severe accidents
and reactor standardization are troubling By declaring the current generation
of nuclear plant designs safe enough and by indicating that new standardized
designs need be no safer than current models, much of the impetus to improve
reactor safety and security by a new standardized design has been undercut
Attention to sabotage protection at the design stage 1s, however, important
to dealing with the terrorist threat

Stricter regulation, strictor enforcement, better security controls at nu-
clear facilities, and more attention to protection against sabotage at the design
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stage can help reduce the nsider threat It 1s not a problem, however, that
will go away on its own

Potential Consequences and Implications

The risks associated with the theft of weapons-usable nuclear materials and/
or a fully assembled nuclear device are well recognized A clandestine fission
explosive could kill on the order of the same number of people as died at
Hiroshima or Nagasaki (Various accounts give the dead as approximately
70,000 and 40,000, respectively, withun the first thurty days of the bombings,
with deaths resulting from injurnies or radiation-induced cancer occurrnng for
extended periods thereafter 2°) This would be a calamity of awesome scale
An additional risk 1s the potential for triggering a larger nuclear war

The risks associated with the intentional destruction of nuclear energy
facilitics are not so well appreciated Not generally recognized 1s that the
potential consequences of sabotage of a power reactor are not so different
from those of a clandestine fission explosive In fact, one of the arguments
raised (successfully) against publishing revised Atomic Energy Commuission
(AEC) casualty estimates for severe reactor acaidents in the mid-1960s was
precisely that pomnt the comparability of potential casualties from a severe
reactor incident and an atomic weapon explosion

In the mid-1960s, Brookhaven National Laboratory ( BNL) was asked by
the AEC to assess the potential consequences of severe reactor acctdents in
preparation for congressionat consideration of extending the Price-Anderson
nuclear liability legistation, given the considerably larger reactors then being
built. The BNL study concluded that a large accident could result 1n as many
as 45,000 deaths, significant radioacuvity levels extending over an area of
10,000 to 100,000 squarc kilometers { the famous conclusion about contam-
inating an arca the size of the state of Pennsylvama}, thyroid dose levels
greater than the prescribed limuts of the Federal Radiatuion Council extending
beyond 1,000 kilometers, and $17 billion in damage ** AEC memoranda pomnted
to the “dangers of publishing” these conclusions and advised agamnst their
release, a prime reason being that “the results of the hypothetical BNL ac-
cident are more severe than those equivalent to a good sized weapon and
this correlation can readily be made by experts if the BNL results are
published %7

Subsequent site-specific estimates of severe incidents at nuclear power
reactors have produced even larger casualty estimates For example, an NRC
environmental impact statement for the San Onofre nuclear powerplant near
Los Angeles estimated up to 130,000 acute fatalhities, plus 300,000 latent
cancers and 600,000 genetic effects The cost of off-site mitigating actions
was esttmated at $35 billion ##
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Some argue that the acaidental combination of falures necessary to pro-
duce such massive consequences 1s highly unlikely Even if truc—and 1t 15 a
matter hotly disputed m nuclear safety circles—that does not mean 1t could
not happen intenuonally PRAs provide something of a manual for would-be
saboteurs ntent on creaung the largest effect *°

Attacks on reactors may have an ¢scalatory effect as well As Bennett
Ramberg, perhaps the leading scholar on the subject, has argued, attacks on
nuclear reactors with conventional weapons may provide nonnuclear nations
or subnational groups a near-nuclear capability * A power reactor contains
about 1,000 times the long-lived radioactivity of a Hiroshima bomb  Use of
conventional attacks on nuclear energy facilities as a form of radiological
warfare may provide the escalatory hink between conventional attack and
nuclear responsc

Thus, nuclear terrorism aimed at the sabotage of nuclear energy factlities
and nuclear terrorism mnvolving clandestine fission explosives may be com-
parably destructive

Conclusions and Recommendations

Nuclear terrorism in the form of the theft of weapons-usable nuclear materials
or sabotage of nuclear facilities poses substantial societal risks, particularly
in an age of escalating terrorism Protection against these forms of nuclear
terrorism 1s only as strong as the weakest hinks it the nuclear security chain
Two of the weakest links at present are the dangers associated with truck
bombs and mnsiders Regulatory agencies do not appear to be focusing on the
weak links 1n the chain but rather on those problems for which the solutions
are cheap and easy Unfortunately, the major contributors to nuclear terrorism
risks are generally not conductve to solutions that are either cheap or easy
Doubly unfortunate 1s that defernng action on the central contributors to
nuclear terrorism risks makes the probability of such catastrophic events
considerably more likely

What should be done? A nonexhaustive list includes a number of policy
recommendations

First, revise the decade-old design basis threat regulations (10CFR §73 1)
to include consideration of vehicular bombs and attacking groups consid-
erably larger and more sophisticated than the current, unreahstically modest
three-and-one threat, which assumes attackers capable of acting only as a
single tcam and traveling only on foot ™

Second, repeal the two-decades-old regulation (10 CFR §50 13) prohib-
iting consideration n licensing and regulatory matters of potential sabotage
by “enemies of the United States, whether a foreign government or other
person”
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Third, reverse the 1984 directive sent by NRC staff to the regional in-
spection and enforcement offices ordering them to stop inspectton and en-
forcement activities related to sabotage protection requirements at research
reactors, 1ssucd despite a decision by the commissioners refusing a staff
request to repeal the regulation requiring such protection

Fourth, tighten insider protection requirements forgo consideration of
vital istands, institute and enforce a strict two-person rule, require protection
against more than one nsider, significantly increase the penalties for viola-
tions of access controls, and make all insider requirements mandatory reg-
ulations rather than industry-supervised guidelines

Fifth, require substantial sabotage-resistant design features as a condition
for construction permits for any new nuclear plants and for approval of any
standardized reactor design

Sixth, make regulations consistent across agencies It 1s of questionable
logic that DOE reactors should be required to protect against truck bombs
but NRC reactors not, that shipments of Canadian-origin Taitwanese spent
fuel across the United States under DOE junisdiction not be required to have
security, whereas NRC-supervised shipments must, and that highly enriched,
weapons-grade uramum at university reactors 1s exempt from the security
requirements that the same material must meet if located at other fuel cycle
facilities

Seventh, expeditiously remove all highly enriched uranium from NRC-
hcensed research reactors and replace 1t with low enriched uranium Despite
the new NRC rule, resistance from NRC staff and from the DOE is likely to
slow the process substantially The provision 1n the regulaton that the DOE
must certify the availability of funding to pay for all conversion costs, in-
cluding those of commercial reactors, means that Congress must continue
annually to appropriate the funds and the DOE must spend those funds as
intended Unul the conversions are completed, the security requirement in
10 CFR §73 67 must be changed from a posttheft detection and reporting
requirement to a genumne theft prevention standard

Eighth, require all DOE research reactors to convert to low enriched
uranium and stop all shipments of highly enriched uranium abroad now that
low enriched uramium replacement fuels are available Conversion of research
reactors worldwide would remove hundreds of formula quantities of haghly
enriched urammum from approximately 150 sites in dozens of countrics

Ninth, clardy the law regarding the right of security forces at nuclear
faciities to use deadly force Even the guard force at the Lawrence Livermore
National Laboratory is reportedly uncertain whether 1t 1s legally permatted
to use lethal force 32 The guards are employed by the Umiversity of Califorma,
a state institution that operates the lab for the DOE and whose employees
are prohubited from using lethal force However, the laboratory at which the
guards are stationed 1s a federal installation where, under guidelines estab-
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lished 1in 1985 lethal force would normally be permitted if necessary to
prevent the theft of plutonium. The matter 15 ¢ven more unclear at com-
mercial power reactors, which are generally not located at federal mnstalla-
tions Currently guards at some of these nuclear plants have informed NRC
mspectors that if an attack were directed against therr faciity, they would
not resist it because of uncertainty as to whether they would thereafter be
held to have used lethal force illegally

Tenth, the most important change necessary 1s a change 1n attitude and
personnel on the part of the nuclear industry and its regulators The current
extraordinary pressures for deregulation of the nuclear industry 1n the long
run can only work against the interests of both the industry and the public
Regulators and those they regulate must take security far more seriously
Troubling ssues such as the truck bomb and mswder threats can no longer
be dealt with by sending them back for further research or by asking for
voluntary compliance with nonbinding guidelines The complaisance within
some circles of the NRC, the DOE, and the nuclear industry cannot be per-
matted to continue, given the current nature of the threat It is hard to
understand, for example, why the § site at Los Alamos was permitted to
continue operating for four years with grossly inadequate security and despite
repeated critical safeguards reviews, culmmating in one where the facility
failed three out of three security tests In two of the simulations, terrorsts
would have gotten away with weapons-grade plutonum; in the third, they
would have successfully obtained an unlocked nuclear test device con-
structed for the Nevada test site that could have been detonated within hours
of 1ts theft ** When failures of this sort are detected, the responsible parties
should be rapidly removed from their posts, and the same should be true for
the regulators who fail strictly to enforce the regulations New officials who
are serious about the risks of nuclear terrorism and the need to protect
adequately against its occurrence are needed at the NRC and DOE and within
the nuclear industry

Last, proposals to reduce the size of the emergency plannng zones (EPZs )
around nuclear power plants by 95 percent should be denied Whatever the
merits of the claims by the nuclear industry of a reduced source term n
nuclear accidents—and they seem questionable at best-—the claims do not
apply to sabotage, particularly in situations in which early containment failure
is the aaim EPZs should be based on the distances at whach radiation levels
would exceed federal protective action guidelines for the worst possible
intentional or accidental destruction of a reactor As a society, the United
States needs to take considerably greater measures to reduce the hikelihood
of reactor destruction It also needs, however, 10 have workable emergency
plans 1in place in case those measures fail
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International Safeguards and
Nuclear Terrorism

Sidney Moglewer

his report provides a critical review of the effecuveness of Interna-
tional Atomic Energy Agency (IAEA) safeguards against potential acts
of nuclear terrorism I argue that IAEA safeguards should be made
apphcable to deterring diversions of nuclear materials from civil to weapons
purposes by subnational groups as well as by nauons Both techmical and
institutional factors are constdered, and suggestions for organizational re-
structuring and further techmical development are made [ hope to raise
awareness of the necessity for effective preventive measures and to suggest
possible directions for further effort
There are a variety of potential forms of nuclear terrorism nuclear ma-
terial diversion, sabotage or destruction of material and facihties, on-site
terrorist weapons fabrication, and theft or destruction of materials in transit
Safeguards systems arc needed to deter, prevent, detect, and provide umely
warning of such terrorist activities, as well as diversions to national weapons
programs IAEA safeguards are designed only to deter and give umely detec-
tion of national diversions The functional subsystems that characterize the
total safeguards system—physical security, material control, and material
accounting—will be discussed as they apply to international safeguards
The Nuclear Non-Prohiferation Treaty (NPT) 1s the cornerstone of inter-
national efforts to prevent the further spread of nuclear weapons The non-
nuclear weapons states agree to have the IAEA apply safeguards to venfy that
they are not diverting civihan nuclear materials to the production of such
weapons In return, the nuclear weapon states preferentially share their ci-
vilian nuclear technology with the nonnuclear weapon states One hundred
and thirty states are party to the NPT, with several more signatories awaiting
ratification Since the mnception of the NPT mn 1970, both 1t and the JAEA
have been praised for fulfiluing the central undertaking of the treaty the
agreement of nuclear weapons powers not to transfer nuclear weapons and
of nonweapons states not to acquire them Only one nonweapons statc, India,
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which 1s not a party to the NPT, 1s known to have detonated a nuclear
explosive device (1n 1974), using material from an unsafeguarded facility

There 15 general agreement that the IAEA represents the most advanced
system of international inspection of the internal activities of sovereign states
that has ever operated, however, there 1s a fundamental question concerning
IAEA effectiveness i a total safeguards sense, 1n particular with respect to
the terrorist threat That 1ssue 1s my focus here

IAEA Safeguards

Article III of the NPT requires each nonnuclear weapons state that s party
to the treaty to accept safeguards on all nuclear activities as set forth 1n an
agreement negotiated with the IAEA The purpose of IAEA safeguards ss
verification of the fulfillment of the obligations a state assumes under the
treaty, with a view to preventing the diversion of nuclear material from
peaceful uses to nuclear weapons or other explosive devices The basic
approach used by the IAEA to determine the adequacy of safeguards is to
evaluate and verify nuclear material accounting information developed by a
country for specific facilities *

The IAEA 1s responsible for safeguard verification of approximately 1,000
facilities, which account for a significant portion of the world’s nuclear ac-
tvities The IAEA 1s required to judge m each situation whether the apphi-
cation of its nuclear matenal verification procedures in particular countries
permits it to fulfill its safeguards responsibilities The agency also specifies
the basis for project agreements, transfer agreements, and umilateral submis-
sion agreements under which equipment, facilitzes, nuclear material, and
information are subject to safeguards ? Further, the agency provides guidance
on the physical security of host country material and facilities, as well as on
the transportation of material, but clearly recogmzes that this task is a respon-
sibility of each nation and respects national sovereignty over these matters 3

Subsidiary arrangements between the IAEA and a2 member state cstablish
such measures as the following, based on a structure of material balance
areas

1 A measurement system to determmne the quantities of nuclear materials
received, produced, shipped, lost, or otherwise removed from inventory and
the quantities in inventory

2 Evaluation of the precision and accuracy of measurements and the es-
timation of measurement uncertainty

3 Procedures for identfying, reviewing, and evaluating differences in ship-
per and recelver measurements
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4 Procedures for taking a physical inventory

5 Procedures for evaluating the accumulation of unmeasured inventory
and unmeasured losses

6 A system of records and reports showing, for each matenal balance area,
the inventory of nuclear material and the changes n that inventory, including
receipts into and transfers out of the arca

7 Provisions to ensure that the accounting procedures and arrangements
are being carried out correctly

8 Procedures for the provision of certain reports to the agency

The objectives of IAEA safeguards are defined to be the “umely detection
of the diversion of significant quantities of nuclear mater:al from peaceful
nuclear activities to the manufacture of nuclear weapons or other nuclear
explosive devices or for purposes unknown, and deterrence of such diversion
by the risk of early detection” A significant quanuty of nuclear material 1s
understood to be the approximate quantity of nuclear matersal-—taking into
account any conversion process mnvolved—such that the possibility of man-
ufacturing a nuclear explosive device cannot be excluded

Timeliness results primardy from the frequency of physical inventory
taking, 1t 1s determined by the IAEA on the basis of conversion ime Con-
version time 1s the estimated mimmmum time required to produce the nuclear
components of an explosive device For materials in direct weapons-usable
form, such as the metallic state, conversion time 1s taken to be on the order
of seven to ten days, converston times of oxides or other pure compounds
of plutonum or highly enriched uranmum are taken to be on the order of
one to three weeks The IAEA’s timely warming criterion requires that the
detection time (defined as the maximum elapsed fime between an indicated
diversion and its detection by IAEA safeguards) should correspond in order
of magnitude to the conversion tume Thus, the detection time could be
perhaps several times larger than the conversion time and yet satisfy the
IAEA tumeliness criterion

Discrepancies 1n inventories are detected based upon the value of MUF,
defined as the difference between book inventory and physical inventory At
any given time, the book mventory of a material balance area 1s determuned
by adding the quanuties of materal transferred into the area to the imtial
inventory of record and subtracting from 1t the quantities transferred out of
the area Periodically a physical inventory 1s taken to determine the total
quantity of material tn inventory The difference between the book mventory
and the phystcal mventory at that ime 1s the MUF for the period

Conversion plants, fuel fabrication plaats, enrichment plants, and chem-
ical reprocessing plants represent less than 10 percent of the facilities under
IAEA safeguards, however, these facilitics, known as bulk-handling facilities,
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are the stage of the nuclear fuel cycle where civil material is 1n the form
most suitable for nuclear weapons or other nuclear explosive devices These
facilities are found in about two dozen countries

To verify the effectiveness of the material accounting system, the MUF
calculations, and the other safeguards requirements, the IAEA deploys an
mspection force to such facihities regulacly Several weeks' notice must be
given for planned inspections, atthough unannounced inspections may be
held and are a major part of the mspections at gas centrifuge plants The
IAEA negotiates with each country the allowable inspections per year, with
three or four considered normal The actual number of mspections ranges
from one a ycar for small reactors to continuous inspection at larger bulk-
handling facilities Inspectors must be acceptable to the nation whose facilities
are bewng mspected and usually are nationals of countries with which the
host country has friendly relations The IAEA has about 250 inspectors from
some 60 countries

The IAEA inspector’s job 1s to verify that the declared material balance
1s correct The job 1s not to look for clandestine operattons or neffective
physical security and/or material control Under NPT safeguards, an inspector
does have the right to request access to an undeclared facility if he or she
cxpects that 1t contamns safeguarded matenals, and if access 1s denied, the
inspector may appeal to the director general and to the IAEA board of gov-
crnors to negotiate entry No special inspection of this sort has ever been
requested

The IAEA does not release data showing the MUF, plant throughput,
measurement uncertainty, and mspection results or its judgment concermng
the effectiveness of the safeguards for any facility or country All this infor-
mation 1s classified “Safeguards Confidential” and 1s tightly held at IAEA
headquarters 1n Vienna What the IAEA does provide 1s an annual report that
states generally

The Secretarsat 1n carrying out the safeguards program of the Agency, diud
not detect any anomaly which would indicate the diversion of a stgmificant
amount of safeguarded nuclear material—or the misuse of facilities or equip-
ment under certun agreements—for the manufacture of any nuclear weapon,
or to further any other military purpose, it 1s reasonable to conclude again
that nuclear materal under IAEA safeguards remained in peaceful nuclear
activities or was otherwise adequately accounted for

MUF as a Safeguards Measure

The key element of the IAEA safeguards system for determining wnventory
discrepancies and assessing possible diversion 1s the MUF Because of mea-
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surement system errors, biases of unknown magnitude, human mistakes, un-
measured mventory, and unmeasured losses, the observed MUF contains
terms of a random nature as well as unknown biases and 15 generally not
zero Consequently procedures and techmques of statistical inference must
be applied to interpret MUF properly It 1s also important to understand that
MUF does not represent a physical quantity—actual kilograms of missing
material—but rather 1s a statistical variable that, to some level of significance,
provides a2 measure from which to infer the actual amount of material that
may be missing or unaccounted for

In the case of medium to large bulk-handling facihtes, the IAEA really
does not know, with any reasonable degree of assurance, how much nuclear
material may actually be mussing MUF 1s an ineffective indicator of possible
diversion because of deficiencies of both a statistical nature and a chemical
processing nature (such as pipe holdup or stack losses) The effectiveness
of current systems 1s attributable primarily to the assumption of a completely
measured material balance and the fallure of the classical statistical approach,
which 1s derived from quality control considerations, to protect against the
risk of an intelligent diverter who s out to take advantage of the system The
entire framework of classical staustics does not take into account an inter-
action with a diverter and the options he or she has to foil the system * If
the diverter knew the value of the alarm threshold of the system and the
charactersstics of the MUF statistical behavior, this person could use this
information to mask his or her diversions

The IAFA system for obtaiming MUF 1s derived directly from the methods
and procedures developed n the United States by the Atomic Energy Com-
mussion and 1ts successors, the NRC and DOE * The NRC has recognized that
the current material accounting system cContains serious deficiencies with
respect to the statistical treatment of MUF ¢ Consequently the NRC, unlike
the IAFA, does not rely on MUF analysis for judgments concerning possible
diversion Rather, the NRC’s judgments are primarily based on evidence from
the physical security system and material control records and procedures
The NRC is prepanng an upgrade rule to correct some of the staustical
deficiencies for the material accounting system and to ughten the n-plant
material control system by focusing on process monitoring

A further deficiency of the current material accounting system 1S the
flure to consider the trade-off between the false alarm rate and the prob-
abihity of undetected loss Under the current system, the setting of decision
thresholds 1s dominated by false alarm considerations (type 1 error) That 1s,
for a material balance to be investugated for possible diversion, the MUF
reading has to be sufficiently large to reduce the possibility of a false alarm
As a result, little or no consideration 1s given to the possibility of the diversion
being contained within a small MUF reading (type Il error) That 1s, although
large diversions of materials over 2 relatively long period of time would
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probably result in large MUF readings, the relatively small amounts of material
in a medium to large throughput facility necessary to make a terrorist weapon
could be masked within the results of a small number of material balances
This further reduces the vahidity of MUF as an indicator of diversion, partic-
ularly diversion of a small but significant amount—enough for one or two
bombs—as terrorists might do if successful in infiltrating the work force of
a safeguarded bulk-handling facility

Taighter thresholds for protection against small but significant diversions
of weapons-usable matenals by terrorists are clearly needed For the estab-
Lishment of a decision threshold for alarm and further investigation, the FAEA
uses 8 kilograms of plutonium and 25 kilograms of hughly enriched uranium
By way of contrast, the United States uses 2 kilograms of plutonmum and 5
kilograms of highly enriched uranwm as trigger quantities

IAEA Effectiveness

The IAEA’s safeguards activities are monitoring and auditing, not regulation
These activities are subject to voluntary agreements between the IAEA with
individual states Within the IAEA framework, hittle consideration has been
given to the issue of whether nuclear matenals arc adequately momtored
against potential diversions by terrorists

Support for the agency s based largely on assessments of the effectiveness
of the monitoring of peaceful uses of nuclear energy involving agreements
at a nauonal level, the basic thesis of the NPT ™ Dawvid Fischer has stated

The main political value of Non-Proliferation Treary (NPT') safeguards was
to provide a reasonable assurance that one’s own country was not engaged
in making nuclear explosives or nuclear weapons, 1 other words, to dem-
onstrate one’s own peaceful commitment and thereby contribute to inter-
national security *

In contrast, de Montmollin et al observed, “Protecnon against subnational
adversaries and individuals rests with the sovereign authority of the nation,
not the Agency " Consequently, there should be genuine unease about the
possible accumulation of diverted weapons-usable materials by terrorists

The technical deficiencies of IAEA safeguards, based on material ac-
counting verification, are real and have been documented here and 1n the
literature '° Other safeguard deficiencies are the result of the IAEA’s hmited
authority to oversee the adequacy of national matenal accounting and control
systems and the physical secunty of safeguarded faciliies By comparison,
the NRC, which does have regulatorv authority for domestic commercial
nuclear facilities, requtres the following from 1ts licensees
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1 A safeguard plan and program acceptable to the NRC

2 Physical security incorporating perimeter protection, intrusion detec-
tion, security forces, muluple barriers, personnel screening, and access controls

Maternial control and accounting systems and procedures

Security force training

3
4
5 Contingency response and public warming plans
6 Transportation safeguard regulations

-

Acceptance of routine NRC mspection and enforcement, as well as on-
site reviews of safeguards effectiveness

8 A system of fines and penalties ranging up to a complete plant shutdown

Even with this more comprehensive safeguards approach, there are sull
serious questions as to the effectiveness of the domesuc safeguards system
and regulations of the NRC For example, the NRC has never justified in a
consistent manner the design basis threat that gudes the design of safeguard
systems Another example 1s the falure of the current material control and
accounting system to consider the trade-off between the false alarm rate and
the probability of undetected loss

Given that the effectiveness of the domestic safeguards system of the
Umnited States is questionable 1n the face of a determined and intelligent threat,
it follows that the incomplete and sparse safeguards system of the IAEA 1s
even less of a deterrent to diversion of nuclear material by international
terrorists Indeed, as de Montmolhin et al. point out, the IAEA safeguards
system 15 not necessarily mntended to provide detection so timely that diverted
material can be retrieved before the diverter 1s able to msert it into an
explosive device According to de Montmolhin et al , successful intervention
before a single bomb could be assembled 1s more pertinent to the terrorist
threat, which 1s the concern of the state '*

That the IAEA has a deterrent effect against diversion at a national level
cannot be denited It would appear, however, that the deterrence is based on
political rather than technological factors (given the technological limitations
of IAEA safeguards) Some defenders of the IAEA state that the reason for the
success of the NPT and the IAEA 1s the confidence the parties have that
signatories comply with IAEA safeguards. They further argue that loss of
confidence will cause the whole structure of proliferation control to collapse
These defenders thus oppose what they term “unfounded criticism on narrow
technical grounds.”!?

If this argument 15 valid, the IAEA and NPT are weak reeds on which to
lean for the prevention of nuclear terrorism as well as horizontal proliferation
The world community needs a robust structure that can withstand such
criticism and even benefit from 1t The defenders of the IAEA are acknowl-
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edging the fragility of the current safeguards mstitutional structure and its
inabuity to cope with the terrorist threat

The Third Review Conference on the NPT, which met in September
1985, reaffirmed the validity of the treaty and the commitment to its purposes
and provisions The conference restated the belief of the attendees in the
effectiveness of IAEA safeguards in preventing proliferation and noted that
the verification system, by demonstrating compliance with the treaty, facil-
itates international nuclear trade

The conference should have focused greater attention on plugging the
gaps in safeguards effectiveness The majority of the attendees were non-
weapons states from the developing world; they were interested primarily
in acquiring nuclecar technology and facilities. There is a possibihity that the
structure of the NPT and compliance with IAEA safeguards could be consid-
erably weakened once that goal 1s met

The primary concern of IAEA safeguards i1s diverston by a state on a
national scale Diversion by terrorists 1s considered to be a concern of the
state itself Consequently the IAEA does not regulate or evaluate the capability
of the state to prevent or detect subnational diversions This major flaw n
the concept and structure of the NPT and the international safeguards system
1s major This approach implicitly assumes that the objectives of terrorists
and states are always i conflict It does not account for those cases where
a state and terrorists may be cooperating or where a state engages 1n benign
neglect of the operations of terrorists.

The IAEA facilitates the transfer of nuclear technology and material on
an international level at the same time that the effectiveness of domestic
safeguards varics widely among the nations Some nations could be attractive
targets for diversion by well-organized terrorist groups, which, as has been
amply demonstrated, operate worldwide Maternal stolen 1n one nation could
be used for nuclear blackmail or destruction in another nation Do nations
possessing nuclear technology have the right to transfer that technology to
nations with questionable safeguards effectiveness? To do so 1s to expose all
nations to future nuclear risk from terrorists The evaluation of total safeguards
cffectiveness—including physical security and materal control, as well as
matenal accounting—should be a major function of the IAEA

Alternative Safeguards Approaches

One alternatve to IAEA safeguards has been the bilateral treaty or agreement
This mnstrument is negotiated directly by two nations and usually includes
provisions calling for the application of IAEA safeguards but can also contain
mutually agreed safeguards arrangements exclusive of the IAEA These treaties
or agreements often are temporary expedients that suit the interests of the
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parties at the time the treaty was formulated. The problem with undue de-
pendence on bilateral safeguards arrangements 1s that it probably would result
in an uneven safeguards system worldwide, with no mechanism for inde-
pendent assessment of effectivencss

Another form of international undertaking 1s 2 convention among states,
almost equivalent to a mululateral treaty The Convention on the Physical
Protection of Nuclear Materal, ratified by the United States in September
1981, 1s a good example It addresses the physical protection of nuclear
matenal international transport, domestic storage, and transport In addition,
it sets levels of protection for international transport A principal weakness
of the convention is that 1t does not provide for an international authority
to regulate and/or evaluate the effectiveness of a state’s adherence to the
provisions of the convention or for any sanctions to be applied against nations
for violations

Conclusions and Recommendations

The safeguards system of the IAEA 1s incomplete It was not designed for and
is not effective against potential international nuclear terrorism The agency
should be given authority to establish standards and to regulate safeguards
Given the threat of potential terrorist diversions, the IAEA should have the
responsibility to evaluate and assess the quality of the national material ac-
counting, material control, and physical security programs of host nations
and to bar those with ineffective systems from participating 1n world nuclear
commerce The responsibility of the IJAEA should be extended also to include
the regulation of physical security, transportation, and material control

Modern technology offers the means to supplement the role of the IAEA
mspectors and to improve the effectiveness of inspection and verification In
particular, the implementation of a dedicated IAEA communications satellite
system to help monitor nuclear materials in facihies and 1n transit 1s strongly
recommended

The [AEA as an international body 1s the resutt of a cooperative agreement
among sovereign nations These nations have formed a coalition to implement
the NPT through the IAEA and to reap the potential benefits of safeguards
and the technical benefits of nuclear cooperation through the IAEA There
should be some concern as to the loyalty of some member nations to the
coalition 1n the face of changing benefits of nuclear cooperation for these
nations There should also be some concern as to the objectives of all the
partics to the treaty and their consequent continued loyalty to the coalition
These 1ssues can be profitably studied and recommendations made for re-
structuring the JAEA based on insights dertved from coalitton theory ' In-
creasing the authority of the IAEA would require agreement by a coalition
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of nations Inasmuch as the world community has not yet suffered the con-
sequences of nuclear terrorism, 1t 1s hughly doubtfut that the political will for
such an agreement exists today

If nations are not prepared to sacrifice some national sovereignty to
increase the authority and the effectiveness of the [AEA and if the improve-
ment of IAEA safeguards is beyond foreseeable technological capability, then
serious efforts should be madc to curtail or elimunate altogether the use of
plutonium and highly enriched uranium 1n civil programs Doing so would
require a smaller coalition of nattons—the major nuclear supphers and own-
ers of large bulk-handling facilities—and may be easier to structure than the
large world community coalition essential for effective IAEA safeguards Again,
insights from coalition theory might be useful in developing a stable insti-
tutional structure for such a coalition
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A fundamental 1ssue 1s the existence of a core for the coaliion If a core exists,
it provides an internal cement or mner stability that binds the coaliion together If
it does not, external, often transitory, constraints are necessary to keep the coalition
intact, a generally unstable condinon The core can be described intuitively as the
set of imputations, or payoffs to the players, that leaves no possible coaliion 1n a
posttion to improve the payoffs of all its members In general, most politicat coalitions
stuched to date do not have a core However, the extreme destructive potential for
nuclear weapons adds a new dimension to the problem There 1s a large ncentive
for all nations to eliminate the threat of nuclear terrorism It thus may be possible to
restructure the IAEA so that a core exists, with consequent greater stabuity than 1s
current today



European Nuclear Safeguards and
Terrorism: A Personal Perspective

Enrico Jacchia

fundamentally different types of terrorism national and state spon-
sored The information 1s drawn from my expernience and recollections
of data and events

T his analysis 15 divided into two parts that, in my view, deal with two

National Terrorism

A fundamental fact has to be considered when dealing with the possible
desire of national terrorist groups to acquire nuclear materials national
groups, such as the Italian Red Brigades and the German Baader band, want
to change or subvert the orgamization of the state in order to install a different
regime They also need—and want to gain—the sympathy and support of at
least a fracuon of the nation They see killing a polhtical leader or other
terrorist actions that are directed at a specific target—a person, a building,
and so on—as a way to get the approval of that fraction

Use of nuclear explosives would mean killing 2 large number of people
and destroying a vast area That type of action would mevitably provoke a
reaction of horror on the part of the population, the exact opposite effect of
what the group wants Thus, 1t seems to me that the attractiveness to a national
terrorist group of using nuclear material or devices is conspicuously low

That saxd, would 1t be difficult for a national terrorist orgamization to gain
access to nuclear materials? This question is the old one of whether safeguards
are safe It can hardly be said that safeguards are safe, even though many
loopholes have been closed The first safeguards systems (EURATOM, 1AEA)
had two enormous loopholes transport and legal and admimnstrative proce-
dures These loopholes were all too evident 1n the well-known diversions
recorded about two decades ago They were possible, it was concluded,
because of the gaps in the safeguards system
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The diversion of 200 tons of natural uranium in late 1968 was a chef
d’oeuvre of adroitness, with the organizers making optimum use of the reg-
ulations The whole enterpnise was planned and carried out in such a way
that 1t was extremely difficult to prosecute the diverters under existing laws
and regulations The nuclear material was being purchased by a West German
firm from a well-known, respected Belgian company, Umon Miniere West
German and Belgian officiais had authorized this transaction in full compli-
ance with administrative rules The EURATOM Supply Agency had also given
its authorization (the authorizauon of the Nuclear Security Control was not
required by the safeguard system 1n this case) The material was destined for
reprocessing at an Italian company in Milan that had requested and obtained
the authorizations needed from Customs, the Mistry of Transport, and the
Mimstry of Industry

Once on the open sea, the ship transporting the nuclear matensal dis-
appeared By the time 1t was located while on another merchant trip, the
material had been unloaded and the crew, officers, and captain had changed
To my recollection, nobody has been convicted, nor could they be This
ncident is an excellent example of how safeguards are not safe when the
diverter 1s not a burglar acting for money but perhaps a nation with all the
resources—techmical, legal, and operational—it can command

The other famous case of suspected nuclear diversion occurred at the
end of the 1960s Called the NUMEC case, 1t presents some analogies Based
on my memory, the Nuclear Material and Equipment Corporation (NUMEC)
of Apollo, Pennsylvama, had MUF of more than 400 pounds of uranium, 150
of which were uramium 235, a material almost directly usable as an explosive
In this case, the suspected diversion was possible because of loopholes n
the admunustrative rules and procedures, as well as the disastrously low level
of accountability of the company and the poor performance of the controllers
The case was prosecuted but was closed, adminustratively and yudicially, for
a fine of about $1 muillion. That penalty 1s inadequate given that 150 pounds
of uranium 235 1s enough to destroy several capital cities

Much has been done to close the gap in this area 1 imagine it would
now be difficult to repeat successfully those operations and other similar
ones that are less well known Moreover, it 1s believed that these diversions
were masterminded by states A terrorist orgaruzation would need to have
sophisticated leadership and adwisers to replicate them, a conditon that 1s
possible but improbable

If a complex operation that seizes on the loopholes in the safeguards
systems appears tmprobable now, a hypothesis that cannot be discarded 13
direct access to nuclear material by theft or something analogous However,
if the materials accounting system works well, even a small MUF should appear
within 2 matter of weeks at the latest A team of inspectors, dispatched
immedsately, should be able to clarify the situation or impose strict measures
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of control unul the MUF is explained satisfactorily In the case of EURATOM,
the mspectors can request intervention by the police or armed services so
as to 1mpose effective control over the factory I am referring to prolonged
theft of small quantities so that 1t would appear in the MUF Theft by assault
cannot be protected against with safeguards, machineguns are needed instead

Accurate monitoring of material accounting and transfers 1s possible and
1s performed effectively in Europe It 1s probably less accurate and presents
more obstacies of various types in other areas of the world However, 1t 1s
precisely in European countries (and 1n the United States ) that most nuclear
material in its different forms 1s stored and processed As for the Eastern bloc
countries and the Soviet Union, 1t 1s well known that the government 1n
Moscow 1s a keen supporter of safeguards, which it enforces strictly on 1ts
own territory and that of its customers

Optimism 15 not justified, however It 1s known that the IAEA 15 permutted
to safeguard only materal, not faciliies, unless they have been declared to
be nuclear Although national terrorist groups would hardly be able to build
their own facilitzes, they could try to gain access to facilities whose activities
are ambiguous and that might not be subject to IAEA controls because they
have not been declared nuclear IAEA safeguards inspectors have no authority
to visit undeclared facilities that they suspect mught be engaged 1n activities
associated with nuclear matenial devices, even in states that have signed the
NPT Further, the IAEA does not search for undeclared material Here 1s
another wide loophole that affords a potential diverter fertite ground for
operations In this case, however. the national services in charge of security
matters should be able to fill the gap if they are aware that a diversion 1s
being planned by terrorist groups

This discussion applies essentially to reactor sites or spent fuel storage
faciities The situation s different with bulk-handling facilities involving sub-
stantial flows of nuclear materals, such as plutonium or uranmum 235, that
present a much higher risk Measures that would help 1in these cases are the
ones that have been suggested frequently multinational fuel cycle centers,
mternational spent fuel storage facilities, and others

Terrorist access to weapons-usable maternal 1s a2 tremendous risk It has
to be emphasized, however, that weapons-usable materials 1n states other
than the nuclear weapons ones are located at only a small and well-known
number of sites Inspections of the so-called restdent inspection type would
reduce this threat of diversion They would probably not be enough, however
This field 1s one where the intervention of the national services in charge of
security and their collaborauon with other states or mternational agencies
are necessary

The intervention of these services has long-established precedents When
foreign companies are engaged 1n research, testing, or production of sensttive
mulitary materials, the US government requures that they sign contracts with
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special clauses to protect secrecy This protection is ensured 1n general by
personnel of the military intelligence services of the country concerned, they
have exercised discreet, and satisfactory, surveillance within the plant

It 1s not advisable to say or write more on such a delicate subject. In
any case, it would not be easy to extend these kinds of procedures and
exercises to nuclear plants generally, although maybe that could be envisaged
for the small number of mstallations that have or process weapons-usable
materials If the terrorist threat extended to the nuclear field, such measures
would have to be considered

State-Sponsored Terrorism

For more than two decades, the risk that terrorist groups will gain access to
nuclear materials has been practically discarded by competent officials deal-
ing with safeguards If, however, state-sponsored terrorist groups wanted to
gain access to nuclear materials or highly toxic chemuicals, the prospects
would be totally different These groups operate 1n foreign countrics amud a
foreign population They do not have the same pohitical constrants that the
national groups referred to earlter do They are, or consider themselves to
be, combatants, and they are fighting an enemy They may be fananic or just
imbued with a dramatic sense of combatting an adversary In their logc,
there mght be little difference between a grenade or a mass-destruction
weapon Moved by a strong 1deal or fanaticism, state-sponsored terronst
groups consider themselves at war, even at holy war

National groups would have difficulty getting access to nuclear materals
With terrorist groups sponsored by states, however, 1t would be foolish to
ignore the posstbility that they could receive materials (nuclear or chemucal )
from their sponsor state(s) Nuclear weapons states have a long-established
clean record 1n this field A number of nonnuclear weapon states are, however,
considered threshold states, they are near to acquiring the capacity to pro-
duce nuclear explosive devices Nevertheless, there 1s no basis for thinking
that they would establish a connection with terrorists

In terms of potential access to nuclear and chemical materials, the most
dangerous possibility s the state-sponsored terrorist group, and 1t poses a
difficult situation The sponsor statec may or may not be a member of the
NPT and may or may not have accepted IAEA safeguards Even if 1t had
accepted them, given the techmcal and pohtical hmitations on the agency’s
activities, 1t 1s almost impossible for the JAEA to guarantee that illegal transfers
do not occur



Chapter 4

Can Civil Uses of Weapons-Usable
Nuclear Materials Be Minimized?



Intelligence and the Prevention of
Nuclear Terrorism

Jobn Despres

uclear terrorism is an exceptionally important problem for the United
States and other Western countries that are both potential targets
of and hosts for nuclear terrorists It 1s the most damaging possible
variant of nuclear proliferation and general terrorism

Intelligence 1s the first line of defense against nuclear terrorism Western
security policies should place a special premium on monitoring nuclear pro-
liferation and international terrorism, not only to limt the separate threats
they pose to Western security interests but also to prevent them from merging
into the much more severe threat to Western societies nuclear terror

Here I address the role of intelligence in preventing nuclear terrorism
I describe the problems and requirements facing national intelligence services
in helping to prevent nuclear terrorism, including the difficulties of providing
sufficiently timely, accurate, and reliable warnings to forestall actual threats,
and I examine 1n some detail the problem of nuclear hoaxes that terrorists
could use to intimidate people and coerce governments if intelligence cannot
credibly expose their falsehood

I do not address the sources and methods that could be used to detect,
monitor. and appraise nuclear terrorist threats, nor do I assess current in-
teligence resources and plans I focus instead on the intelligence policy
implications of a long-term strategy to enforce a de facto ban on nuclear
terrorism by averting any credible threat or actual use of nuclear violence
by nonsovereign forces agamnst national intcrests

The paper first defines intelligence and nuclear terrorism and analyzes
the nature of the problem from both a specifically US and a more generally
Western viewpomnt As used here, intelligence refers broadly to the collection
and reporting of information, the production of assessments, and the pre-
sentation of judgments by intelligence specialists who work for public and
national security authorities Intelligence encompasses the enure range of
investigative and reporting activities at all levels of government—from local
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police units to alhed mihitary commands—that could contribute to the dis-
covery and disarming of nuclear terrorists Nuclear terrorism, in contrast,
refers only to credible threats or acts of extreme violence by forces outside
the direct control of any state through false threats or actual use of a nuclear
bomb Thus definition excludes other highly menacing or damaging activities
involving nuclear materials, facilities, weapons, or phobias such as poisoning
the air or water supplies with radioactive substances; stealing nuciear ma-
terials, sabotaging nuclear powerplants, occupying a facility or seizing a ve-
hicle with nuclear weapons, or inflaming public fears in the event of a nuclear
accident These events can be extremely frightening, as in the case of public
reactions throughout Europe to the nuclear accident at Chernobyl in the
Ukraine However, their potential destructiveness and exploitability by ter-
rorists do not match the threat of nuclear explosion

Problem of Nuclear Terrorism

It might seem that nuclear terrornsm 1s not a clear and present danger because
there have been no public signs that any terronsts have the ability and will
to engage n tt. Moreover, modern technology and society offer would-be
terrorists ample means of threateming and killing large numbers of people 1n
other ways. At the same time, nothing could have anything like the impact
of a nuclear explosion, which could be more physically damaging, psycho-
logically shocking, and politically disruptive than any event since World War
II Aside from the hives lost and awesome destruction, nuclear violence would
breach the postwar moratorium against the use of nuclear weapons, the most
important, even if only tacit, arms control arrangement of the nuclear era
Although the casualties from a single act of nuclear terrorism might not match
those of nuclear war, they would still dwarf other forms of terrorism by many
orders of magnitude and could easily exceed those of most conventional
wars

Nuclear terrorism cannot be dismussed as technically impossible, and it
is hikely to become even more feasible with the continuing spread of the
nuclcar materials and know-how required to make fission weapons. Nor,
clearly, can the interests of individual terronsts or state supporters of ter-
rorism 1 acquiring a nuclear capability be discounted as contrary to any
principles or scruples they may have. Italian terrorists have already shown
active interest 1n locating the storage facilities for NATO’s nuclear weapons,
although their purpose was unclear Less ambiguously, Libya has openly sought
a nuclear weapons capability, at the same time that it has sponsored and
supported a variety of terrorist operations A number of other states that have
been unstable or that have supported foreign terrorist operations are pursuing
similar goals
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At present, nuclear terrorism from abroad does not appear imminent, at
least not on the basts of information 1n the public domain But 1t 1s hikely to
become more feasible and credible with the continuing diffusion of the
matenals and know-how needed to make nuclear weapons

Nuclear terrorism 1s a potential problem for almost all societies, especially
for the United States, for several reasons Terrorists tend to regard the United
States, particularly 1ts armed forces, as an enemy Because it 1s the leading
democratic power, the most active proponent of cooperative cfforts to com-
bat terrorism, and the best-equipped nation to avert the use of nuclear weap-
ons, the United States 1s logically a main target of terrorist mntimidation and
violence It may also face threats from nuclear terrorists who want simulta-
neously to intimidate others into submission and to deter the United States
from intervening by threatening it or Hs interests abroad with nuclear vio-
lence Nuclear terrorist organizations, hike small states seeking to develop
nuclear weapons, may envisage this offensive capabulity as a supplement to,
rather than as a substitute for, more conventional means of armed violence
and intimidation The United States could be vulnerable to just a single nuclear
weapon if it could be placed and detonated ncar valuable U.S. facilities,
residential areas, or other targets of terrorists So terrorists could regard the
United States both as a threat to therr own designs on others and as a target
that may be highly susceptible to nuclear intumidation

The United States could also serve as an unwitting source of supplies and
expertise for nuclear terrorists Indeed, many Western countries, including
the United States, have madvertently contributed to foreign nuclear research
and development efforts that in turn may have helped 1n the production of
nuclear weapons Terrorists could similarly seek gullible or sympathetic
Americans who could provide them with the special materials, designs, or
devices required for a nuclear weapon

Nuclear terrorism within the United States has been neither a clear nor
a present danger The director of the FBI, William H Webster, testified before
a US Senate subcommuttee that

There has historically only been one instance of 2 bona fide nuclear threat
1n this country and 1t was not that much of a threat, but three barrels of low
enriched uranium were stolen and the FBI was able to recover those
three barrels and apprehend the person He was not, incidentally, trying to
extort under threat of exploston '

At the same time, it must be recognized that the United States has already
been both the host to and victim of domestic terrorist organizations pursuing
a wide variety of causes-—among them, supporters of anti-umperialist revo-
lutions in the Third World, of Puerto Rican independence, and of white
supremacy It also has an abundance of nuclear materials, facilities, and ¢x-
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pertise Thus, although the possibility appears remote, the prospect that the
United States could become a target of or host for domestic nuclear terrorists
should not be dismussed

In sum, the possibility of nuclear terrorism within the United States 1s a
growing problem for the future But international nuclear terrorism 1s a more
likely and less remote threat to Western society, especially the United States

Intelligence and Nuclear Terrorism

The problem of preventing nuclear terrorism resembles that of imiting nu-
clear proliferation and international terrorism 1in some ways but differs in
several important respects First, nuclear terrorism requires a policy of ab-
solute prevention that allows for no exceptions In contrast, nuclear prolif-
cration and other forms of terrorism may not be, and may not need to be,
suppressed completely While desirable, absolutely preventing any further
proliferation of terrorism may be impossible

Second, preventing nuclear terrorism requires dealing with the possibility
of false alarms Nuclear terrorists need not possess a nuclear weapon, much
less use 1t, to achueve their objectives because of the pantc and other costs
even the possibility could engender if perceived to be true The role of
mtelligence in preventing nuclear terrorism s particularly complicated by
this simultancous need to avoid succumbing to false alarms while ensuring
prompt, accurate, and specific warnings about actual threats Western leaders
are elected to protect national security, economic nterests, and democratic
values. This means that their intelhgence advisers must be prepared to dispel
convincingly any apparent but empty threats of nuclear terrorism that could
precipitate public panic, costly mobilizations, spontaneous evacuations, ex-
traordinary searches and surveilance measures, and other disruptive or re-
strictive reactions to false alarms

In the noncommunist world, where the public media are independent
and skepticism is widespread, political authorities will be especially hard-
pressed to prove that apparent threats are actually hoaxes A particular con-
cern is how to estabhish that proof without jeopardizing the mtelligence
sources and means It is also possible that successive nuclear hoaxes will be
more sophuisticated and plausible and therefore increasingly difficult to verify

A final and alarming concern 1s that good inteligence capable of 1den-
tfying hoaxes may mnadvertently induce nuclear terrorists to detonate a nu-
clear explosive because the threats no longer work Even if that demonstration
were intended only to authenticate future threats, not inflict casualties, it
would generate widespread terror That result would hold even if the ter-
rorists were discovered immediately and disarmed The requirements for
high-quality intelligence on the plans, motivations, and organization of ter-
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rorists are particularly stringent n the case of a sophisticated attempt to
stmulate a nuclear threat In the event of a well-designed one, there may be
no good alternative to an mnside iformer

The task of intelligence aganst nuclear terrorists is made even more
difficult by the nature of the enemy Penetrating a nuclear terrorist operation
1s likely to be even more difficult than penetrating the larger terrorist or-
ganization that may support 1t As the director of central intelhgence wrote
recently, “Terrorist groups are a very tough nut for intelligence to crack
They are small and not easily penetrated Their operations are closely held
and compartmented They move quickly and place a high premium on secrecy
surprise 2

In the hight of the difficulty and importance of preventing nuclear and
other forms of terrorism, penctrations of terrorist organizauons that could
acquire a credible nuclear threat should be a high-prionity effort Good in-
telligence 1s essential to himiting nuclear proliferation and other forms of
terrorism, still better intelligence 1s nceded to prevent nuclear terrorism

Roles of Intelligence

The roles required of intelligence to prevent nuclear terrorism arce deter-
muned by national security pohcies They cover a spectrum of services that
1s comparable to those intelligence must also perform in hmiting nuclear
proliferation and nonnuclear terrorism basic assessments of key actors, tumely
indications of new dangers, clear warmings of specaific threats, and direct
support for diplomatic, police, politico-military, or other operations intended
to disable or dissuade 1dentifiable nuclear terrorists Intelligence 1s thus not
only the first Itne of defense against nuclear terrorism, 1t 1s also an essential
gurde for effective action that keeps a threat from materializing or disarms
1t before exploding

Intelligence must also be prepared to address urgent questions about the
precise naturc of the operational problems that political authonties would
confront when threatened by apparent nuclear terrorists such as who they
are, what they can do, why they would do it, and how they could do 1t

Prevention

Inteligence can contribute to the prevention of nuclear terrorism 1n many
ways Good intelligence can play a major peacetime role by helping statesmen
to isolate and resolve the conflicts that amimate political terrorism of all sorts,
including potential threats or acts of nuclear violence By focusing policy
makers on the costs and risks of recurrent or persistent belligerence and
identsfying mutual mterests in setthng conflicts, intelligence can help 1n 1den-
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tifying and pursuing opportumties for peace and not just in warning against
threats of war or terrorism

This peacetime role for mteligence, however, 1s likely to be oversha-
dowed by several others. In the case of nuclear terrorism, a more active and
important role of intelligence 1s to deny terrorists access to the elements
needed for a credible nuclear explosive capability and to nuclear materials,
explosive devices, and technical know-how Indeed intelligence assessments
based on information from all sources related to prospective threats provide
general direction and sometimes even specific gurdance for nuclear and
security programs, export controls, and law enforcement efforts intended to
mimize the spread of nuclear explosive capabilities

Technical assessments of foreign research, development, and acquisition
activities that could relate to nuclear weapons and politico-military assess-
ments of the operational intentions and capabilities of terrorists are the most
important contributors of intelligence to the prevention of nuclear terrorism
Technical assessment also furthers nonproliferation policies aimed at re-
stricting the undue spread of nuclear weapons and the capability to produce
them The latter helps to ensure that nuclear weapons, explosive designs,
and materials are secure against possible terrorist plans to steal, seize, buy,
or simulate a nuclear bomb

In the case of the United States, in implementing nuclear export controls,
decision makers have been sensitive to current estimates and new information
on the paths that individual states are pursuing toward the acquisition of
nuclear weapons or the development of a2 capability to produce them Possible
early warning signs—an intent to enrich uranium as the fuel for a nuclear
power reactor, research reactor, or explosive, to use centrifuges or nozzles
in a processing plant to concentrate the isotopes of uranium, or to use
particular types of power inverters or pumps to help generate the pressures
requirecd—have led the United States and other supphers to tighten their
nuclear export controls Stringently focused but adaptable export controls,
wecll guided by intelligence, can be useful i keeping nuclear weapons beyond
the reach of unreliable or unstable states, especially those that might provide
nuclear materials, know-how, or weapons to a terrorist organization or that
might lose control of their nuclear assets to terrorists during power struggles,
mulitary coups, or civil wars

An obvious role of intelligence is to develop basic knowledge about
potential nuclear terrorists before any well-defined threats begin to emerge.
For the most part, the information and evaluations are those that are most
useful 1n planning to counter nonnuclear operations by terrorist organiza-
tions Potential nuclear terrorists merit extra attention In particular, it 1s
important to close in while they are in the eachest phase of plannming and
organizing the operations. This task 1s difficult The security measures and
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compartmentation of terrorist activities approach the sophistication of the
ntelligence operations or nuclear weapons programs of small states

For the United States and other Western nations, the long-term problem
of nuclear terrorism 1s likely to be aggravated by nuclear and political de-
velopments in the Third World Some states that have supported terrorist
groups (such as Libya, Iran, and Iraq) have also pursued nuclear research
programs that could yield the components of a nuclear weapons capability
One or more of them could eventually succeed in obtaining nuclear weapons
These and other states in the Third World with a capacity to build small
auclear arsenals could be subject to violent and disorderly national political
crises 1n which nuclear weapons could be used as a threat by those controlling
the weapons. The threat might be aimed at both foreign backers and domestic
rivals. In short, new sources of potential nuclear terronism could emerge not
only in states that support other forms of terrorism and acquire nuclear means
but also in nuclear-armed states that disintegrate politically

In sum, there are a variety of more or less plausible ways in which
terrorists could acquire credible nuclear threats, including stealing weapons,
fabricating them, simulating a nuclear explosive device, or recewving one
from a sponsoring state None of these paths to nuclear terrorism should be
ignored

Crists Response

If 2 nuclear terrorist crisis occurs, with or without prior warmng, the intel-
hgence services would be expected to advise the poliical authorities on
whether the threat 1s 2 hoax or real They would have to present their
evaluauons persuasively enough either to dispel false alarms or to motivate
appropriate emergency measures, precautions, and counteraction In the event
of a genuine threat, intelligence must offer its best estimate of who and where
the terrorists are, what they want, how they plan to act, whether they are
susceptible to restramnts of any sort, if and why they would execute their
threat, and the prospective effects of alternative courses of action

In an emergency, the quality and reliability of those critical judgments
depend heavily on prior knowledge of plans and intentions, as well as on the
capabilities, of the terrorists One difficulty 1s that, in contrast to nuclear-
armed states, nuclear terrorists are more likely to be anonymous, at an un-
known location, without assets whose potential seizure or destruction 1s likely
to deter violent behavior, and beyond the influence of others besides their
sponsor By hiding, arming, and shielding their nuclear weapons m a major
metropolitan area and dispersing themselves elsewhere, as 1n the story The
Fifth Horseman, the fictional account of a Labyan-sponsored threat to New
York, nuclear terronsts and their threat can be expected to remain mnvul-
nerable to most conventional countermeasures
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Preventing nuclear terrorism after theiwr weapons have been deployed
and armed requires prompt and reliable information on location or on pro-
cedures for remotely countermanding orders to fire them automatically This
sort of information terrorists are likely to guard most closely and is the most
difficult to acquire on short notice, unless special measures had been taken
1t anticipation of a crisis

Policy Implications

The policy implications of these views are simple 1in principle but complex
in practice To prevent nuclear terrorism, good intelligence on the intentions
and capabilities of potential nuclear terrorists 1s indispensable It 15 vital to
the detection of possible acts, to dealing with threats, and to 1dentifying and
dispelling false alarms States that support terrorists and gain access to nuclear
materials, know-how, or weapons and unstable states that have nuclear weap-
ons or their components merit special attention

To persuade other countries concerned about nuclear prohferation to
hmat their madvertent contributions to the spread of nuclear weapons, the
United States must be able to share its assessments of how those countries’
export controls are subject to circumvention by potential nuclear weapons
states or to violations by their suppliers Good intelligence based on multiple,
independent, and rehable sources of information and thorough analysis 1s
mnvaluable in facilitating the adoption of more effective export controls by
all prospective suppliers Moreover, intelhgence 15 an essential adyunct to
active security measures and law enforcement activities aimed at preventing
the emergence of a black market in the special nuclear materials required
to make an explosive device

The common mnterests of Western nations are likely to offer new op-
portunities for cooperation 1n anticipating and countering potential nuclear
terrorism One approach will be cooperative momtoring of international
terrorist organizations, as well as joint assessments of particular international
terrorists, state supporters of terrorism, and their nuclear capabilities These
strategies may be essential to ensuring that Western political authorities are
ready to act together rapidly and effectively Exchanges of information among
Western intelligence and security services can contribute to common as-
sessments and to prompt detection, wdentification, location, and even inter-
diction of terrorists and their state supporters before they initiate operations

The United States and the Soviet Union share a great interest in identifying
and controlling terrorists who are trying to raise tensions or catalyze nuclear
conflict They presumably also continue to share a strong interest in per-
petuating the de facto moratorium since 1945 on the use of nuclear weapons
On the other hand, Soviet and US nterests could diverge and conflict 1n
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situations where terrorist operations are directed primanily agaimnst the Unuted
States and its allies and friends

The extent to which the interests of the Umted States and the Soviet
Umion converge or conflict 1s often unclear The case of the Soviet allegations
to Western governments that South Africa was undertaking nuclear test prep-
arations 1n August 1977 is an exampte In thss instance, both countries pre-
sumably had a common interest in limiting nuclear proliferation At the time,
however, the Soviets were interested 1in discrediting the United States in
black African eyes by linking 1t with the nuclear ambitions of South Africa’s
apartheid leadershup As a result, rather than just privately advising the Umited
States and other potennally influential states of its concerns, the Soviet lead-
ership launched a public campaign denouncing the United States and others
for their ties to South Africa This propaganda raised doubts about the reh-
ability of Soviet allegations and made 1t unclear whether the Soviets were
more interested 1 arousing and explotting fears of a South African bomb
or m helping the West prevent one In turn, this publicity also limited the
range of actions that Western countrics could take to counter actual
developments

If the Soviets alert Western countrics to apparent nuclear terrorists in a
similarly sensational and self-serving way 1n the future, they may generate far
more damaging false alarms, whether they intend to or not The problem 1s
that 1n a case of nuclear terrorism, there might be little ime to resolve the
usual and mevitable uncertainties, let alone any fresh doubts raised by Soviet
propaganda

Common understandings between the United States and the Soviet Union
on the sharing of information 1n case of a threat or act of nuclear terrorism
would be nvaluable 1n countering the possibility through the deterrence of
nuclear-capable states from supporting mnternational terrorists with nuclear
means 1n the first place

Thus, common assessments and cooperative exchanges of information
and assistance can mmprove the world’s political and operational readiness
for effective action The umgue vulnerabtilities, capabilities, and responsibil-
ities of the United States confer a premium on 1ts knowledge and leadership
in fostering mternational consensus and cooperation At the same tume, the
United States has an obligation to protect the sources and methods of its
intelligence-gathering against damaging disclosures This obligation includes
protecting the identity of cooperative foreign intelligence services whose
contributions to US intelligence are potentially valuable

Finally, nuclear terrorism warrants special recognition by the US ntel-
ligence community as the most damaging possible variant of nuclear prold-
erauon and general terrorism Fortunately, 1t 1s probably not too late, despate
the long lead ume, for mvestment 1n the momtoring of nuclear terrorist
threats that might emerge 1n the 1990s



Mobilizing Intelligence against
Nuclear Terrorism: A Personal
Perspective

Yuval Ne'eman

The acquisttion of intelligence 15 best achueved when the following sequence
of logical steps controls the process

1 Definition of essential information. This step consists of identifying the
most important items of required information and will be closely tied to
the issue under consideration, such as a specific event, evolution, or
deployment It 1s also important to determine how much warmng time
is needed prior to an event’s occurring

2 Identification of indicators This step mvolves the determination of
observable facts or actions that are indicators of the essential information
Sometimes they may be indirect and worth noting but not sufficient 1n
themselves—for example, an interestng characterstic of an envisaged
evolution that may be emerging.

3 Intelligence acquisition program. This step can be thought of as a matrix
mn which the columns list the indicators, and the rows list the various
means of acquiring information about them

4. Ongoing review of the basic premises. Step 1 always involves a set of
assumptions Once the process of intelligence acquisition 18 underway,
it 18 important to check and recheck whether the basic premises stil
hold or need to be modified on the basis of new mtelhgence This process
should be ongomng. Often, however, it is forgotten, albeit at heavy expense

Here the discussion centers mainly on steps 1 and 2 Much of what would
come under step 3 relates to the specific operations of telligence services
and thus cannot be discussed However, some aspects of step 3 are in the
public domain
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The Essential Information

A basic assumption made here 1s that the danger we believe we need to
defend against (through warning, deterrence, and prevention) 1s possible
actions by terrorists and not possible nuclear sabotage by a nuclear power
(including the Soviet Umon and China) as part of its own direct covert
opcrations This assumption 1s plausible in terms of our present thinking, but
it should be rechecked periodically in the hight of new information

What we arc after in this step centers around three mamn threats !

1 The acqusition of a nuclear device by a terronst orgamization through
procurement, theft, or forcible action

2 The acqusition of nuclear materials by a terrorist orgamzation in order
to manufacture a nuclear device

3 Terrorist action against a nuclear reactor or base

The third threat can be part of 1 or 2 if the aim 1s to obtain a2 nuclear device
or fissile material, but 1t should also be treated as a separate topic becausc
the aim might be to cause harm by generating nuclear fallout by directing
conventional explosives against nuclear matersals or devices

The Indicators

The conditions that create the possibility of acquisiion of a manufactured
nuclear device and that therefore serve as tndicators include the availlability
of nuclear devices 1in countries 1n which there are terrorist groups with a
sufficient level of organization This condition 1s true throughout Western
Europe and the Mediterranean, Japan, the Republic of Korea, and Okinawa,
and for US or other naval forces, some regions in Latin America, and the
Southern Hemusphere

Nuclear devices are generally supphied with mechanisms designed to
preclude a nuclear explosion if detonated by unauthorized personnel. How-
ever, the nuclear device could still serve as a source of fissile material for
manufacturing a new one (threat 2) Even if one weapon did not contain
enough fissile material for a more primitive bomb, it must be remembered
that bombs often come 1n clusters

Concerted action by different terrorist orgamizations 1s an indicator of
the high degree of organization and planning capability needed to reahze
this threat The assistance rendered by the Japanese Red Army to the Popular
Front for the Liberation of Palestine in the attack on Ben Gurion atrport 1n
1969 mplied haison, briefings, supply of intelligence and other resources,
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and capabilities on the part of the terrorists The notorious Carlos, a Latin
American 1n the service of the Palestine Liberation Organization (PLO) and
working out of Beirut, 1s another case 1n point Such collaboration might help
resolve various difficulties facing European terrorists preparing to move against
a U.S base, given that European terrorist groups have very hmited member-
ship—some twenty active participants per orgamzation To mount a serious
assault, they would need reinforcements, which could come from Latin Amer-
ica or Japan Remnforcements from Japan or the Middle East also raise the
possibility of surcide squad personnel, who could be an important element
in such an assault Preparations by European terrorists (such as reconnais-
sance activities around US bases) and interregtonal movements (bringing 1n
key personnel from Latin America, the Middle East, or Japan) are thus possible
indicators

Terrorsts planning a theft or assault would need precise information on
the location and protection of the nuclear device within the base Thus, any
internal reconnottering and attempts to infiltrate personnel on the base could
be considered as very high probability indicators Identifying a tefronst, cven
one posing as a waiter in the base kitchen, should be regarded as a serious
warning, considering that the acquisition of a nuclear device could be the
most valuable prize and thus the first possible motivation for an nfiltranon
effort, where bombs are available

Vulnerability 1s maximized during transport and movement, such as the
transfer of a base or the replacement of old devices Should a texrorist group
be strengthened by reinforcements, theft when the devices are between bases
1s a serious possibiity Evidence of the momtoring of mulitary movements by
terrorist groups 1s another strong indicator and calls for a higher state of
readiness

Should the terrromsts succeed in obtaining a nuclear device, they will
have to hide 1t while preparing to use 1t It 18 possible that just as these devices
are protected aganst unauthorized detonation, they could be equipped with
hidden emitters or responders that would help in locating them In many
cases, these devices might hurt the strategic security and capabilities of the
weapons by making 1t easier for the enemy to strike at them in war For
tactical weapons, however, this possibility mught be less important

Regarding the manufacture of a nuclear device, fissile material 1s generally
less protected than a bomb Vulnerability 1s greater when the material 15 on
the move—for example, i transit for reprocessing The French ship that
sank recently 1n a Belgian port after being loaded with uranium hexafluoride,
which was to be shipped to the Soviet Umon for enrichment, proved that
vulnerability

Generally, handling fissile material requires radiation protection equip-
ment—for example, hot cells The purchase of that type of equipment is thus
an indicator However, Kamikaze-type Japanese or Middle Eastern Shutes
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might be persuaded to handle fissile material without personal protection.
It should also be noted that manufacturing s a major operation that would
be liable to detection The possibulity that this stage might be performed 1n
a state sponsoring the terrorists 15 of greater concern here

Lists of the specific elements needed for the transformation of a quantity
of fissile material into a weapon or at least into a static device should be
prepared The purchase of any of these items, or perhaps the appearance of
several of them 1n conjunction, could be an indicator Of course, the purchase
might have nothing to do with weapons, but it should be possible to check
the reasons in each case

Manufacturing requires speciahists The recruitment of physicists and
chemusts by a terrorist orgamzation should be regarded as an important
indicator

Fissile material originates in reactors or in sotope separation plants If
fast breeders do enter the industry, the danger will be multiphed It should
be considered as highly advantageous that as yet nuclear energy, even con-
ventional reactors, has not made any inroads in the Middle East At present,
there are no nuclear power stations from Afghamistan to Morocco Consid-
ering the volatility of the region and the high level of terrorist activity, Middle
Eastern countries should be persuaded to postpone indefimtely any plans
they might have for nuclear energy I would be willing to place a moratorium
on nuclear energy in Isracl as long as the other countries 1n the region did
likewise. At the same time, the mtroduction of nuclear power in unstable
countries should be considered as a prime indicator, creating conditions that
mught develop into a threat Brazil and Argentina do have nuclear reactors
Given the level of regional terrorism wn Latin America, 2 special effort at
surveillance 1s justfied

As a consequence of the rising traffic in narcotics, most countries (1n-
cluding those of the Middle East) now have tight border controls These
should be strengthened and adapted to deal with the new danger through
the erection of well-camouflaged detection devices at all entrance pownts to
a country Such detection devices should be capable of discovering both
nuclear fuel and closed nuclear devices There is room for a research and
development program, and any eguipment that might be developed should
be offered to any country wanting to protect itself

Intelhigence regarding conventional attacks on nuclear facilities is largely
similar to any situation where an essential facility has to be protected In
particular, 1t 1s important to be on the alert for a major means of attack falling
into the hands of terrorists a bomber, an artullery piece, or a mortar that
mught later be hidden near a facility

Intelligence Acquisition

There is now a greater awareness in the United States of the dangers of
terrorism The Task Force on Combatting Terrorism, headed by Vice-Presi-
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dent George Bush, has recommended the creation of a “center to routinely
analyze intelhgence on terrorism ™ It would consist of a “cadre of cxperts
from various government departments and agencies ” Another recommen-
dation 15 the “enhancement of inteligence exchanges with like-minded for-
eign governments, with international law enforcement agencics and national
police organizations

Establishing a group with specific responsibility for intelligence on ter-
rorism 1s a good way to ensure that the subject receives appropriate attention
at inteiligence agencies The center should include a unit (perhaps a com-
muttee of experts) that focuses specifically on prospective nuclear terrorism

Once the United States starts to treat the study of terrorism 1n general
and of nuclear terrorism 1n particular as an important StratCgic 1Ssue, the
same will happen in Europe and Japan Exchanges with friendly intelligence
services should cover all these issues, with special care and attention paid
to them

It 1s conceivable that on the 1ssue of nuclear terrorism, an agreement
can be reached with the Soviet Umion Although much international terrorism
1s boosted by or directed from the Soviet Union, the dangers of nuclear
terrorism specifically should be clear to the Russians An agreement about
mutual warnings on these matters should be mn the realm of the possible,
however, such sharing involves a fine line The West cannot engage 1n 4
general sharing of intelligence on terrorist groups, which are often supported
by the Soviet Union Rather, cooperation 18 calied for when there 1s a danger
of a group’s going nuclear

International organizations reveal ambivalence when 1t comes to terror-
ism The PLO, for example, enjoys observer status at the International Atormc
Energy Agency (IAEA) In this case, a terrorist orgamzation 1s in a position
to monttor 1n detail directly or indirectly through friendly nations every set
of precautions the ITAEA mught iitiate or sponsor States sponsoring terrorism
such as Libya or Syra are also actively participating in these types of orga-
nizations Their position might be instrumental 1n setting up sabotage or theft
of matenals in conjunction with a terrorist organization On the other hand,
the IAEA could have an extremely useful role to play, provided it 1s depol-
ticized Tt could monitor movements of every kilogram of fissile material all
over the world, notice disappearances, and notify mtelligence and police
bodies This role could be particularly important with respect to monstoring
the large quantities involved 1n fuel reprocessing

Summary

Aside from the search for indicators, 1 have several auxihiary recommen-
dations



3306 = Background Papers

Easy-to-handle, highly sensitive detectors capable of registering the pres-
ence of nuclear explosives, even when the packaging 1s designed to avoid
detection, need to be developed

Camouflaged attachments to existing nuclear weapons, especially tactical,
and to stocks of fissile materials, need to be designed to help trace their
movement and location, should they fall into illegal hands

In the long run, the organization of an apolitical centralized control
system capable of accounting for every kilogram of nuclear fuel through-
out the noncommunist world (and hopefully everywhere 1n the future)
nceds to be established

The spread of nuclear power stations to the more volatile regions of the
world needs to be postponed

The Unted States and the Soviet Umion should negotiate an agreement
to provide mutual warnings on items relating to the potential threats of
nuclear terrorism

Notes

1 I focus on action rather than intent, smce 1t 1s the action that needs to be

forestalled Knowledge about intent 1s academic and it can be assumed that every
terrorist organization would like to possess nuclear weapons

2 Public Report of the Vice President’s Task Force on Combatting Terrorism

(Washington, D C US Government Printing Office, February 1986)
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U.S.-Soviet Cooperation in
Countering Nuclear Terrorism:
The Role of Risk Reduction
Centers

Sam Nunn
Jobn W. Warner

¢ live 1n a2 world bristling with nuclear technology, ever growing
‘x/ in complexity and danger In the last decade, there has been a
relentless dispersion of the know-how, equipment, and materials
necessary to build nuclear devices In addition to the five declared nuclear
powers, two more nattons—India and Israel—are assumed to be capable of
quickly fabricating a weapon By the mud-1990s, perhaps as many as twenty
nations will have the industrial capability to build nuclear weapons
We lhive also i a world of terrorism, ever growing in its influence and
virulence The number of terrorist incidents worldwide has steachly risen
from 500 1in 1983 to 700 1n 1984 to an estimated 1,000 1n 1985 However,
the destructiveness of contemporary terrorism has increased qualitatively in
proportion to 1ts quantitative rise Surcidal truck bombers can obliterate entire
embassies Car bombs level densely habitated city blocks Previously un-
known groups claim credit for destroying crowded, wide-bodied jets in mud-
air There seems to be no limit to thewrr madness
Accompanying these trends has been an even more ominous develop-
ment. the emergence of state-sponsored terrorism. Terrorists are no longer
necessarily solitary free agents pursuing individual ends or grievances In-
creasingly terronsts are supported, directed, or employed by governments
that see them as weapons of choice 1n advancing nattonal interests through
means short of declared conventional war With the active support and back-
ing of hosule regimes, terrorists have benefited immeasurably in terms of
their weaponry, mobulity, logistics, and intelligence resources
Should these alarming trends n terrorism and nuclear proliferation ever
converge, the world would clearly face a menace of unprecedented dimen-
sions As devastating as the prospect is, the threat posed by nuclear terrorism
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15 not hmited to the almost unimaginable loss of life and damage that could
be inflicted on a single city or area should 2 nuclear-armed terrorist detonate
a device through design or madvertence Rather, the threat of nuclear ter-
rorism has the potential of plunging much of the world into accidental or
unmintentional nuclear devastation

Far-fetched? Consider these all too plausible scenarios, outlined 1n a 1984
RAND Corporation study '

Scenario 1. Terrorsts attack a2 US nuclear weapons storage depot 1n
West Germany and capture a nuclear device The United States suspects that
the attack may have been 1nstigated by the Soviet Union or that the terrorists
may try to escape with the weapon to East Germany How does the United
States determine whether the Soviets played a role 1n the theft? Assuming
the Soviets were not mvolved, how does the United States enlist Soviet
assistance m blocking escape routes across the border? If the nuclear weapon
has a short-range launch capability, how docs the United States cooperate
with the Soviets to ensure that the terrorists do not try to blackmail the
Federal Republic of Germany by threatening to destroy its citues from a
sanctuary cast of the border? Assuming that the terrorsts are neofascists
intent on derailing West German détente initiatives, how does the United
States assure the Soviet Union that the terrorists will not threaten East German
cities from launch sites west of the border?

Scenario 2. A radical PLO faction claims to posscss a nuclear device,
which 1t threatens to detonate n Israel unless the Isracls government
withdraws from East Jerusalem and the West Bank The threat message
18 accompanied by a diagram of the device and a small amount of highly
enriched uranwum Israel announces that any detonation will be followed by
prompt, massive, and, impltcitly, nuclear retaliation agaimnst states suspected
of supplying the terrorists with the nuclear material and/or know-how
(Libya, Iraq, or Syria) The Sowiet Union announces that any such attack
on one of s regional alhes will be responded to m kind Israel reminds
the United States of 1ts security commitments Since neither superpower
wants to get dragged into a nuclear war, how do they cooperate 1n de-
termuming whether the terrorist threat 1s real, and, if so, in nullifying the
terrorists?

Scenario 3. A nuclear explosion occurs at a nuclear facility n Iraq, with
a massive loss of life Iraq blames Israel A new Middle East war seems 1m-
munent, raising the specter of a superpower crisis that nerther side wants
How do the United States and the Soviet Union cooperate 1n determining
what actually caused the detonauon and n defusing the crisis? Was the
explosion caused by another Israeli aerial bombing of the facility? Was there
an accident caused by the Iraqi operators of the facility? Was the facihity
attacked by Iranmian saboteurs? Or was the detonation set off by Arab terrorists
confident that Isracl would be implicated?
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Another nuclear terrorism scenario comprises the plot of a recent best-
seller, The Fifth Horseman. Radical terrorists, supplied and trained by Libyan
leader Muammar Qaddafi, hide a nuclear device in New York City and threaten
to detonate 1t unless the United States forces Israel to withdraw from the
occupied territories How mught the Untited States determune if the threat 1s
rcal? How could the United States enlbist Soviet cooperation in persuading
Qaddafi to back down’ How could the United States ensure that any US
military action against Libya would not escalate into a superpower
confrontation?

We believe that scenarios such as these are more than just hypothetcally
credible We believe the danger of nuclear terrorism s clear and present and
as such demands concrete preparations by the United States and the Soviet
Union These two countries have an overrniding mutual interest in preventing
such conungencies from ever unfolding or, faling that, in minimizing the
possibility that a nuclear terrorism incident could provoke a nuclear exchange
between the two As Vice-President George A Bush said at a colloquium on
nonproliferation in Geneva in 1985, “Although we have so far been spared
the terrible specter of nuclear terrorism, that doesn’t mean that we don’t
need to begin addressing this problem ™2

Indeed, 1t 1s the specter of nuclear terrorism, more than any other factor,
that onginally prompted and has subsequently sustained our deep interest
in promoting U S.-Soviet agreements on the establishment of U $ -Soviet Nu-
clear Risk Reduction Centers and other important nisk reduction measures

Emergence of a Concept

The origins of the Nuclear Risk Reduction Center mitiative date back to 1981,
when Senator Sam Nunn (D-Ga ) wrote the commander of the Strategic Air
Commeand (SAC), General Richard Elits, and asked SAC, as the premier defense
command in nuclear matters, to analyze the potential for an accidental nuclear
exchange between the superpowers and to recommend some initiatives for
dealing with the problem Ellis, now retred from the air force, 15 serving as
the US representative on the U S -Soviet Standing Consultative Commission
(SCC) and 1s one of the most thoroughly knowledgeable military men in the
area of arms control, as well as an expert in nuclear policies and weapons
Ellis established a group that studied thus issue extensively, and therr
conclusions are as relevant today as they were five years ago The SAC analysis
showed that both the United States and the Soviet Union needed to improve
dramatically their warning and attack characterizaton capabihities to deal
with the use of a nuclear device by a terrorist or other thurd party in either
peacctime or a crisis Under several possible scenarios, SAC concluded that
netther superpower could likely determune the party responsible for such an
attack The analysts 1dentified many unconventional methods of nuclear de-
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hvery other than such normally discussed platforms as fighter planes or
mussiles that could be utihzed by third parties to explode a device on US
or Soviet soil

Joined by our late colleague, Senator Henry Jackson (D —Wash ), we
responded to Ellis’s analysis and recommendations by introducing legislation
in 1982 that required the Defense Department to evaluate a number of
suggested measures that addressed this and other accidental nuclear war
scenar10s That legislation resulted in an April 1983 report by Secretary Caspar
W Wewnberger to the Congress outhming four specific risk reduction mea-
surcs, all of which were eventually proposed to the Soviet Union

1 Adding a high-speed facsimie capabudity to the hot line

2. Creating a joint military communications link (JMCL) between the Pen-
tagon and the Soviet military command

3 Installing high-rate data links between the United States and the Sowiet
Union and their embassies in the capital of the other country

4 Promulgating a multilateral agreement for nations to consult in the event
of a2 nuclear incident involving terrorists

Although the Soviets demonstrated no interest in etther the JMCL pro-
posal or the wmproved embassy data link, agreements were reached with
respect to improving the hot hine and consultations about nuclear terrorism

In july 1984, the United States and the Soviet Union signed an accord
governing the upgrade of the hot hine Pursuant to this agreement, a facsimile
capability 18 being added to the hot line that will enable each country to
transmit and receive graphic materials In addition, the planned improvements
will allow the US and Sowviet heads of government to exchange messages
more rapidly than they can with the existing teletype The increase in the
specd of communication and the ability to send pictures and maps could be
especially critical 1in future crises, including possible nuclear terrorism 1n-
cidents This capability has been long overdue

The U S -Soviet direct communication link will now consist of three cir-
cuits (two satellite circuits plus one wire telegraph circuit), one earth station
in each country for each satellite circust, and terminals in each country linked
to the three circuits and equipped with teletype and facsimile equipment

The 1984 agreement specifies that the US government will sell the Soviet
Union at cost the equipment necessary to nstall and maintain the improved
hot line This transaction will include facsimile equipment, personal computer
equipment, modem equipment, and microprocessor systems to ensure the
privacy of these sensitive communications Most of this transaction will be
completed in the 1nitial sale of the specified equipment to the Soviet Union
However, sales of services and additional equipment, including consumable
items, will recur periodically over the life of the hot line Congressional
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authority for the secretary of defense to execute these sales, on a reambursable
basis with the Soviet Union, was provided by Senate Joint Resolution 108,
which we mtroduced and which both Houses passed i 1985

With respect to consultations concerning nuclear terronsm incidents,
discussions with the Soviet Umion on this subject bore fruit in June 1985
when the SCC announced that the two nations had concluded the Common
Understanding to the Agreement on Measures to Reduce the Risk of Outbreak
of Nuclear War between the United States of America and the Union of Soviet
Socialist Republics of September 30, 1971 (the so-called Accidents Measures
Agreements)

The 1971 Accidents Measures Agreement was a spin-oft of the SALT I
negotiations It covers three main areas.’

1 A pledge by both sides to take measures each considers necessary to
maintain and improve its organizational and technical safeguards against
accidental or unauthornzed use of nuclear weapons

2 Arrangements for immediate noufication should 2 risk of nuclear war
arise from such incidents, from detection of unidentified objects on early
warrung systems, or from any accidental, unauthorized, or other unex-
planed incident mnvolving a possible detonation of nuclear weapons

3. Advance notification of any planned mussile launches beyond the territory
of the launching party and i the direction of the other party

The 1971 agreement specifies that the parties shall utilize the hot line “for
transmussion of urgent information, notfications and requests for information
in situations requiring prompt clarificason ”

Because of Soviet insistence on strct confidentiality, the June 14, 1985,
SCC announcement on the new common understanding was extremely cCir-
cumspect It noted only that the understanding dealt with “the use of 1m-
mediate notifications 1n connection with the Agreement on Measures” and
“1n no way changes or expands the Agrecment on Measures, it merely records
the parties’ understanding of their obhgations under 11”7 However, at an
international conference later that month, Vice-President Bush revealed that
the agreement concerned “measures to combat nuclear terronsm ” Admin-
istration officials subsequently provided the press with a few details on the
new understanding, confirming that 1t clartfied U S and Soviet responsibilities
1n the case of a nuclear exploston by a “third party,” including terrorists The
officials indicated that although there was a mutual obligation to consult,
there was no advance agrecment on joint action

Nuclear Risk Reduction Centers

One important risk reduction measure that has been included in our amend-
ment to the fiscal year 1983 defense authorization act but that was not acted
on by the administration was the establishment of Nuclear Risk Reduction



386 * Background Papers

Centers The administration took the position at that time that although these
centers might represent a useful long-term goal. 1t preferred to pursue 1ts
own package of proposals before taking on what 1t regarded as the more
ambitious step of negotiating the establishment of the centers

Seeking expert help n fleshing out the center concept and in sharpening
our arguments for proceeding with formal negotiations with the Soviet Union
on this 1dea, we formed a working group in 1983 whose members included
such experts 1n national security as former Secretary of Defense James R
Schlesinger, former CIA Deputy Director Admural Bobby Inman, Lieutenant
General Brent Scowcroft (USAF-Ret ), General Richard Ellis, former Under
Secretary of Defense Willlam Perry, Foreign Affairs editor Willham Hyland,
Georgetown Umiversity senior fellow Barry Blechman, and RAND Corporation
president Donald Rice

In its report, released 1n November 1983, the Nunn-Warner Working
Group on Nuclear Risk Reduction noted a “rising danger of nuclear terror-
1sm ” Although the group conceded that the specific risk in any one year of
a terronst group’s acquiring a nuclear device was “no doubt a low proba-
bility,” 1t stated that the “cumulative risk covering all such groups over ten
or rwenty years may be very great indeed ” In 1ts view, this sobering assess-
ment underscored the “necessity of the two great powers mitiating discus-
stons aimed at establishing an exphicit and comprehenstve system for the
prevention and containment of nuclear crises ”

The group applauded President Ronald Reagan for proposing the four
risk reduction measures that grew out of our 1982 legislation, however, 1t
disagreed with the admunistration’s decision not to embrace the Nuclear Risk
Reduction Center concept, saying that there are “crucial pohtical aspects”
to preventing crises that can be addressed only through the “designation of
particular representatives and facilities in both nations that would be assigned
specific responstbihities for preventing a nuclear crisis ™

In February 1984, we introduced Senate Resolution 329, which incor-
porated the recommendations of the working group and urged the president
to propose the establishment of the centers The legislation identified five
possible functions for the centers, three of which related directly to nuclear
terrorism

1 Discussing procedures to be followed 1n the event of possible incidents
involving the use of nuclear weapons by third parties

2 Maintamng close contact during nuclear threats or incidents precipitated
by third parties

3  Exchangmg information on a voluntary basis concerning events that might
lead to the acqusition of nuclear weapons, materials, or equipment by
subnational groups
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4 Exchanging mformation about U S -Soviet mulitary activities that maght
be musunderstood by the other party during periods of mounting tensions

5  Establishing a dialogue about nuclear doctrines, forces, and activities

In June 1984, the Senate voted 82-0 to approve an amendment to the
FY 1985 defense authorization bill paralleling the language of Senate Reso-
lution 329 This provision was subsequently approved in conference with
the House and enacted mnto law (PL 98-525, Sec 1108)

Negotiations with the Admanistration

Despite the overwhelming show of congressional support for the risk re-
duction center concept, the admirustration did not focus on the proposal 1n
any depth until spring 1985 At that nme, a number of factors—including
the Soviet Union’s return to the Geneva negotiating table, a moderation in
the admunistration’s pronouncements on US -Soviet relations, and the in-
creasing prospect of a Reagan-Gorbachev summit—created a more favorable
climate for careful consideration of our 1984 legslation

At a meeting we hosted mn March 1985 attended by members of the
Nunn-Warner Working Group and key admimstration officials in the risk
reduction area, we outlined a specific concept for the organization and op-
eration of the centers Our presentation included a number of optional func-
tions for the centers that we believed warranted consideration By discussing
specific options with the admirustration, we hoped to wdentify arcas where
common ground existed between us and thereby to overcome the admin-
istration’s past coolness to this concept A central premise of our approach
was that 1t would be best to suggest some rather modest tasks that the centers
could be assigned in therr imtial phase of operations, recognizing that a more
ambitious set of responsibilities would have to evolve over ume as the centers
demonstrated their worth

The concept we presented built on the 1971 Accidents Measures Agree-
ment, the 1963, 1971, and 1974 hot hne accords, and the provisions of the
Antiballistic Missile Treaty dealing with the responsibihities of the SCC This
approach reflected our sense that the Soviets would be more likely to respond
favorably to the Nuclear Risk Reduction Center concept if 1t were presented
1n the context of an mcremental expansion of existing agreements rather
than as a new proposal

Under our concept, the centers would be separate facilities 1n Moscow
and Washington, inked by modern communications €quipment, they would
keep a twenty-four-hour watch on events that could lead to nuclear incidents
The US center would be directed by an ambassador-level official who would
report dircctly to the National Security Council throught the president’s
national security adviser The permanent staff would include diplomatic,
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mulitary, and intelligence personnel We left open the question of whether
each center would be jointly staffed by US and Soviet personnel

At the March meecting, we outlined five opuions for the functions to be
assigned the centers The first involved a function that has traditionally been
associated with the risk reduction center concept that of serving as the
primary point of contact for the exchange of all military information required
under US -Soviet agreements (for example, about accidental detonations of
nuclear weapons and advance notification of intercontinental ballistic missile
test flights) This option corresponded to the function cited in our 1984
legislation concerming the exchange of mformation about mulitary activities
that otherwise might be misunderstood during periods of mounting tensions

The second option was to have the SCC meet on a rotating basss at the
Washington and Moscow centers The agreements establishing the SCC do
not require that the body meet only in Geneva By associating the risk re-
ducion center concept with the SCC (whose charter specifically assigns it
responsibility for the implementation of the 1971 Accident Measures Agree-
ment), we hoped to promote two goals an expansion and revitalization of
the role of the SCC and the incorporation of the center concept within the
existing framework of the Accidents Measures Agreement

Option 3 related to the ongoing bilateral discussions regarding nonpro-
liferation between the United States and the Soviet Union We suggested that
these semuannual discussions led on the US side by Ambassador Richard
Kennedy, be held at the centers If progress so warranted, we also suggested
that the two delegations might authorize the establishment of a standing
working group on nuclear terrorism that could conduct discussions at the
centers more frequently This option corresponded to another of the func-
tions cited in our 1984 legislation the exchange of information concermng
events that mught lead to the acquisition of nuclear weapons by terrorists

The fourth option was drawn from a proposal by President Reagan 1n hus
September 1984 UN speech regular, institutionalized ministerial or cabinet-
level meetings between the two countries The president suggested that these
meetings, which we proposed be held in the centers, could include the
exchange of five-year military plans We also proposed that such meetings
discuss the procedures to be followed by both nations in the event of nuclear
terrorism incidents

The last option also related to a proposal that President Reagan had
endorsed, although 1t had been put forward by many others, including a
former chairman of the Joint Chiefs of Staff, General John W Vessey, as well
as Senators Carl M Levin and Sam Nunn, and fifty-three other senators i1 a
letter to the president in 1983 regular, high-level meetings between U S and
Soviet mihtary officials These meetings could promote a dialogue on nuclear
doctrines, forces, and activities, as recommended 1n our 1984 legislation We
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indicated that we thought the centers would be an 1deal facility for these
exchanges

The March meeting was followed by five months of intensive consulta-
tions with the administration, during which the participating agencies reached
a firm consensus on what was, and was not, viable from their perspective
In many nstances, the adminstration accepted key clements in our proposal
In the course of our discussions, however, four strongly felt administration
concerns became evident

First, to avoid compromising security, the admumstraton was adamant
that the centers should not be jointly staffed by US and Soviet teams Second,
doubts about the value and effectiveness of the SCC were so pronounced in
some quarters of the adminstration that any role for this body 1n the centers
was effectively vetoed Third, the agencies were extremely leery of giving
the centers any specific responsibility for yoint U S -Soviet planning for nuclear
terrorism mncidents Notifications and consultations were endorsed, but joint
contingency planming was ruled out

Last, the administration felt strongly that the principal role of the centers
should be crisis prevention, not crisis management Were the superpowers
to find themselves 1n a dangerous confrontation, the admimstration mnsisted
that existing mechanisms, including the hot line and the crisis control team
headed by the Vice-President, would come into play Thus, the admimustration
stressed that the mandate for the centers should be to help prevent a crisis
from occurring by relaying information and facilitating discussions mntended
to reduce the nisk that a tragic misunderstanding ould precipitate a crisis In
this context, however, the centers could perform a vital role by ensuring
that the United States and the Soviet Umon would be making decisions based
on an 1dentical data base 1in Washington and Moscow

Outcome of the Negotiations

We concurred with some of these reservations On others, we disagreed,
suspending for the time being any further efforts to resolve conflicting per-
spectives Within this framework, we were able to reach final agreement with
the admustration on a specific concept for the initial estabhishment and
functioning of the centers At an August 26 meeting at the White House with
Robert McFarlane, the president’s national security adviser, we agreed that
the centers initially should be structured along the following lines

They would be established 1in Washington and Moscow and maintain a
twenty-four-hour watch on any events with the potential to lead to nu-
clear incidents

They would be linked by communications equipment equivalent to that
accepted n the 1984 hot line upgrade agreement
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The US center would be manned by US diplomatic and military per-
sonnel, and vice-versa Designated liasson officers from each cmbassy
would be given access to the other party's center under controlled escort
on a periodic basis

The centers would serve as communications links for ajl required military
and arms control noufications They would also function as 2 meeting
place for minsterial-level visits and other diplomatic discussions relating
to nisk reduction and confidence-bullding measures and as a meeting
place for Incidents at Sea scssions, high-level military exchanges, National
War College exchanges, and other discussions designed to promote a
dialogue on nuclear doctrines, forces, and activities

Joint annual reviews of the functioning of the centers would be con-
ducted at the centers This approach has proved especrally helpful in
maintaining the effectiveness of the Incidents at Sea agreement, signed
on behalf of the US Navy 1n 1972 by Senator Warner, who 11 his capacity
as secretary of the navy headed the US delegation during the two years
of rigorous negotations

In our discussions with McFarlane, we made 1t clear that we continued
to beheve (and would state so publicly) that, as our €Xperience n operating
the centers grew, we envisioned expanding their role into more ambitious
areas, including joint planning for responses to incidents involving the use
or threatened use of nuclear weapons by terrorists or other unauthorized
parties Other cvolutionary refinements mught include jomnt staffing of each
center and upgraded communications, such as teleconferencing systems

Negotiations with the Soviet Union

At a meeting with General Secretary Mikhail Gorbachev at the Kremlin on
September 3, 1985, we had the occasion to present our concept for the
centers directly to the Soviet leader We were 1n Moscow as part of a dele-
gatuon led by Senators Robert Byrd (D-W Va ) and Strom Thurmond (R-
S.C ) At the meeting, we handed Gorbachev a set of materials that explained
the background of this imitiative and summarized the pomnts of agreement
we had reached with the admistration with respect to the mnitial organ-
zauon and functionng of the centers We also outlined our view of the
expanded roles the centers might take on in time Gorbachev responded
posttively, stating that the proposal “demanded attention ™ During our visit
to Moscow, we also had an opportumty to discuss the risk reduction center
concept with top Soviet Muustry of Defense officials

Building on this foundation, the United States was able to raise the risk
reduction center 1ssue at the November 1985 summit without having to start
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from scratch in explaining the concept to Gorbachey During the summit
discussions, the Soviets took a somewhat reserved stance, mndicating interest
but emphasizing that «t was a US mmitiative (perhaps 1n the hope of gettung
us to give up something to gain their assent)

The summut discussion focused more on the question of where the center
question should be negotiated than on how the centers would operate The
Soviet delegation indicated a strong preference for using the Nuclear and
Space Arms Talks (NST) in Geneva as the negotiating forum The US dele-
gaton, however, feared having the risk reduction center proposal linked, and
thus possibly held hostage, to resolution m the NST negotiations of such
difficult 1ssues as the Strategic Defense Initiatrve (SDI) and offensive arms
reductions Instead, it advocated independent negotiating teams

The two sides reconciled their conflicting points of view by adopting a
deliberately vague sentence in the U S -Soviet summut commumqué “The two
sides agreed to study the question at the expert level of centers to reduce
nuclear risk taking into account the ssues and developments in the Geneva
negotiations ” The United States took satisfaction from the words “at the
expert level,” a diplomatic phraseology normally used to denote separate
teams. The Soviets stressed the words “taking into account,” which suggested
at least an indirect linkage to the NST negotiations

Notwithstanding this procedural dispute, it 1s important to emphasize
that the two nations did agree 1n principle to begin negotiating the estab-
lishment of the centers As President Reagan said 1n hus postsummut address
to a joint session of Congress “We agreed to begin work on risk reduction
centers ”

Future of the Centers

The immediate task 1s to resolve the ssue of the negottating forum Here it
1s worth asking what the implications would be of acceding to the Soviet
position that the center question be addressed in Geneva

First, there are precedents for establishing a risk reduction working group
as a formal part of the NST negotiatons In the orniginal START negotiations,
the two sides discussed confidence-buillding measures (CBMs) in a special
subgroup prior to the Soviet walk-out in 1983 This approach was also suc-
cessfully employed in SALT I to produce the 1971 Accidents Measures
Agreement

The principal US concern 1s that the centers could be held hostage not
only to US concessions on such major negotiating 1ssues as SDI but, more
narrowly, to sclective Soviet goals in the CBM area, such as a ban on close
approaches to either side’s ternitory by atrcraft carriers of the other side On
the other hand, using the Geneva talks would at least ensure that the Soviet
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tcam negotiating the centers include political as well as mulstary represen-
tatives One source of US frustration during the 1983—1984 talks on the hot
line upgrade was that the Sowiets restricted their negotiating delegation to
techmcal-level personnel, 2 move that blunted efforts by the United States
to use the talks to promote a broader political dialogue about risk reduction

The main advantage of using the alternative approach of negotiating teams
1s that the centers would be isolated from the vicissitudes of the Geneva
talks, at least directly It 1s important to recall that the hot hne upgrade
negotiations were carried to a successful conclusion after the Soviets walked
out of the INF (Intermediate-Range Nuclear Forces) and START negotiations

If the United States can persuade the Soviets to appoint a full range of
political, mulitary, and technical specialists to therr team, the mamn hurdle the
United States would have to overcome would be the delicate bureaucratic
question of who to put in charge of the US delegation There are compelling
arguments for putting the US center under National Security Council (NSC)
auspices rather than assigmng this responsibility to the Pentagon or State
Department If a Pentagon or State Department official were put in charge
of negouations, 1t could prejudice the decision as to where the center 1s
located. Moreover, we are particularly skeptical that the Soviets would con-
tinue to show interest in this concept if it appeared to them that the centers
were an imtiative of the Pentagon The more the centers are associated with
the Defense Department, the greater will be Soviet suspicions that the centers
are seen by the United States essentially as an intelhgence-gathering device
Since the Defense Department would probably contest putting the State
Deparument in charge of negotiations, we believe the talks should be run out
of the NSC, with appropriate Defense, State, and CIA personnel detailed to
the delegation

Conclusion

Strategic arms control efforts have for some time concentrated almost ex-
clusively on the number of launchers and warheads each side has and the
possibility of a premedaitated strategic strike With few exceptions, arms con-
trol negotiations in recent years have tended to focus on ways to reduce the
size or alter the characteristics of US and Sowviet nuclear arsenals In short,
nuciear arms control negotiations have been attempting primarily to reduce
the risk of nuclear war indirectly by concentrating on the capabilities of the
two superpowers to wage one

We earnestly hope that the Geneva negotiations will be crowned with
success and that the two sides can indeed cut their respective offensive
arsenals by 50 percent But even if these talks succeed, there will still be far
more than enough nuclear weapons to destroy both countries Thus realization
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places an extraordinary premmum on thinking seriously about catalysts more
likely to lead to a nuclear war than the prospect of a premeditated first strike
As Ambassador James Goodby has perceptively observed “Arms control ex-
perts have tended to think of nisk reduction as not central to present-day
security needs, and therefore not worthy of the intense interest and the
lobbying efforts given to those more traditional negotiations, particular nu-
clear arms reduction This 1s a mustaken attitude ”

Preventing nuclear terrorism should be high on the agenda of U $ -Soviet
relations In this regard, Nuclear Risk Reduction Centers can play an inva-
luable role m faciitating discussions aimed at forestalling possible contin-
gencies and 1n providing a mechanism for dampening escalatory dangers that
nught otherwise result from any future nuclear terrorism mcident In addition
to these crucial substantive functions, the centers could serve to reassure
anxious publics that the governments they have entrusted with command
authority over tens of thousands of nuclecar devices are giving the highest
priority to reducing the nisk that any of them will ever be used, whether by
design or by accident

Nuclear Risk Reduction Centers are an 1dea whose time has come The
challenge confronting the United States and the Soviet Union 1s to transcend
the deep-rooted differences and competing interests that complicate so many
aspects of their relationship and to act decisively in this area where their
common interests are so clearly manufest

Notes

I “Improving the Means for Intergovernmental Communications in Crisis " (Santa
Monica RAND, Report R-3157-FF June 1984)

2 Transcript of Vice-President Bush’s remarks to the Groupe de Bellerive col-
loguium on nuclear proliferation, June 29, 1985

3 US Arms Control and Disarmament Agency, Arms Control and Disarmanment
Agreements, 1982 Edition (New Brunswick, NJ  Transaction Books, 1984)



The Nuclear Emergency
Search Team

Mablon E Gates

Need for Remote, Mobile Radiation Detection

In the early days of the Manhattan Project, there was a need to be able to
detect radiation so as to protect workers from exposure to nuclear radiation,
and a number of detection devices were developed For the most part, they
were hand-held units for examining workers' hands and feet or for scarching
mited local areas Some were affixed to doors and walls within the manu-
facturing plants where radioactive materials were being processed Subse-
quently, radiation detection nstruments were used abundantly mn the program
to develop and test nuclear weapons.

Two events occurred that caused the national weapons laboratories and
selected contractors 1o develop radiation detection instruments for mounting
on moving and air vehicles the accraft-weapons accidents i Palomares,
Spain, January 17, 1966, and Thule, Greenland, January 21, 1968 At the time,
1t was percerved that the principal apphication of the new detection capability
would be to define the extent of the radioactivity dispersed by accidents
involving moving vehicles (aircraft or trucks) transporting nuclear weapons
This purpose was to be accomplished by patroling the accident site with
mstruments mounted on arrcraft or land vehicles That instrumentation was
available in the early 1970s

A thurd event precipitated the establishment of the Nuclear Emergency
Scarch Team (NEST) In May 1974, the FBI alcrted the Atomic Energy Com-
mussion (AEC) to a reported terrorist threat in Boston The assistant general
manager of the AEC for military application directed the manager of the
Nevada Operatons Oftice (NV) of the AEC 10 assemble appropriate personnel
and 1nstrumentation from the national laboratories and to transfer them to
Boston via Rome, New York ' Their purpose was to conduct a search for an
alleged improvised nuclear device (IND)
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At the time, the NV actually received 2 number of calls from Washington,
D C, from several different sources Frequently the mstructions given by one
party were nearly the opposite of those given by another Anud this confusion,
a group consisting of personnel with instrumentation from the Los Alamos
and Livermore National laboratories and from the EG&G Company 1n Las
Vegas, all under leadership of an official from the NV, was dispatched via
commercial airhine to Rome Air Force Base It took the group twelve to fifteen
hours to assemble and travel to Boston Once there, the group was advised
that the threat was a hoax and was nstructed to return to Las Vegas

Birth of NEST

Based on the problems that emerged 1in dealing with the Boston mncident
(such as the conflicting instructions and the ttime required to pull a team
together), late in 1974, the NV manager requested that the assistant general
manager for military apphcation assign him the mission, with appropriate
authority, to orgamze a team of experts under his control to carry out future
operations involving the search, identification, and rendering safe of any
nuclear or radiation dispersal devices involved 1n a terrorist threat NEST was
born early in 1975, inttsally with no publicity A nucleus for NEST-related
activity was established withuin EG&G, which was assigned responsibility for
overall development of the NEST logistics capability, including commumni-
cations and techmical support Specific volunteer personnel were 1dentified
at the three weapons laboratories (Los Alamos, Livermore, and Sandia), and
an R&D program was instituted for the further development of NEST equip-
ment Arrangements were made with the Military Airlift Command of the
US Air Force to transport the NEST team from Las Vegas to wherever de-
ployment mught be directed Trarming of the team and affihated agencies
became an important consideration

Presidential Authority for NEST

The estabhishment of NEST was acknowledged and authorized by executive
order (EQ) 11490 (amended by EO 11953), which assigned the AEC and
succeeding agencies up to the current Department of Energy (DOE) the
following emergency preparedness functions

Security of special nuclear materal, fissionable material, nuclear weapons,
or nuclear devices 1n the agency’s custody

Coordination of search and recovery operations for nuclear matenals,
weapons, or devices

Assistance 1n the identification and deactivation of an IND
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Provision of scientific and technical advice on radiation problems 1n the
event of the detonation of an IND

Responsibility for the following tasks was given to the principal operating
official of NEST, the NV manager deployment plans and procedures, on-scene
command of the operation, logistic and communication support base, and
scientific and technical support to agency headquarters, the Department of
Defense, and other relevant groups These responsibilities are now under the
ultimate authority of DOE

Modus Operandi and Responsibilities

A threat message, oral or written, normally flows through police channels to
FBI headquarters 1n Washington, D C, where, 1n concert with the DOE and
affiliated laboratories and contractors, the message 1s evaluated as to validity
Thus 1s known as the threat assessment phase 2 If the evaluation 1s positive,
the NEST team 1s deploved on mstructions from the DOE

A NEST operation involves several phases after the team has arrived on-
site

1  Search Conducted, as appropriate, with fixed or rotary wing aircraft,
unmarked vans, or personnel on foot seeking an unknown source of
10nizing radiation

2 IHdentification ldentfying the source of radiation, the outcome of a pos-
itive search

3 Access The ability to approach the object (IND) emuttng the radiation
This task might require the neutralization of booby traps or other devices
that delay the team’s approach to the IND

e

Diagnostics Determuining the make-up of the IND, its component parts,
the fissionable material contained 1n 1t, and the means to render 1t safe

5 Render safe Mcasures taken to preclude or it the severity of a nuclear
explosion

6 Damage mitigation Measures taken to mumumize the damage and con-
tamination should there be an explosion

7  Clean-up Action taken to clean up the debris iof the IND detonates

In addition to the DOE, both the FBI and the US Army Explosive Ord-
nance Disposal (EOD) teams have certain responsibiities during a NEST
operation The FBI 1s to investigate threats or misuse of special nuclear
matenal, provide for public health and safety, and handle public information
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The army’s EOD teams are to provide access for diagnostics and perform the
render safe It 1s likely that the Federal Emergency Management Agency
(FEMA} has also been assigned responsibilities during a NEST operation

The First Training Exercise

To test the ability of the team to conduct a search for a radioactive device
in a public place and t¢ do so surreptitiously so as to avoid public awareness
and undue anxiety, as well as to test the detection capability of the team’s
newly devised equipment, which 1s housed inconspicuously in standard-
looking briefcases, a field traiming exercise was held in the San Francisco
International Airport in the summer of 1975 Three radiocactive sources were
hidden 1n luggage lockers at dispersed locations All were found within three
hours, and the exercise was considered successful 1in accomplishing the
objectives

Strengthening NEST's Capability

In November 1975, the NEST team was deployed from Las Vegas and from
the laboratories to Los Angeles 1n response to an FBI request for assistance
in locating a possible IND allegedly placed in one of Union Od Company’s
facilities i Los Angeles The threat message, evaluated as positive, stated that
a 20 kiloton device would be detonated unless a large sum of money (I
believe 1t was $14 mullion ) was placed at a specified location The team spent
over forty-eight hours searching all possible locations, including refinery
areas, storage tanks, shore-to-ship o1l transfer locations, a large office building,
and the home of Umion O1l's chairman, but to no avail Subsequently the FBI
arrested the perpetrator of the threat, who was tried and sentenced to six
months in jal, the only such case to date

In June 1976, a month before the celebration 1n Washington, D C , of the
bicentenmal anmiversary of the United States, concern arose over the pos-
sibuity of terrorist activity during the celebration One response was the
establishment of a limited capability for conducting NEST-type operations at
Andrews Air Force Base, Maryland In December 1976, a decision was made
to maintain NEST EAST on a permanent basis as a hedge against the time
required for deployment of a full NEST team from Nevada (and the three
weapons laboratories) in response to a terrorist threat in the eastern United
States Although NEST EAST had only a imited radiation detection capabulity,
1t was considered to be a valuable asset, since 1t could effect a raptd response
in the East while awaiting the full strength of NEST from the West
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The Threat in Spokane, Washington

Almost one year after the threat against Union Ol Company, in late November
1976, the second principal nuclear terrorist threat arose in Spokane, Wash-
ington * This threat, as 1n the case of Umon Oil, turned out to be a hoax,
although this time a radiation dispersal device rather than an IND was cited
in the threat message

Between 1977 and 1982, large sums of money were expended to upgrade
the sophistication, sensitivity, and/or muniaturnization of NEST radiatton de-
tection, communication, transport, and logistics support equipment and 1n-
strumentation The two major incidents for NEST had been hoaxes, no IND
had ever been found Consequently, only phases 1 and 2 of NEST's operations
(threat assessment and search) had ever been practiced * To make up for
thus lack of expenence for the personnel involved 1n identification, access,
and diagnostics, three additional traiming exercises were carried out using
mock nuclear devices at Idaho Falls in 1977, at Whate Sands, New Mexico,
in 1979, and at Los Angeles, with 1its police department, in 1981 A major
command post exercise involving most of the cabinet agencies was conducted
in Washington, D C, in 1982 The NEST group has also provided considerable
training for FBI agents and members of the EOD teams and other elements
of the Department of Defense

As more became known about the threat of nuclear terrorism, the need
for extensive mtelligence gathering to assist in responding to a threat became
evident To that end, the then Energy and Research Adminstration (ERDA)
entered into negotiations with the FBI and the CIA that resulted 1n agreements
concerning cooperation n the intelligence arena for both domestic and for-
eign situations

General Assessment of NEST Capability

NEST provides the United States with a valuable asset in contatning nuclear
terrorism through 1ts ability to respond rapidly to threats and to discover
devices There are, however, imitations 1o NEST’s capability te find hidden
and well-shielded sources of radiation For example, if an improvised nuclear
device were hidden 1n a large metropolitan city such as New York or Chicago,
with no further information on 1ts location, 1t would be aext to impossible
for NEST to find 1t withuin a limited period If the IND were known to be 1n
a specific area—say, vicimty of Times Square—the probability of its being
discovered increases considerably

One of the stumbling blocks to a total discovery capability 1s the existence
of background radiation, which exists to some degree nearly everywhere
Thus, one goal of the R&D 1n radiation detect:on technology is to increase
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the sensitivity of NEST equipment and thus overcome that problem In ad-
dition, the NEST research group maugurated a program some years ago to
establish the levels of background radiation in several US cities and federal
buildings This information 1s maintained in NEST’s data base

Suggestions for Consideration by the Task
Force

The task force should consider several poimnts First, 1s the current NEST
configuration (with teams in Las Vegas and Andrews Air Force Base) suffi-
cient? Should consideration be given to additional NEST organizations tn other
geographic locations in the United States, Europe, or the Pacific Ocean area?
Second, 1s 1t feasible to establish a NEST team(s) on an international basis?
Thurd, 1s there 2 mechanism other than NEST for searching for and tdentifying
lost or stolen weapons, nuclear materials, or INDs? Finally, can the respon-
sibilities of the International Atomic Energy Agency be augmented and com-
plemented with authority to impose fines or sanctions when 1NSpections
disclose lax security?

Notes

1 The Nevada Operations Office manages the underground nuclear testing pro-
gram at the Nevada test site and 15 intimately assoctated wath the three national
weapons laboratories and with techmical contractors involved 1 nuclear testing
activities

2 Inactual practice, the FBI would no doubt immediately evaluate the message
as to credibility, and the NEST team would be placed on alert Berween 1974 and
1980, a great number of threat messages were recerved, of which only eighty (ap-
proxumately } were determined to be credible, of these, only two were given a positive
assessment that resulted in the deployment of NEST

3 At least, during the period July 1972 through December 1982 when I was
manager of NV

4 A major portion of the NEST team was deployed to the Northwest Terntory
to assist Canadian Forces in searching for the fallen Soviet satellite 1n January 1978
(Operation Morning Light) This effort provided the team with an mcomparable
traning excrcise from both the scientfic and logistics aspects of 1ts mission



Civil Liberties and
Nuclear Terrorism

Steven Goldberg

This study would not be necessary if we were willing to fight terrorism at
all costs We do not, however, live in that type of society Indeed, as the
President’s Commussion on Law Enforcement wrote in 1967,

What most significantly distingwishes the system of one country from that
of another 1s the extent and the form of the protections 1t offers individuals
in the process of determiming guilt and imposing punishment Our system
of justice deliberately sacrifices much n effictency and even in effectiveness
in order to preserve local autonomv and to protect the mdividual !

The importance of preventing nuclear terrorism 1s so great that it 1s easy
to believe that the usual concern with civil ibertics must take a back seat
But it 1s precisely when emergencies are mnvoked that we must not forget
the importance of freedoms Emergency powers are casily abused, and, cven
in the absence of abuse, mistakes can be made It 1s hard to understand why
we care about civil liberties if every suspect 1s guilty, every wiretap 18 nec-
essary, and every search 1s justified But somctimes suspects are innocent,
wiretaps are used for polhitical ends, and searches disrupt hves to no end

Civil Iiberties do not exist in a vacuum If society 15 destroyed, civil
hiberties are likely to be destroyed as well Virtually every legal doctrine this
study addresses tvolves a recognition that indrvidual rnights must be balanced
against valid social needs

The cwvil liberties I focus on here fall under the general headings of
freedom of specch and association, privacy, due process rights for suspects,
and frecdom from unreasonable searches and seizures One essential pomnt
applies to all these areas although a counterterronst activity 1s legal, that
does not mean the activity has no impact on civil liberties It may be legal,
for example, to have a massive federal police force that provides hundreds
of guards for every shipment of plutontum Even so, that procedure stll raises
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avil hiberties concerns, since many Americans would feel less free 1n a society
of that type

Thus, although I consider whether a particular counterterrorist activity
1s vahid under current law, I do not stop there I consider as well whether a
valid activity may nonectheless have important costs for civil iberties One
of those costs may be that 1n the context of a terrorist emergency, the courts
will uphold peremptory government actions and thus create a dangerous
precedent that could be used 1n less drastic situations 1n the future As Justice
Robert H Jackson wrote it his opiion dissenting from the exclusion of
Japanese-Americans from the West coast during World War II

Once a judicial opinion rationahizes such [an 1llegal military| order to show
that it conforms to the Constitution, or rather rationalizes the Constitution
to show that the Constitution sanctions such an order, the Court for all time
has validated the principle The principle then hies about hike a loaded
weapon ready for the hand of any authornity that can bring forward a plausible
claim of an urgent nced (Korematsu v United States, 323 US 242, 240
[Jackson, ], dissenting])

None of these thoughts are meant to suggest that civil iberties must
prevad over all other concerns Rather, the point 1s that we cannot escape
hard choices by simple reference to whether a procedure 1s legal Those who
fight terrorism have an important responsibility to weigh carefully the civil
liberties implications of what they do

Intelligence Gathering

Gathering information on those who might engage 1n nuclear terrorism raises
several civil Iiberties concerns The exastence of government surveillance
programs discourages some people from engaging in legal political activity
since they fear that, despite their innocence of wrongdoing, information maght
still be gathered and misused Moreover, all those subject to surveillance
suffer a diminution of privacy Because different legal doctrines govern the
various types of mtelligence gathering, I look 1n turn at infiltration, wiretap-
ping, and the maintenance of centralized computer files Finally, I look at
whether the Freedom of Information Act undercuts the government’s ability
to gather intelligence

Infiltration

The use of informers to infiltrate suspected terrorist groups 1s a well-estab-
hshed method of intelligence gathering The Supreme Court has often upheld
the use of informers Indeed, the Court has held that no warrant 1s necessary
prior to an informer’s beginning work, since, 1n the Court’s view, individuals
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have no justifiable expectation that the person to whom they are speaking
will not repeat what they have said (Hoffa v United States, 385 US 293
[1966]) Moreover, the Court, using the same theory, has allowed informants,
without warrants, to carry concealed electronic devices to monutor what the
suspect s saying (United States v. White, 401 US 745 [1971])

The use of informers 1s a classic example where the legality of a procedure
does not mean 1t 1s uncontroversial When plutonium recycling was under
consideration by the Nuclear Regulatory Commusston, several legal author-
ities regarded the possibility of increased survellance of citizens as a major
threat to civil liberties 2 Critics of nuclear energy in Great Britain have sim-
tlarly stressed the danger of spying on one’s fellow citizens that they believe
such energy use entails 3 The source of these concerns 1s not hard to un-
derstand Someone who believes the government 1s always watchung him or
her will find that the surveillance inhibits freedom of speech and association,
as well as a sense of privacy It 1s imperative, even in fighting terrorism, that
infiltration be undertaken only when necessary and that the information
obtained be used only for proper law enforcement purposes

Wiretapping

When the government wiretaps telephones, there 1s somewhat greater judicial
protection, although executive self-restrant 1s vital When the government
sought to use warrantiess wiretaps to gather information on domestic or-
gamzations said to be seeking to subvert 1t, the Supreme Court found the
practice unconstitutional (United States v United States District Court, 407
US 297 [1972]) The Court rejected giving an exception to the warrant
requirement of the Fourth Amendment on national security grounds in this
case However, the Court left open the possibility that warrantless wiretaps
on national security grounds could be upheld in cases mnvolving foreign
powers The matter remained uncertam until passage of the Foreign Intelli-
gence Surveillance Act of 1978 (50 USC 1801-1811) Although the Su-
preme Court has not yet ruled on the matter, the lower federal courts have
upheld the constitutionality of this act (See, e g, United States v Duggan,
743 F 2d 59 [2d Cir, 1984]| and United States v Falvey, 540 F. Supp 1306
[EDNY, 1982])

Under the Foreign Intelligence Survedlance Act, warrants are generally
required but under somewhat relaxed standards Although generally warrants
are 1ssued when there 1s probable cause to believe that a crime has been or
15 about to be commutted, it 15 possible under the act to get a warrant on a
showing of probable cause to believe that the target of the electronic sur-
veillance 1s an agent of a foreign power (50 USC 1805[al{3]|A]) A foreign
power can include a “group engaged 1n mternational terrorism or activities
in preparation therefor [sic]” (50 US C 1801[a][4]). Among other thungs, the
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act creates a special federal court to hear warrant requests and makes pro-
visions for warrantless wiretaps i emergencies (See, generally, United States
v Falvey )

The Foreign Intelligence Surveillance Act, because 1t generally requires
warrants, may provide more protection for individuals than the Fourth
Amendment to the Constitution requires since 1t 1s possible that the Supreme
Court would have upheld warrantless searches 1n the context of foreign
threats to national security (See, for example, United States v Duggan. ) This
15 a case, therefore, where Congress has balanced civil liberties concerns
against terrorist threats, and the courts have approved Obtaining 2 warrant
from a judge 15 not foolproof protection, but 1t has gone a long way toward
allaying fears about wiretapping, and 1t does not appear to have hindered
government survellance Of course, the warrant requirement does not afford
complete protection, since the government could still conduct a warrantless
and illegal wiretap, and the only likely sanction 1s that any information ob-
tained from the wiretap, directly or indirectly, could not be used 1n a later
prosecution However, given the civil liberties costs of unsupervised wire-
tapping, the executive should resist any temptation to evade the himited
restrictions of the Foreign Intelligence Surveillance Act

Centralized Compulter Files

Once mtelligence 1s gathered, 1t is typically orgamzed into large computer
files so that 1t can be cross-referenced and easily accessed These files pose
a avil liberties concern in that unauthorized access to them could subject
indtviduals to a loss of privacy, as well as job sanctions and the hke The
Supreme Court has recognized that the constitutional rnight to privacy may
requure that computerized files be kept private and that they be used only
for proper purposes In the case of Whalen v Roe (429 US 589 [1977]).
which concerned a New York State computer file of records about drug
prescriptions, the Court held that the night to assemble computer files for
public purposes, including enforcement of the criminal laws, 1s “typically
accompamed by a concomutant statutory or regulatory duty to avoid un-
warranted disclosures ” The Court went on to say that “duty arguably has 1ts
roots in the Constitution” (429 US at 605) In Whalen itself, the Court found
that New York had provided adequate statutory protection and upheld 1ts
record-gathering system Under that system, the computer files were kept 1n
secure rooms, and when the computer was 1n use to look at secure files, 1t
was run off-line (that 15, no terminal outside the computer room could gain
access to the information )

Here 1s a casc where civil Iiberties concerns and the effort to fight ter-
rorism point in the same direction Ensuring that the information 1n computer
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files 1s accurate and up to date and ensuring that 1t 1s avaiable to no onc
without proper authonization both protects civil nghts and helps fight terrorism

Freedom of Information Act

The final aspect of intelligence gathering that raises civil liberties concerns
1s the relationship of the federal Freedom of Information Act (FOIA)(5USC
552), to efforts to fight terrorism That act enables individuals to obtain certain
federal government documents (There are comparable state statutes con-
cerning access to state government documents 1n virtually every jurisdiction )
The FOIA reflects a concern for open government and thus, in part, the destre
of civil hibertarians and others to control government abuse However, the
FOIA has been identified by some as a hindrance 1n the fight against terrorism
For example, at a 1978 Department of State conference, some foreign par-
tictpants argued that concern over the possible release of information through
the FOIA made them nervous about sharing sensitive intelligence mformation *

The FOIA 1s a statute, not part of the Constitution, and thus could be
changed relatively casily if there werce a broad societal consensus that 1t was
hampering efforts against nuclear terrorism Recent developments in FOIA
law make such changes unnecessary, however First, the FOIA has always
cxempted properly classified matenal from disclosure In addition, the FOIA
exempts from disclosure information “specifically exempted from disclosure
by [another] statute” (5 USC 552[b][3][A]) In 1985, the Supreme Court
held that the National Security Act of 1947 was another such statute In
particuiar, the Court held that because of the 1947 enactment, FOIA requests
that would reveal Central Inteihigence Agency mtelligence sources could be
turned down (Central Intelligence Agency v Sims, 105§ Ct 1881 [1985])
In addition, Congress recently enacted the Central Intelligence Agency In-
formatton Act, Pubhc Law 98-477 (98 Stat 2209 [1984]), which exempts
the CIA’s operational files from the FOIA As a consequence, any broad attack
on the FOIA would be unnecessary and misguided

Open government 1 an important value in a democracy and one that
must be weighed carefully against allegations of national security concerns
There 15 understandable suspicion, particularly since Watergate, that secrecy
i government may be designed not to further national security but for
personal or political gain

Background Checks and Terms of Employment
One way to combat nuclear terrorism 1s to attempt to ensure that potential

terrorsts do not have access to strategic nuclear materials through their jobs
Thus, the screening of potential and current employees in sensitive jobs to
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sce if they pose a security risk 18 a common feature of antiterrorist programs
The civil liberties problem amses because an indrvidual could be demed
employment for activities that pose no real threat to security but rather
represent the exercise of the basic rights of free speech and association

The first legal check on the mususe of screening programs was imposed
by the courts, which msisted that such programs not be undertaken unless
explicitly authorized by Congress In a leading case, Schneder v Smith (390
US 17 [1968]), the Supreme Court held that the U'S Coast Guard could not
deny employment on merchant vessels for security reasons because 1t lacked
the statutory authority The Court emphasized that it was msisung on this
explicit authority because of the First Amendment speech and association
rights involved

Partly 1n responsc to Schneider, the Atomic Energy Act was amended to
give authonty to the AEC (now the Nuclear Regulatory Commuission) to
restrict access to special nuclear materals to those persons “whose character,
assoctations, and loyalty shall have been nvestigated and as to whom
the Commussion shall have determuned that permutting cach such person to
conduct the activity will not be immucal to the common defense and security”
(Public Law 93-377, sec 7 [1974], now codified at 42 USC 2201 (12D

Concern has arisen in recent years as to whether further authority 1s
needed to screen employees at nuclear powerplants adcquately These em-
ployees typically work for utiities, and screemng is generally limited to state
and local police files To allow the screening to include a check of the FBI's
crimunal records, recently the US Congress considered § 274, introduced
by Senator Jeremiah Denton (R—Ala ) This bill would require that reactor
employees be fingerprinted and their FBI records checked In response to
privacy and other concerns raised primarily by the Nuclear Regulatory Com-
mussion, the bill was amended to authorize the commission to promulgate
regulations to ensure that individuals be given the opportunity to correct
the information contained 1n the FBI file, information from the FBI file be
used only to determine switability for the job at the nuclear facility, and old
and incomplete data in the FBI file not be given undue weight in employment
decisions (S 274 was added to HR 4151, the Omnibus Diplomatic Security
and Antiterrorism Act of 1986, which was enacted into P L August 27, 1986 )

The amendments to the Denton bill represent a careful balancing of civil
liberties and security concerns It 1s certainly i everyone’s interest to get
up-to-date, accurate information, to be used only for 1ts intended purpose
Fven when that is done, however, 2 fundamental First Amendment problem
remains For what type of activity can a security clearance be demed? The
courts will impose limits here because some of the most fundamental values
are at stake

The leading case of United States v Robel (389 US 258 {1967]) 1s
mstructive Robel, 2 member of the Communist party, was prosecuted for
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having worked in a shipyard designated as a defense facility, employment
deemed 1illegal under the Subversive Activities Control Act The Supreme
Court found the relevant portion of the act unconstitutional since it was so
broad that it punished people simply for their association with a group,
without showing whether the individual agreed or disagreed with the group’s
unlawful aims The Court emphasized that Congress could “keep from sen-
sitive positions 1n defense facilities those who would use their positions to
disrupt the Nation’s production facilities” (398 US at 267) In Robel, how-
ever, the Court found that Congress had swept into 1ts security program too
many people who posed no threat

The message is clear efforts to improve security through employment
screening must be relevant and carefully taitlored because of the enormous
possibilities for abuse During the debate over plutonium recvching 1n the
md-1970s, 1t was alleged that employees at the Kerr-McGee nuclear fuel
processing plant had been asked, as part of a security program, “whether they
had ever talked to newspaper reporters, whether they belonged to the union,
whether they had ever been involved 1n ‘anti-nuclear activities,” and whether
they had ever had an affair with another plant employee ”° Thas type of overly
broad, poorly conceived employment screening has the potential to chull
individual freedoms and to erode pubhic support for valid antiterrorist
measures

Physical Protection of Nuclear Materials
and Prevention of Theft

The actual guarding of nuclear materials poses two major civil hberties con-
cerns the use of deadly force and the possible growth of a federal police
estabhishment

Although the legal standards are 1ll defined, the ability of guards to use
deadly force probably increases gradually along the continuum from private
guards to police to the miitary ¢ In all cases, guards can use deadly force in
sclf-defense That power 15 important, since guards can be positioned to force
any thief to pose a threat to the guards The more difficult question 15 when
guards can use deadly force to shoot an escaping felon, such as one who has
stolen nuclear matenal In a recent case involving police officers, the Supreme
Court held that 1t was unconstututional to use deadly force to prevent the
escape of all felony suspects The Court said that such force could be used
only when the police officer “has probable cause to believe that the suspect
poses a threat of serious physical harm, either to the officer or to others”
(Tennessee v Garner, 105 S Ct 1694, at 1701 [1985]) Clearly somecone
escaping with strategic nuclear material fits that defimtion The only caveat,
therefore, 1s to be sure the guard 1s not shooting at, for example, a harmless
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individual who has wandered into a sensitive area by mustake Thorough
traiming, careful positioning of guards, and vigorous security at sensitive areas
can greatly increase the odds that deadly force will be used only when
appropriate

The matter of a federal police force poses a somewhat more fundamental
question Opponents of plutonium recycling often argued that the only way
to secure plutonium fuel was to have a massive police presence during 1ts
shipment and use It was then contended that that presence would inevitably
lead to the growth of federal involvement, either through the military or
some type of federal police

It 1s important to emphasize that the civil liberties concern here 18 not
that the government will act illegally There 1s nothing illegal about having
a lot of guards around a truck carrying nuclear material, and there would be
nothing dlegal about legislation creating a federal police force to guard the
material The concern ts sumply that the United States would be much less
pleasant if there were police on every corner; indeed, 1t might eventually
result 1n the erosion of fundamental liberties

The British experience provides some support for the view that a federal
police presence might increase opposition to antiterrorist activities Since
1954, the British have had special Atomic Energy Authority police to guard
against nuclear sabotage The powers of these police were extended by
legislation 1n 1976 to give them the power to carry firearms, not a routine
with regular British police ™ There has been some opposition in Britain to
these police and thewr powers ®

In the United States, there 1s a strong tradition of local control of police
and a longstanding fear by many liberals and conservatives that the central-
1zation of police power 1in Washington, D C , might be dangerous Under the
circumstances, direct federal involvement in guarding civilian nuclear facil-
ities mught be costly in terms of public support

Search and Recovery of Nuclear Materials

From the public’s perspective, the most dramatic event in the fight against
terrorism would be the theft of dangerous nuclear materials, which would
result 1n a large-scale search Three civil iberties concerns stand out in this
situation- the legality of the search, the ability to detain and question suspects,
and the legality of efforts to control the media reporting on the crisis

Legality of the Search

The search for nuclear weapons controlled by terrorists has recerved con-
siderable attention 1n both factual and fictional accounts In fact, the legal
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restraints 1n thas area are not great Of course, one cost of terrorism 1s the
loss of privacy that comes about when massive search operations are nec-
essary, however, the loss of privacy 1s one the courts would likely accept
under a variety of doctrines

The central legal questtons here revolve around the Fourth Amendment’s
protecuion aganst unrcasonable searches and seizures The general pre-
sumption under the Fourth Amendment 1s that a warrant 1s necessary to
conduct a search However, 1t should be noted that even if a search were
legal under the Fourth Amendment, the most important remedy would
generally be that any evidence obtained directly or indirectly from the search
would not be admussible 1n court In the case of a search for a concealed
nuclear weapon, this deterrent would not be important The prionity of the
government would be to find and disarm the weapon, with later court pro-
ceedings a secondary concern at best

More important, 1t 15 unhikely that any responsible search, undertaken in
a good faith effort to find dangerous nuclear materials, would be found want-
ing by the courts First, judges will be quite willing to grant warrants promptly
on a serious showing that nuclear materials might be found In fact, 1t would
be possible to get numerous warrants to cover the various dwellings in a
scarch area since at Ieast some of the occupants might not consent to a search
without a warrant It 1s even possible that the courts might grant a broader
warrant to scarch a well-defined regton that includes many dwellings, anal-
ogous to the regulatory searches carried out by administrative agencies under
warrants that do not show probable cause to find a violation 1n any particular
business (Sce, e g, Marshall v Barlow's, Inc, 436 US 307, 320 [1978] )

Even if a warrant cannot be obtained, because, for example, time 1s of
the essence lest a nuclear weapon be detonated, the search 1s likely to be
upheld Under the doctrine of exigent circumstances (see, e g, Michigan v
Tyler, 436 US 499, 509 [1978]), courts have upheld the warrantless search
of a house where dynamite was believed to be located (United States v Perez,
440 F. Supp 272 [ND Ohio, 1977]) and of a hotel room where a shotgun
was behieved to be (United States v McKinney, 477 F2d 1184 {D C Cir
1973]) As a general proposition, the American Law Institute’s Model Code
of Pre-Arraignment Procedure has approved warrantless searches upon rea-
sonable cause to believe that the premises contamn “things immunently hikely
to burn, explode, or otherwise cause death, serious bodily harm, or substantial
destruction of property,” and leading scholars have approved of ttus for-
mulation ® The Supreme Court, which has approved public safety exceptions
in other settings (see, ¢ g, New York v Quarles, 104 § Ct 2626 [1984]), 1s
likely to approve this one as well

There 1s no denying that a broad-scale search 1s disrupuve and invasive,
nor 1s there any denying that such a search undertaken n error would be
highly costly to the public and to an anuterrorism program However, the
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fact remains that Fourth Amendment law 1s sufficiently flexible that a good
faith search taken on reasonable grounds 1s likely to be upheld in court

Detention of Suspects

The legal precedent protecting civil liberttes 1s likely to come into sharper
conflict with anuterronsm 1n the area of detention of suspects Under nu-
merous strands of US law, individuals detained by the police must be told
of their right to remain silent and thewr right to a lawyer, and they must be
brought promptly before a magistrate who can determine under what charge
they are being held (See, e g, Mwranda v. Arizona, 384 US 436 [1966] )
The US Consutution does provide for these protections to be undercut
through suspension of the writ of habeas corpus but only “in cases of rebellion
or invasion” (US Constitution, Art I, sec 9, ¢l 2) In a cnisis, 1t might be
tempting to hold suspects for interrogation for hours or days without letting
them see anyone, a situation that poses tremendous possibilities for abuse
and that represents an extension of pohce authority not approved by current
US law

This possibility of court approval of expanded police powers may pose
the gravest threat to civil liberties If a terrorist threat were genuine, there
would be tremendous pressure on the courts to approve irregular procedures,
particularly if doing so could lead to the punishment of an unpopular defen-
dant In turn, these newly approved procedures might later be employed in
less dramatic aircumstances This 18 the sort of situation Justice Jackson
warned about when he dissented from the Supreme Court opinion upholding
the cxclusion of Japanese-Americans from the West Coast during World War
II (See Korematsu v United States, 323 US 214, 246 [1944] ) Moreover,
experience 1n other countries indicates that the detention of suspects 1n a
terrorist situation 1s not unlikely Current British law allows for detaining
terrorism suspects up to seven days ' In Italy there have been allegations,
hotly densed, that terronist suspects have been tortured ' This 1s clearly an
area 1n which an absence of self-restraint on the part of the exccutive 1s likely
to be costly 1n the long run for the civil liberties of everyone

Role of the Press

The final source of conflict between civil iberties and the search and recovery
of nuclear matenals involves a free press It may sometimes be 1n the interests
of those seeking to recover nuclear matenals to kecp their efforts secret,
both to avoid public panic and to increase the odds of success There are
two distinct First Amendment ssues involved here press access to govern-
ment information and press freedom to publish whatever information 1t
obtains



Management and Response Options * 413

On the first issue, there 15 no general requirement that the government
inform the media of what 1t 1s doing Although the press has been given access
to mformation 1 certain highly specialized setungs, such as criminal trials
(sce Richmond Newspapers, Inc. v Virginia, 448 US 555 [1980)), there 1s
no general First Amendment right to government information As former
Chuef Justice Earl Warren wrote for the Supreme Court,

The prohibition of unauthorized entry into the White House diminishes the
Citizen’s opportunities to gather information he might find relevant to his
opmuon of the way the country 1s bemng run, but that does not make entry
nto the White House a First Amendment right The right to speak and publish
does not carry with 1t the unrestrained right to gather informatton (Zemel
v Rusk 381 US 1, 17[1965])

The second question remains, however If word of counterterrofist ac-
tivittes gets out, can the media be stopped from printing or broadcasting
what they know? The answer 15 almost surely no The unwillingness of the
courts to 1ssue prior restraints against speech 1s well documented, the fun-
damental role of a free press in a democracy makes any such restraints highly
suspect As the Supreme Court has said in tracing the history of the First
Amendment, “The chief purpose of the [amendment 18] to prevent previous
restraints upon publication The struggle in England, directed against the
legislative power of the licenser, resulted in renunciation of the censorship
of the press” (Near v Minnesota, 283 US 697, 713 [1931])

It is true that one lower court enjomed publication of a magazine article
that supposedly revealed secrets concerning construction of the hydrogen
bomb (although another journal subsequently published the same article)
(See Unzted States v The Progressive, Inc, 467 F Supp 990[1979] ) However,
restrainming information about terrorist activities would be much harder to
justify because the public’s interest in knowing would be much higher It
must be recalled that in the Pentagon papers case, the US Supreme Court
refused to enjoin publication of a classified study of US policy making in
Vietnam, despite allegations that US security mterests would be damaged
(See New York Times Co v United States, 403 US 713 [1971]) Some
commentators have suggested that media self-restrant 1s the best hope for
mimmizing harmful coverage 1n a terrorist situation '2

Conclusions and Recommendations

As a starting point, 1t 15 useful to summarize the legal status of various coun-
terterrorist activities Certarn of them are unlikely to be challenged success-
fully in the courts The use of informers, the use of wiretaps pursuant to
current statutes such as the Foreign Intelligence Surveillance Act, the use of
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properly trained armed guards, and the conduct of searches for dangerous
materials are i this category

Certain other activitics are more likely to be successfully challenged. If
computer files are poorly maintained and improperly dissemunated, f em-
ployees arc fired for exercising their First Amendment rights, if suspects are
detained with no statement of charges, or if efforts are made to censor the
press, legal actions may well hinder executive actions Moreover, if court
challenges in these areas fail, the result may be the creation of judicial doc-
trines that will come back to haunt us 1n areas far removed from
coufnterterrorism

The distinction between these two categories of counterterrorist activ-
ittes can be overstated A legal activity can still impose a cost on civil liberties
Indeed, 1n the debate about plutonium recycling, 1t was precisely the areas
of use of informers and of armed guards that led to the greatest protests
Since the courts are unlikely to stop these activaties, many citizens regard
them as particularly dangerous

I do not recommend any change 1in our society’s fundamental balance
between civil Iiberties and public order as reflected in current judicial de-
cisions What 1 am struck by 1s that 1in every category covered in this study,
there 1s an important role for executive self-restraint Whether 1t 1s a matter
of meeting legal requirements, such as in discharging employees only on
proper grounds, or a2 matter where the courts impose few requirements, such
as the use of informers, those fighting terrorism can make a vital contribution
to civil liberties 1 recommend that counterterrorists consider the civil lib-
erties implications of what they are doing and, when choosing among work-
able alternatives, opt for the approach that poses the least threat to those
liberues This notion of the least restrictive alternatitve will avoid conflict
with the courts and build public support for counterterrorism

A free society can successfully fight terrorism We need not turn into a
dictatorship overmight to address this problem, and I do not believe we are
about to do so The greater danger 1s that we will gradually erode some
mportant freedoms 1n the long struggle with terrorism However, even that
danger can be mimimized, particularly if counterterrorists take it upon them-
selves to weigh the civil liberties implications of their actions
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