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fixed-site nuclear facilities and with nuclear materials 1n transit the

theft of weapons-grade nuclear materials or fully assembled nuclear
devices and sabotage The potential consequences to the public from either
acuon can be surprisingly similar

In the field of nuclear safeguards and security, there 1s a tendency to
protect against threats that are relatively easy to address and to ignore those
that are somewhat more difficult However, overall security 1s a function of
the weakest links 1n the security chain, links that societies ignore at their
own peril In the nuclear field, two of these weak links 1n the security chain
are the truck bomb threat and the mnsider threat The risks assoclated with
terrorist use of vehucular bombs against nuclear targets surfaced (actually,
resurfaced ) following the terrorist attacks on the U S Embassy annex and the
Marme compound in Lebanon Concern was expressed that similar attacks
against nuclear facilities could result 1in substantial damage and release of
radioactivity Since the current regulations of the NRC require hicensees to
protect only against attacks on foot (and even then, only against very small
attacking forces), shortly after the Lebanon bombings, that agency com-
menced an urgent rulemaking to require 1ts hicensees to protect against truck
bombs Inexplicably, that rulemaking was called off after research results
indicated that the truck bomb threat to nuclear facihties was even more
serious than previously thought !

Even were nuclear facilities adequately protected against external attack,
be the aim theft or sabotage, the greatest security risk to these sites—the
threat of action by insiders—would remain The nsider threat 1s particularly
difficult to resolve because nuclear faculities typically employ large numbers
of people, and certain employces must have access to vital areas of the faciity
in order to perform their work Some employces could take advantage of
that access to perform acts of sabotage or theft that could be immensely

T here are two primary safeguard and security risks associated with
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destructive The traditional methods of protecting against the msider threat—
such as the two-person rule, strict compartmentalization of vital areas, and
design features that make damage to two or more redundant systems by onc
individual difficult—are generally expensive and have encountered substan-
tial resistance from the nuclear industry, which has restraned the NRC from
requiring them

Truck Bomb Threat

The NRC estabhished most of its security regulations for nuclear facilities and
materials 1n the mid-1970s Those regulations required power reactors to be
protected only aganst three external attackers, working as a single group,
moving on foot, with weapons no more sophisticated than hand-carnied au-
tomatic weapons and with the possible assistance of no morc than one insider
NRC-licensed facilities with weapons-usable nuciear materials were required
to meet only a marginally higher standard that primarily involved a shghtly
larger attack group capable of operating as two tcams Research reactors,
even those using hughly enriched (weapons-grade ) uranmum, as well as those
reactors posing a substantial sabotage nisk because of their urban siting and
lack of a conrainment structure, were, according to NRC staff, exempted from
both requirements *

Basing security at power reactors on a defined maximum threat of a very
small group with only those explosives they can hand carry (10 CFR §73 1)
leaves these facilines highly vulnerable to vehicular bombs This omussion
was not, however, an oversight The original proposed sccurity regulations
had included a provision requiring “appropriate barriers” to obstruct ready
access by ground vehicles, but it was exphcitly deleted from the final reg-
ulation on the following basts “The Commussion has decided that this pro-
posed provision should be further studied before being considered for nclusion
in the regulations. This proposed amendment has been deleted from the
rule 7* Whether those studies were ever conducted is unclear What 15 clear,
however, is that ten years later, the NRC security regulations still require
protection against only a small group of adversaries on foot, despite a marked
rise 1n 1nternational terrorism, including acts against nuclear targets

A mounting senes of truck bombings directed at US installations in the
Mideast led the NRC to reexamine the issue in early 1984, with considerable
urgency In a press release at the time, the NRC noted the

publicized events where US nstallations overseas have been the target of
terrorists using vehicle bombs and the Executive Branch’s recent announce-
ment that security precautions at certan government facilities in this country
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have been upgraded as a result [NRC] Licensees currently are not required
to protect against such attacks

As a matter of prudence, the staff 1s reviewing thus matter on a continuing
basis to ensure that secunty requirements provide for the continued pro-
tection of the public health and safety * (Emphasis added)

The review by NRC safeguards staff concluded that the regulations needed
to be changed rapidly They directed the development of “an immediately
effective rule which revises the design basis threat for both radiological
sabotage and theft to include the troduction by an adversary of explosives
and other equipment by vehicle "3 Because of the urgency of the sttuation,
the rule was to be written 1n the shortest possible time and to go into effect
immediately upon publication, without the usual delays At the same ume,
the NRC contracted with Sandia National Laboratories to study the potential
damage that truck bombs of various sizes could cause at various distances
from a power reactor

Three months later, on April 26, 1984, all action on the proposed rule
was deferred, “pending the results of research "¢ The research results had
actually been provided to the NRC two weeks earlier, however A review of
those findings raiscs troubling questions about the manner in which the NRC
has tended to deal (or not deal) wath difficult terrorism problems

The task the NRC gave Sandia was as follows

Terrorist activity in other parts of the world has exemplified the destructive
consequences of an explosives-laden vehicle 1e, a truck used as a2 weapon
against a facility Given this threat, the NRC seeks to evaluate the potential
vulnerabdities of nuclear facihies 1 this country against such action, to
determine the “worst case” potential consequences, and to develop eastly
implemented, cost-effective safeguards mechamsms for preventing facility
access of such a vehicle (Emphasis added )

On April 13, 1984, the NRC was provided the results of the Sandia study
As the staff subsequently reported to the commussioners “The results show
that unacceptable damage to vital reactor systems could occur from a rela-
tively small charge at close distances and also from larger but still reasonable
size charges at large setback distances (greater than the protected area for
most plants) ”’®

Why did the NRC, which had 1mitiated an urgent rulemaking to address
the truck bomb threat, suspend action on the matter only two weeks after
these results, which were extremely disquieting, came in Its actton mght
be easier to understand had the sequence of events been reversed—for
example, a January 1984 decision to commence research to see whether
truck bombs could cause serious damage to a reactor, with action suspended
pending the research results, followed by a subsequent decision to go ahead
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with an urgent rulemaking to address the problem when the research indi-
cated the threat was serious It 1s hard, however, to comprehend why, if the
NRC viewed the truck bomb threat as sufficiently serious to commence an
immediate rulemaking before the research findings were available, 1t called
off action when the study’s conclusions confirmed serious problems

An explanation for this state of affairs can perhaps be found 1n the original
direction the NRC provided to Sandia The NRC gave Sandia three research
tasks evaluate the vulnerability of US nuclear facilities to a truck bomb
attack, determine the potential consequences of such an attack, and develop
easily implemented inexpensive mechamsms for preventing access of explo-
sive-laden vehicles

Sandia’s rescarch produced unpleasant findings regarding each of the
questions posed It concluded that nuclear facilities in the United States are
extraordinarily vulnerable to truck bomb attacks, that such an attack could
result 1n “unacceptable damage,” and that addressing the problem would
require more than just a few concrete flower pots or barricades near the
reactor because of Sandia’s extraordinary finding that “unacceptable damage
to vital reactor components” could result even if the truck bomb were det-
onated off-site Thus the problem was graver than previously thought (and
therefore more needy of prompt action) and required costly corrective mea-
sures (which were therefore hikely to be resisted more vigorously by licensees)

As members of the Advisory Commuttee on Reactor Safeguards (ACRS)
have ponted out, there 1s a difference between the NRC and other federal
agencies, which had already taken measures to protect aganst truck bombs
(1including the DOE for its reactors) ¥ That difference can help explain why
the NRC 1s the only comparable federal agency not to have taken domestic
precautions against truck bombs The expense of the security measures adopted
by the other agencies was borne by taxpayers, whereas if the NRC expanded
its design basis threat regulations to require protection aganst vehicular
bombs, the added security costs would have to be covered by the utilities
that own the nuclear facilities '° Here is a unique situation where the level
of protection at a nuclear facihity 1s determined by who owns 1t rather than
by how many people could be hurt by a fardure of its security

As long as the proposed NRC truck bomb rule involved only a few extra
concrete barricades on-site, the cost to the licensees would have been min-
imal and the political cost to the NRC acceptable When research revealed
that the problem was considerably more serious than previously thought and
the solution therefore more cxpensive, the regulatory agency apparently felt
it could not afford to require action proportionate to the problem

This situation raises the peculiar paradox of contemporary regulatory
agencies such as the NRC with regard to large problems such as the risk of
nuclear terrorism As long as the problem 1s small and the solution not costly
to those being regulated (and thus not pohitically costly to the agency doing
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the regulating), the agency feels 1t can act Should the problem turn out to
be major, with significant nisks to the public, and the solution therefore
consequential 1n terms of costs to the lhicensees, the agency comes under
substantial mternal and external pressure to leave the problem unattended

Thus, iromically, 1t 1s only those hnks in the security chain that are already
relatively strong that the commission feels 1t can address because they are
mexpensive, both economically to the icensees and politically to the agency
The weak links, such as vulnerability to truck bombs, remain “deferred pend-
ing further study ” Yet 1t 1s the weak Iinks that create the bulk of the nisk to
the public and to the nuclear industry tself

Insider Threat

The second critical weak link in nuclear security ts the msider threat Indeed,
ACRS members have justified their inaction on the truck bomb 1ssue, 1n part,
on the basis that resolving 1t would still leave nuclear facilities extremely
vulnerable €0 acts by insiders ' Yet as little action has been taken to mitigate
the insider threat as that of the truck bomb problem

Examples of past incidents involving the insider threat range from the
relatively inconsequential (such as theft and attempted extortion involving
low enriched and only muldly radioactive uramium dioxide powder or theft
of kilogram quantities of depleted urammum and subkilogram quantities of
highly enriched uranium) through events costly to the company involved
but not dangerous to the public (destruction of a large quantity of fresh fuel
assemblies at a nuclear power plant) to occurrences that are potentially very
serious (such as intentional disabling of a power reactor’s emergency core
cooling system or the backup diesel generators) All point to the difficulties
in protecting nuclear matenals and facihities from tnsiders '?

In 1981 at the Beaver Valley nuclear power plant near Liverpool, Ohio,
someone shut a valve to the high head safety injection pumps, a crucial part
of the emergency core cooling system ( ECCS), an act that disabled the high-
pressure portion of the ECCS This act could have been serious had there
been an incident 11 which that system were needed (for example, a small
loss of coolant accident where high-pressure injection of emergency cooling
water would have been necessary) The consensus of opimon was that the
act was mtentional "

Also 1n 1981, at the Nine Mile Point Umt I nuclear power plant in
Oswego, New York, the NRC found what it described as a “major degra-
dation” of the backup power supply needed 1n case of a loss of off-site power
Diesel generators failed to start when tested because of an apparently de-
liberate closure of the drains on the fuel oil filters The utiity concluded
that the problem was the result of tampering !
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At the Salem Umit I nuclear power plant in Salem, New Jersey, 1in
August 1982, the manual 1solation stop valves to the air start motors to the
number 2C diesel generator were found closed This condition would have
prevented both automatic and manual start-up of the diesel generator were
it needed 1n an emergency {such as loss of off-site power) The event oc-
curred despite increased precautions by the licensce put 1n place after an
act of suspected sabotage the previous week '*

On July 1, 1969, four depleted uranmum plates and a smaller quantity
of highly enriched urammum were reported lost from a nuclear facility at MIT
The matenals were subsequently found on the desk of an MIT professor
following police questioning of a suspect The consensus was that a master
key was probably used to gain access to the maternial, presumably by an MIT
graduate student who was the prime suspect '

In January 1979, the general manager of the GE nuclear facility n
Wilmington, North Carolina received an extortion letter with a sample of
uranium diexwde powder The letter stated that the writer had two five-
gallon containers of low enriched uranium dioxude that had been taken from
the plant The containers were identified 1n the letter by serial number and
were subsequently authenticated as being missing from the plant The letter
demanded $100,000 or else the material would be dispersed i an unnamed
US cuy An employee of a GE subcontractor was arrested and sentenced
to fifteen years 1 prison "

Also 1n 1979, two plant operator trainees at the Surry nuclear power
station 1 Newport News, Virginia, entered the fuel storage building, which
was locked and alarmed, and poured sodium hydroxide on sixty-two of sixty-
four new fuel assemblies stored there, damaging them Both individuals had
authorized access to the storage building '°

Insiders pose a dual threat theft of nuclear materials and sabotage of the
facility The amount of material unaccounted for (MUF, now referred to as
the inventory difference, or ID) from facilities in the United States handling
highly enriched urammum or plutomum 15 enough to fabricate hundreds of
bombs It 1s uncertain whether all that material has merely been tost through
faulty accounting procedures or whether some has been stolen or diverted
It 1s clear, however, that the risk of the theft of these materals by insiders,
or with the assistance of insiders, 15 substantial It 1s widely believed, for
example, that the large apparent diversion of highly enriched uranium from
the NUMEC facility in Apollo, Pennsylvama, was accomplished with the as-
sistance of a well-placed insider ' The continuing long-term problem with
inventory differences outside acceptable staustical margins at the Erwin,
Tennessee, facility, which handles large quantities of highly enriched uranium,
is particularly worrnisome 1n thas regard, as 1s the NRC's willingness to permat
continued operation of the plant without reselution of the problem

An insider or conspiracy of mnsiders could cause immeasurable harm
through sabotage The fuel in a nuclear power reactor must be cooled con-
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tinually, otherwise 1t can melt and release large quantities of fission products
to the environment This requirement holds true even after the reactor 1s
shut down because decay heat 1s generated long after the control rods stop
the fission process Loss of either the coolant or the electricity to power the
pumps to move the coolant could be disastrous Although all reactors have
backup systems, 1t 1s precisely the attack on important backup systems that
makes insider sabotage attempts such a concern

In this regard, the published probabilistic risk assessments (PRAs) per-
formed for a number of nuclear plants are problematic They are of ques-
tionable use for their principal purpose the esttmation by the NRC and the
nuclear industry of quantitative values for absolute risk from particular fa-
cilines Worse, they could provide virtual road maps for saboteurs PRAs and
much of the recent source term rescarch identify the worst possible sequence
of events at nuclear facilities that could result 1n large releases of radioactivity
to the environment Some argue that the probability of the most serious of
these release sequences occurring accidentally 1s very small Whatever the
truth of that hotly contested matter, no such statement can be made about
the probability of their being made to occur intentionally As former NRC
chairman Palladino has remarked, unltke reactor accrdents involving human
error, sabotage 1s not mathematically random and involves deliberate attempts
to defeat safety systems 2°

The regulatory and mdustry responses to the insider threat have been
remarkably sitmilar to the response to the truck bomb threat. they hope that
it goes away on 1ts own Indeed some proposed actions appear to be making
matters worse For example, rather than further compartmentalizing vital
areas so that there 1s greater control of access to crucial portions of nuclear
plants, vital areas are proposed to be combined into larger slands Once
through a single access pomnt, workers would be free to wander through
large areas of the plant

A recent event at the Turkey Point nuclear power station s indicative
of the inadequacies 1n current practices designed to prevent insider sabotage
While sabotage has not been ruled out as the cause, the prepoanderant belief
15 that this particular incident was the result of personnel error It 1s, however,
illustrative of how sabotage could take place and remain undetected for long
periods of time At Turkey Point, a shared auxihary feedwater system supplies
two reactors at the site The system provides feedwater when the main system
15 not 1n service of when only small feedwater flows are required While one
reactor was down for maintenance, someone valved out the feedwater system
for the operating umit For five days, no one noticed that the system had been
rendered inoperable, despite a requirement that a thorough check be per-
formed twice per shift The faillure to detect the disabling of the feedwater
system occurred apparently because the checks were not adequately detailled
i instructions and because appropriate “out for maintenance” tags had been
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placed on the inappropriately closed valves. Had normal feedwater flow been
interrupted during that peniod, a serious situation, including the potenuial for
core damage, could have resulted because the auxihary system was valved
Oﬁ‘ 21

A traditional approach to the insider problem, the two-person rule (pro-
hibiting unaccompamed presence 1n vital areas ), has met with great resistance
from industry and within the NRC Even existing regulations designed to
provide some measure of protection against insiders seem to be enforced
and complied with inadequately Violations of access controls are common-
place, and the small fines imposed when such violations are detected scem
to offer little deterrent to repetition of the infractions

It 1s troubling that the current proposed NRC rule on nsider safeguards,
weak though 1t 1s, 15 being opposed by the nuclear industry and the ACRS
The ACRS has endorsed an alternative proposed by the Nuclear Utility Man-
agement and Human Resources Commuittee (NUMARC ), which both groups
argue is preferable to the 1ssuance of a commission rule NUMARC proposes
that the minimal actions suggested by the NRC staff not be made a binding
regulation but rather that there be “industry oversight of the program based
on a policy statement 1ssued by the commuission endorsing some guidelines 7
The NRC staff says that “the more effective way to go s the rule” because
“policy statements have a tendency to wither up and go away "% Nevertheless
the ACRS opposes the staff proposal for a binding rule

An important method of reducing the insider nisk 1s careful atention at
the design stage to the inclusion of features that make insider-induced sab-
otage difficult An example of a design problem that would make the work
of an insider easier rather than harder 1s reported by NRC security officials
to have occurred recently at the Wolf Creek nuclear plant A security officer
at that facility 1s said to have entered a command 1nto the security computer
erroncously, which had the effect of unlockng the doors to all the protected
and vital areas of the plant It was fifteen minutes before anyone realized
that, having pushed this button, all the doors were unlocked **

One approach to designing nuclear plants to make them more resistant
to mnsiders is to ensure that redundant safety features are located in different
vital areas such that access to both areas by the same mdividual ss difficult
In this regard, the NRC’s recent policy statements regarding severe accidents
and reactor standardization are troubling By declaring the current generation
of nuclear plant designs safe enough and by indicating that new standardized
designs need be no safer than current models, much of the impetus to improve
reactor safety and security by a new standardized design has been undercut
Attention to sabotage protection at the design stage 1s, however, important
to dealing with the terrorist threat

Stricter regulation, strictor enforcement, better security controls at nu-
clear facilities, and more attention to protection against sabotage at the design
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stage can help reduce the nsider threat It 1s not a problem, however, that
will go away on its own

Potential Consequences and Implications

The risks associated with the theft of weapons-usable nuclear materials and/
or a fully assembled nuclear device are well recognized A clandestine fission
explosive could kill on the order of the same number of people as died at
Hiroshima or Nagasaki (Various accounts give the dead as approximately
70,000 and 40,000, respectively, withun the first thurty days of the bombings,
with deaths resulting from injurnies or radiation-induced cancer occurrnng for
extended periods thereafter 2°) This would be a calamity of awesome scale
An additional risk 1s the potential for triggering a larger nuclear war

The risks associated with the intentional destruction of nuclear energy
facilitics are not so well appreciated Not generally recognized 1s that the
potential consequences of sabotage of a power reactor are not so different
from those of a clandestine fission explosive In fact, one of the arguments
raised (successfully) against publishing revised Atomic Energy Commuission
(AEC) casualty estimates for severe reactor acaidents in the mid-1960s was
precisely that pomnt the comparability of potential casualties from a severe
reactor incident and an atomic weapon explosion

In the mid-1960s, Brookhaven National Laboratory ( BNL) was asked by
the AEC to assess the potential consequences of severe reactor acctdents in
preparation for congressionat consideration of extending the Price-Anderson
nuclear liability legistation, given the considerably larger reactors then being
built. The BNL study concluded that a large accident could result 1n as many
as 45,000 deaths, significant radioacuvity levels extending over an area of
10,000 to 100,000 squarc kilometers { the famous conclusion about contam-
inating an arca the size of the state of Pennsylvama}, thyroid dose levels
greater than the prescribed limuts of the Federal Radiatuion Council extending
beyond 1,000 kilometers, and $17 billion in damage ** AEC memoranda pomnted
to the “dangers of publishing” these conclusions and advised agamnst their
release, a prime reason being that “the results of the hypothetical BNL ac-
cident are more severe than those equivalent to a good sized weapon and
this correlation can readily be made by experts if the BNL results are
published %7

Subsequent site-specific estimates of severe incidents at nuclear power
reactors have produced even larger casualty estimates For example, an NRC
environmental impact statement for the San Onofre nuclear powerplant near
Los Angeles estimated up to 130,000 acute fatalhities, plus 300,000 latent
cancers and 600,000 genetic effects The cost of off-site mitigating actions
was esttmated at $35 billion ##
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Some argue that the acaidental combination of falures necessary to pro-
duce such massive consequences 1s highly unlikely Even if truc—and 1t 15 a
matter hotly disputed m nuclear safety circles—that does not mean 1t could
not happen intenuonally PRAs provide something of a manual for would-be
saboteurs ntent on creaung the largest effect *°

Attacks on reactors may have an ¢scalatory effect as well As Bennett
Ramberg, perhaps the leading scholar on the subject, has argued, attacks on
nuclear reactors with conventional weapons may provide nonnuclear nations
or subnational groups a near-nuclear capability * A power reactor contains
about 1,000 times the long-lived radioactivity of a Hiroshima bomb  Use of
conventional attacks on nuclear energy facilities as a form of radiological
warfare may provide the escalatory hink between conventional attack and
nuclear responsc

Thus, nuclear terrorism aimed at the sabotage of nuclear energy factlities
and nuclear terrorism mnvolving clandestine fission explosives may be com-
parably destructive

Conclusions and Recommendations

Nuclear terrorism in the form of the theft of weapons-usable nuclear materials
or sabotage of nuclear facilities poses substantial societal risks, particularly
in an age of escalating terrorism Protection against these forms of nuclear
terrorism 1s only as strong as the weakest hinks it the nuclear security chain
Two of the weakest links at present are the dangers associated with truck
bombs and mnsiders Regulatory agencies do not appear to be focusing on the
weak links 1n the chain but rather on those problems for which the solutions
are cheap and easy Unfortunately, the major contributors to nuclear terrorism
risks are generally not conductve to solutions that are either cheap or easy
Doubly unfortunate 1s that defernng action on the central contributors to
nuclear terrorism risks makes the probability of such catastrophic events
considerably more likely

What should be done? A nonexhaustive list includes a number of policy
recommendations

First, revise the decade-old design basis threat regulations (10CFR §73 1)
to include consideration of vehicular bombs and attacking groups consid-
erably larger and more sophisticated than the current, unreahstically modest
three-and-one threat, which assumes attackers capable of acting only as a
single tcam and traveling only on foot ™

Second, repeal the two-decades-old regulation (10 CFR §50 13) prohib-
iting consideration n licensing and regulatory matters of potential sabotage
by “enemies of the United States, whether a foreign government or other
person”
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Third, reverse the 1984 directive sent by NRC staff to the regional in-
spection and enforcement offices ordering them to stop inspectton and en-
forcement activities related to sabotage protection requirements at research
reactors, 1ssucd despite a decision by the commissioners refusing a staff
request to repeal the regulation requiring such protection

Fourth, tighten insider protection requirements forgo consideration of
vital istands, institute and enforce a strict two-person rule, require protection
against more than one nsider, significantly increase the penalties for viola-
tions of access controls, and make all insider requirements mandatory reg-
ulations rather than industry-supervised guidelines

Fifth, require substantial sabotage-resistant design features as a condition
for construction permits for any new nuclear plants and for approval of any
standardized reactor design

Sixth, make regulations consistent across agencies It 1s of questionable
logic that DOE reactors should be required to protect against truck bombs
but NRC reactors not, that shipments of Canadian-origin Taitwanese spent
fuel across the United States under DOE junisdiction not be required to have
security, whereas NRC-supervised shipments must, and that highly enriched,
weapons-grade uramum at university reactors 1s exempt from the security
requirements that the same material must meet if located at other fuel cycle
facilities

Seventh, expeditiously remove all highly enriched uranium from NRC-
hcensed research reactors and replace 1t with low enriched uranium Despite
the new NRC rule, resistance from NRC staff and from the DOE is likely to
slow the process substantially The provision 1n the regulaton that the DOE
must certify the availability of funding to pay for all conversion costs, in-
cluding those of commercial reactors, means that Congress must continue
annually to appropriate the funds and the DOE must spend those funds as
intended Unul the conversions are completed, the security requirement in
10 CFR §73 67 must be changed from a posttheft detection and reporting
requirement to a genumne theft prevention standard

Eighth, require all DOE research reactors to convert to low enriched
uranium and stop all shipments of highly enriched uranium abroad now that
low enriched uramium replacement fuels are available Conversion of research
reactors worldwide would remove hundreds of formula quantities of haghly
enriched urammum from approximately 150 sites in dozens of countrics

Ninth, clardy the law regarding the right of security forces at nuclear
faciities to use deadly force Even the guard force at the Lawrence Livermore
National Laboratory is reportedly uncertain whether 1t 1s legally permatted
to use lethal force 32 The guards are employed by the Umiversity of Califorma,
a state institution that operates the lab for the DOE and whose employees
are prohubited from using lethal force However, the laboratory at which the
guards are stationed 1s a federal installation where, under guidelines estab-
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lished 1in 1985 lethal force would normally be permitted if necessary to
prevent the theft of plutonium. The matter 15 ¢ven more unclear at com-
mercial power reactors, which are generally not located at federal mnstalla-
tions Currently guards at some of these nuclear plants have informed NRC
mspectors that if an attack were directed against therr faciity, they would
not resist it because of uncertainty as to whether they would thereafter be
held to have used lethal force illegally

Tenth, the most important change necessary 1s a change 1n attitude and
personnel on the part of the nuclear industry and its regulators The current
extraordinary pressures for deregulation of the nuclear industry 1n the long
run can only work against the interests of both the industry and the public
Regulators and those they regulate must take security far more seriously
Troubling ssues such as the truck bomb and mswder threats can no longer
be dealt with by sending them back for further research or by asking for
voluntary compliance with nonbinding guidelines The complaisance within
some circles of the NRC, the DOE, and the nuclear industry cannot be per-
matted to continue, given the current nature of the threat It is hard to
understand, for example, why the § site at Los Alamos was permitted to
continue operating for four years with grossly inadequate security and despite
repeated critical safeguards reviews, culmmating in one where the facility
failed three out of three security tests In two of the simulations, terrorsts
would have gotten away with weapons-grade plutonum; in the third, they
would have successfully obtained an unlocked nuclear test device con-
structed for the Nevada test site that could have been detonated within hours
of 1ts theft ** When failures of this sort are detected, the responsible parties
should be rapidly removed from their posts, and the same should be true for
the regulators who fail strictly to enforce the regulations New officials who
are serious about the risks of nuclear terrorism and the need to protect
adequately against its occurrence are needed at the NRC and DOE and within
the nuclear industry

Last, proposals to reduce the size of the emergency plannng zones (EPZs )
around nuclear power plants by 95 percent should be denied Whatever the
merits of the claims by the nuclear industry of a reduced source term n
nuclear accidents—and they seem questionable at best-—the claims do not
apply to sabotage, particularly in situations in which early containment failure
is the aaim EPZs should be based on the distances at whach radiation levels
would exceed federal protective action guidelines for the worst possible
intentional or accidental destruction of a reactor As a society, the United
States needs to take considerably greater measures to reduce the hikelihood
of reactor destruction It also needs, however, 10 have workable emergency
plans 1in place in case those measures fail
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